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Executive Summary

The following document summarizes the communication activities carried out by FENTEC in the first
12 months of the Project, with specific focus on the last six months. l.e., between the delivery of the
communication plan (M6) as part of D2.2 Dissemination Plan and the end of Y1 (M12).

In general terms, the Y1 communications objectives have been met, reaching a total of 40,000 views in
online channels.

The report begins with a short summary of the communication plan (M6). This plan defined the
channels, formats and the tactics aimed at achieving the objectives initially set.

After the introduction, the different actions and their results are reviewed qualitatively and quantitatively
and according to the pre-defined KPIs for each of the dissemination channels. These metrics, along with
the experience acquired during Y1 and the problems identified, are considered to outline the
communication strategy and specific actions for Y2.

Finally, this report defines the Y2 communication plan based on the strategy originally defined in
deliverable D2.2. This plan details the actions to be carried out in the second year, including a wide
range of channels and formats.
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1 FENTEC

1 Introduction

1.1 Purpose of the document

This report summarizes the communication activities performed between M1 and M12 of FENTEC
Project. The main objective of the document is to analyze each of the actions taken and evaluate their
impact on the audiences previously identified in deliverable D2.2 Dissemination Plan (M6).

After this in-depth analysis, the activities and Communication Plan for Y2 are detailed taking into
account the experience acquired during Y1 of the Project.

1.2 Structure of the document

This deliverable is structured as follows:

9 Section 1: Introduction and description of the document (this section)
9 Section 2: Overview of the Communication Plan presented in D2.2
9 Section 3: Reporting and analysis on communication activities performed during Y1
1 Section 4: Detailed information about communication tasks to be performed during Y2
1 Section 5: Conclusions
Document name: D2.8 Annual Communication Activity Report Y1 Page: 9 of 25
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1 FENTEC

2 Communication Plan Overview

FENTEC’s overall communication plan was defined during the first months of Y1 and presented in
deliverable D2.2 submitted to the Commission in M6. This strategy was defined together with a
dissemination plan, where audiences and main stakeholders were analyzed. As a result of this
assessment, D2.2 defined a multichannel strategy aimed at engaging with key stakeholders through
several formats and messages.

Figure 1 shows the three phases defined for the duration of the project: Visibility, Awareness and
Engagement [5]. This diagram also shows key milestones defined in the DoA related to communication
deliverables and reports.
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Figure 1 FENTEC's Communication Phases

After the end of Y1, FENTEC will still be in the Awareness and Visibility phases, so key messages and
channels used in Y1 will remain active until M19, when the Engagement stage will start. The project
will be at a higher level of maturity by M19 and, consequently, communication activities will be targeted
to industrial audiences.
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3 Y1 Performance Analysis

Year 1 has been a successful year from the point of view of communication. The first interactions and
approaches have been made and the main channels proposed in the dissemination plan have been set.

The dissemination and communication plan was presented and approved by all FENTEC partners in
deliverable D2.2 Dissemination Plan (M6). This report outlined the different tactics to be developed
from an operative point of view aiming at generating a great impact on main stakeholders. The execution
of this plan has been successful and has generated the expected reaction from the audiences with
impressive results in the online channel.

The Consortium is now in an advantageous position due to the experience acquired and the feedback
received from the audiences and project’s partners, giving the partners a deeper understanding of the
communication tasks for the FENTEC Project. For this reason, this document presents minor adaptations
and adjustments over the initial communication plan. These small adjustments are mainly focused on
generating greater impact on the industrial audiences and better brand recognition, taking advantage of
a higher maturity of the technologies developed in the project.

We provide below a summary of the performance for each of the main channels and formats.

3.1 Website

The FENTEC’s project website has been the key online channel for the online communication, where
all the activities of the project have been published in different sections and online areas.

The website was initially launched in February 2018 (M2) and later fully refactored in June 2018 (M6)
in order to make it more visual and user-friendly, thus facilitating the accessibility to project information.
The Google Analytics Reporting tool was activated after the Communication Plan was presented.
Therefore, the data shown in Table 1 reflects the activity from M6 onwards [7]:

Table 1 Website Indicators

KPI M6 —M12

New Users 1,141
Number of sessions per User 1.28
Average Session Duration 1:40
Page views 4,336
Sessions 1,462

Figure 2 shows a screenshot of the main page of the website where different features and visuals have
been improved. The initial text was eliminated and replaced by the picture shown, which has been
chosen as the “general project picture” and it is also used in social media channels as a template. Buttons
with a direct link to social media were placed at first sight to guide the user directly to our social
networks and increase the potential engagement with them. In addition, the project video created in M10
is now part of the home page helping new users and general audience to understand the FENTEC project
from a non-technical perspective.
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Figure 2 FENTEC's Website

By analyzing the obtained data more in depth, we can observe the percentage of visits made according
to geographical location. The table below shows how 19.5% of the visits come from the United States,
followed by Spain, France and in fourth position Ukraine.

To analyze the type of search carried out by users to reach the FENTEC website, we have carried out
an acquisition analysis that is summarized in Figure 3. Figure 4 Acquisition analysis [7] shows the
percentage of users that we attract directly, socially, organically and referred. A large majority of users
(67.5%) come to the web through direct traffic, that is, when a visitor follows a direct link to the website
directly uses the search engines.
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Country % Users
1. 8 United States B 1953%
2. 3= Spain I 6.23%
3. E8 France I 6.14% Top Channels
4. ™m Ukraine | 4.46% B Direct
5. mm Russia | 429% M Organic Search
6. BN Vietnam | 429% W Social
Referral
7. &= India | 3.79%
8. E@ United Kingdom | 3.54%
9. [& Brazil | 3.03%
10.™= |ndonesia | 3.03%
Figure 3 Top Countries in the website Figure 4 Acquisition analysis

3.2 Partner websites

The corporate websites of both industrial and academic partners are essential to distribute FENTEC’s
message to end users and target groups. From FENTEC Consortium, the partners have channeled various
communication formats of the project through their websites, and some examples are the following:

9 Atos Corporate website: in the following link, the company published a press release of the
project in Spanish to inform real and potential clients about the existence of the project. This
can be found here’.

1  WALLIX Corporate website: They mention the project on their website as one of the encryption
initiatives in which they are collaborating. This text can be found at the following link2. (Wallix)

3.3 Social Media

One of the most important tools of FENTEC's communication strategy in the online channel has been
social networks. The main objective is to generate direct social traffic to the project website, creating a
loyal audience and reaching the maximum number of users. For this purpose, the chosen social networks
have been the most versatile and the most used by FENTEC’s potential audience:

! https://atos.net/es/2018/comunicados-de-prensa-es_2018_09_27/atos-lidera-un-proyecto-europeo-que-
permitira-compartir-datos-de-forma-segura-traves-de-redes-no-seguras

2 http://www.wallix-bourse.com/en/financial-information/press-
releases/regulatedinformation.html?act_pagel=ok&LANG=EN&Ilangue=EN&LangUser=EN&RefACT=ACTU
S-0-328&ACT_Typel=2&ID=ACTUS-0-54526 &CLIENT=ACTUS-0-328
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1 FENTEC

1 Twitter Account: @FENTEC_Project
1 Linkedin Company Profile: FENTEC Project*

The Twitter account was created at the beginning of the project and has been active since then. The
decision of opening a LinkedIn account was taken on M6, aiming at reaching and engaging professional
audiences with business and technical interests. The response of the audiences on LinkedIn is much
bigger in terms of engagement rate, but the audience targeted on Twitter is wider.

The content on each of the social networks has been published in parallel, adapting the format of it in
each case. To study the performance of each Social media channel, key metrics are shown in the tables
below:

Table 2 Twitter KPIs

Twitter
Indicator Y1 Achieved? Objective Y1
Tweet 30,725 N 30,000
Impressions 8
Followers 235 N 150
Engagement 2.64% N 1.2%
Rate B
Profile Visits 1122 N 620
Table 3 LinkedIn KPIs
m Linkedin
Indicator Y1 Achieved? Objective Y1
Llnkedlp Organic 2198 N 2,000
Impressions "
LinkedIn Followers 26 N 25
LinkedIn Social 4.39% N 1% -3 %
Engagement Rate °

Figure 5 shows the high growth of Twitter followers from M3 to M11. It shows a steady growth that
outline the real and potential interest of the target groups in the digital channels. The release of the

3 https://twitter.com/FENTEC_Project
4 https://www.LinkedIn.com/company/fentec-eu/
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Project’s infographic in July 2018 resulted in an important increase of followers (+30) as it can be seen
in the graph.

FOLLOWERS

250

200
150 +30 followers L—
100

50

0
mar-18

abr-18

may-18  jun-18 jul-18 ago-18 sep-18 oct-18 nov-1&

Figure 5 Twitter followers evolution

3.4 Press and Media

The publication and distribution of press releases, mentions in corporate tools, media interviews and
other mentions in tech newsletters, and other media content is reported in D2.3 Dissemination Report &
Material Y1.

3.5 Events

During Y1 FENTEC’s Consortium has been present in multiple scientific events that are reported in the
D2.2 Dissemination Plan [5] in which the main functionalities and technologies of the project have been
presented from a more technical point of view.

Participation in industrial events has been moderate due to the low maturity of the project at a
commercial level, but this will be strengthened in the following years (Y2 and Y3). So far, the
participation in industry-oriented events has focused on the distribution of graphic material aiming at
generating visibility. Table 4 lists the industrial events in which FENTEC has participated, as well as
the audience reached and the type of participation.

Table 4 Industrial Events Participation

Industrial Events
Name of the Month and venue Audience Description of the action
event reached
Atos Expert September 19™ (Atos) Distribution of FENTEC Project
Community 2018, Madrid >300 leaflets in the Atos Global Expert
Event[1] (Spain) Community Convention.
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Industrial Events

20" ISSE November 6" & 7t (Atos) Distribution of leaflets. Event topic:
Conference 2018 | 2018, Brussels 200 Securing Future European Business
[4] (Belgium) through Digital Transformation
ICT 2018: December 4-6 (Atos) Distribution of leaflets in an open
imagine Digital — | 2018, Vienna 6,000 | event with attendees from research,
Connect Europe (Austria) industrial and policymakers.
s tuope | Demoeras, |y, |00 o e
2018 [2] 2018, London (UK) y y yp
researchers

November 8-9
Black Alps 2018 | 5018 vverdon-les- | 400 | (KUD) Distribution of leaflets.
[3] . .

bains (Switzerland)

3.6 Formats

3.6.1 Newsletter

N

Newsletter 1
December 2018

Functional encryption (FE), has been recently
been introduced as a new paradigm of encryption
systems to overcome all-or-nothing limitations of
classical encryption.

In an FE system the decryptor deciphers a function
over the message plaintext: such functional
decryptability makes it feasible to process encrypted
data (e.g. on the Internet) and obtain a parti
the message

This extra flexibility over classical encryption is a
powerful enabler for many emerging security
technologies

FENTEC's mission is to make the functional encryption
paradigm ready for wide-range applications, integrating it in
s ol

Obijectives of the project

Implement a unified 7
cryptlographic APl of </,

[/ Design tuncional
L encrypfion systems with
varying functional, security,

Functional Encryption systems

Validate and demonstrate hardware and software
FENTEC technologies and ) requirements
solutions Y/
Use-Cases

©® 6 ©

Privacy-preserving and
auditable Digital Currency

Data Collection and Local
Decision Making

Privacy-Preserving
Statistical Analysis

Figure 6 FENTEC Newsletter

The first FENTEC newsletter will be published during M12 as planned in D2.2. It will present an
introduction to the Project and each of its use cases with both generic and technical content so that it can
be understood by a wider audience.
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i FENTEC

The objective is to publish a biannual newsletter and give the option of free subscription through the
website. It will also be publicized by all the available channels to generate wider traffic and number of
downloads. Figure 6 shows the provisional version of the cover and last page of the first newsletter. The
graphic design and graphic identity of the newsletter will be maintained throughout the project.

3.6.2 Leaflet

As planned in the communication strategy in D2.2, the publication of the project leaflet was done in M8.
It gives a brief introduction of the project and the different objectives, as well as the architecture of the
three use cases. In addition, a small section contains the definition of functional encryption, necessary
to understand the global objective of FENTEC.

Finally, in the back, the contact information and a QR code with a direct link to the project website
appear, as shown below:

Functional Encryption Technologies

B OVERVIEW

=
CONTACT

B GOALS

worm tentec.eu

AtoS Q r-": "0 L : Privacy Preserving

Statistical Analysis
- - U2. Data Collectios
NS B Geene

& Local Dcdu:n Making
X owalx @

e ENTEC

Functional ENcryption TEChnologies

Figure 7 FENTEC Project Leaflet

3.6.3 Project video

The presentation video of the Project was released in M10, with two objectives: Make an attractive and
didactic presentation of the project and generate visibility on the online channels. It is a one-minute
video that explains in a very generic way FENTEC objectives and vision. Its objective is to generate
referral traffic to the website and the different contents of it. The video was distributed through social
networks and later placed on the home page of the project's website at: www.fentec.eu

[

T, FENTEC

Functional Encry .1 Technologies

This project has received funding from the European Union's Horizon 2020 research and innovation programme
under grant agreement No 780108. Any dissemination of results here presented refiects only the consortium vie

Figure 8 FENTEC video thumbnail
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3.6.4 Infographic

The first infographic of the Project was published in M7, generating an outstanding response on the
online channel and specifically on social networks, reaching 4,155 impressions on Twitter with a total
of 60 engagements. In turn, it was published on LinkedIn and on the FENTEC website.

In addition, infographics have been used on multiple occasions to disseminate project activities in both
internal and external events.

n Increasing trustworthiness of ICT solutions by developing Functional ENcryption TEChnologies '
L FENTEC Increasing trustwarthiness of ICT solutions by developing Functional ENcryption TEChnologies ®
CORE DBJECTIVE USE CASES

Functional Encrypio (FE) has recenty been
/ introduced a3 new paradign to overcome all-or- >
nothing bestatons of classical mncrypbion sysiams @ ) A %
FENTEL's core objecive is to develop new

Functional Encryption as an efficient ;
alternative to the all-or-nothing traditional Privacy-preserving and  Privacy-preserving  Privacy-preserving

approach auditable Digital Currency  loT distribution Statistical Analysis
PROJECT GOALS
The project brings together 3 team of
cryptographers. softeare experts. g Implement a unified ™
hardware specialists, Privacy Technologists cryptographic APIfor L) Design of Functional
and T industry representatives  TEAM functonal Encrypton Encryption systems with
varying requirements
! ! regarding functionality,
efficiency, security,
L
[l privacy, hardware and
[T Vaidate and demonstrate L)
FENTEC technclogies and
oS solutons

Figure 9 FENTEC's First Infographic

3.6.5 Graphic Banners

With the aim of generating a greater number of impressions in digital channels, the FENTEC
Consortium has worked continuously in the development of banners according to the corporate design
of the project that have been published periodically along with another type of content. We have been
able to verify that the use of them significantly increases the impact of publications, in addition to
engagement. This implies that the publication of this type of tools will be used in the following project
years. Some examples are:
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ARE YOU < 4
INTERESTED IN

FUNCTIONAL
ENCRYPTION?

7 I

@FENTEC_Project FENTEC Project www.fentec.eu
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Figure 10 FENTEC's Online banners

3.6.6  News and Publications

A series of tabs specifically oriented to the publication of news about the project, publication of public
deliverables and any type of resource or project format such as infographics, papers and press releases
have been enabled within the project's website.

The following contents have been published through these channels:

1 News: six pieces of news relevant to project updates such as the publication of infographics or
the publication of scientific papers in which FENTEC members have participated.

9 Publications: Publication of public deliverables, press releases and other documents. There is
also a subsection in which the scientific papers of the project are published
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4 Y2 Action Plan

In view of the current situation of the project, the level of maturity of the technology and the objectives
of the project, the Consortium has decided to establish a detailed plan of actions by channel and by
format, which is defined in this section.

No major strategy changes will be made in the first months of Y2 development, so that the generation
of content and channels used will remain the same. This implies that the message will be more didactic,
looking to communicate the mission and vision of the project to the multiple audiences.

In the middle of Y2 begins the engagement phase which seeks to create commitment with the different
audiences, so the message will be adapted. A significant part of effort will be devoted to the search and
participation of FENTEC in industrial events with much wider audiences.

The following image is an updated version of Figure 8 from the deliverable D2.2 Dissemination Plan
[5], in which the different activities proposed for each of the Project years were detailed. As shown
below, Y2 presents a wide variety of formats and activities. Due to the satisfactory audience engagement
rates, this report presents a series of modifications that will be detailed below. These modifications add
formats and tactics that the initial plan did not include.

ACTION / ENGAGEMENT

STAGE AWARENESS
VISIBILITY

DATE Dec Jan Feb Mar May Apr Jun Jul Aug Sep Oct Nov Dec
M12 M13 M14 M15 M16 M17 M18 M19 M20 M21 M22 M23 M24

Infographics I
Leaflet
News 1
PR Ad hoc
Rollup L
Events 1 ——
Newsletter
Blog posts ] ] | ] | ]

Twitter
Linkedin
Report I

Figure 11 Communication Actions Timeline

4.1 Channels

4.1.1 Project Website

The Project website will remain the visible face of the project and the last stop for all users who interact
through social networks. The overall look of the website will remain the same with small updates and
improvements in design and regularly updated content. After conducting the analysis of the main
indicators of the website, we realize that the bounce rate, despite being in the average of this type of
project, is still high. Therefore, actions will be taken to encourage the visitors to stay on the website for
longer periods of time. These actions include the creation of a blog or the continuous improvement of
web design to make it as user-friendly as possible.
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4.1.2 Social Media

FENTEC will continue to have a proactive participation in social networks, taking advantage of these
channels to disseminate all the activities and formats that are developed in both the online and offline
channels. In this way the audience will always be informed of the updates and news of the project due
to the multiple social channels that FENTEC

4.1.3 Press and Media

As in Y1, the press release format will be used to formally communicate any type of update that the
team considers crucial. These press releases will be distributed by the communication and marketing
teams of the partners and translated into different languages if necessary.

In addition, these press releases will be published both on the project website and on the different
corporate websites of the partners as well as on social networks.

414 Events

As mentioned before, the technologies developed within FENTEC will be more mature in the coming
year, so the communication team will focus an important part of the efforts seeking for compatible and
feasible industrial events. This type of events will allow the consortium to have direct contacts with
potential clients and stakeholders with great influence.

For this reason, it is important to analyze different industrial events that will take place in Europe to plan
beforehand the costs of participation and the effort required to allocate the necessary resources. The
table below shows a list of the different events that FENTEC Consortium wants to target in the coming
year:

Table 5 Industrial events 2019

Industrial Events

Event Month and venue Desaiption
Infosecurity Europe June 2019, London | Exhibition opportunities available
Speaking and sponsoring
EEMA Annual Conference June, London .
opportunities
ISSE Conference TBC Exhibition and Speaking

Cyber Security Summit and
Expo

November, London | Exhibition and sponsoring available

Speaking, Exhibition and Sponsoring

Black hat Europe December, London .
opportunities

. , Uni ity of
Cyber Science 2019 June, University o

Oxford
November, .
Black Alps Conference . Talks, Workshops, Side events
Switzerland
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Industrial Events

Identltv_& Cybersecurity September, Conference and exhibition
Innovation World Marseille
CyberSecurity Conference November, Brussels Speaking, sponsorship and visibility

opportunities

CYBERSEC — European
Cybersecurity Forum

October, Krakow Speak, Stand, Sponsorship

4.2 Formats

4.2.1 Newsletter

Periodical digital newsletters will be published to inform audiences about the updates of the project and
will be distributed through the available online channels, including emailing. This task gives FENTEC
the ability to generate traffic to the project website and connect with users with real interest.

The calendar proposed for these publications for end of Y1 and Y2 is the following:

9 M12: First Newsletter: General information and presentation of the Project
1 M18: Second Newsletter
T M24: End of Y2 Newsletter: Y2 updates and analysis

4.2.2 Infographics

As planned in the initial communication plan, an infographic will be published in Y2 explaining in a
generic way the operation of each of the use cases developed in the context of FENTEC. This
infographic will be digital, although physical copies will be made to distribute at conferences,
exhibitions, workshops or other types of events.

4.2.3 Roll-up banner

The consortium will work on the design of a roll-up banner according to the branding of FENTEC, with
the aim of creating brand image in the events attended. In addition, this format will attract the attention
of the users making a more attractive environment.

4.2.4 Blog

To continue with the Y2 strategy and generate a significant amount of traffic to social networks and
website, the consortium has decided to carry out a series of blog posts related to functional encryption
and the project itself, both with technical and generic content, targeting technical and non-technical
audiences.

To begin with this series, a post will be published every 2 months. A new section will be created on the
project's website.
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This is the initial calendar proposed:

M14: First Blog Post (Atos)

M16: Second Blog Post (XLAB)
M18: Third Blog Post (UH)

M20: Fourth Blog Post (ENS)
M22: Fifth Blog Post (KU Leuven)
M24: Sixth Blog Post (WALLIX)
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Figure 12 Blog Posts Planning

The blog will be a tool designed to generate high added-value content for web visitors, as well as to
improve their experience while browsing. It is important to make a good study of the keywords of the
sector, which are those that the target groups search the most in browsers when they perform searches
related to the subject. After analyzing them, we conclude that the most accurate words are the following:

9 High performance: Functional encryption, Applied Cryptography, Cryptography, Encryption,
Encryption meaning, Encryption Software, FE Definitions, FE Challenges, etc

1 Medium Performance: Innovation, Research, European, Digital Transformation, etc

9 Low Performance: Cybersecurity, Blockchain, etc

The blog will co-exist with the social networks to communicate of the latest blog posts to social
communities. Thanks to the blog, we will generate more content to share and increase engagement
though all the different channels.
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5 Conclusions

After the analysis of all the communication tasks carried out during Y1, we can say that it has been a
very enriching and satisfactory year for the project. The scope and impact of FENTEC’s brand image
has been high, reaching a larger number of users and generating a higher response than expected in all
channels. The Project has published content under many different formats, which has generated a high
visibility for FENTEC. The Project has also made a first approach to audiences by spreading both
technical content and brand image. The online channel has become an essential tool for the
implementation of the communication plan, where social networks have played an important role
generating traffic to the website, thus increasing the number of visits.

In the second phase of the project (e.g. Y2), itis planned to be proactive on social media and other online
channels. The Consortium will also take advantage of the online channels to promote any type of
participation in offline channels, with a real focus on the participation in industrial events. This plan will
be executed in parallel with the dissemination plan and in continuously collaboration with the team to
make the overall strategy a real success.
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