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Abstract

Our work revisits public-key encryption in two ways: 1) we provide a stronger security guaran-
tee than typical public-key encryption, which handles many users than can collude to perform
sophisticated attacks. This is necessary when considering widely deployed encryption schemes,
where many sessions are performed concurrently, as in the case on the Internet; 2) we consider
so-called functional encryption, introduced by Boneh, Sahai, Waters in 2011, that permits se-
lective computation on the encrypted data, as opposed to the coarse-grained access provided by
traditional public-key encryption. It generalizes the latter, in that a master secret key is used
to generate so-called functional decryption keys, each of which is associated with a particular
function. An encryption of a message m, together with a functional decryption key associated
with the function f, decrypts the value f(m), without revealing any additional information
about the encrypted message m. A typical scenario involves the encryption of sensitive medical
data, and the generation of functional decryption keys for functions that compute statistics on
this encrypted data, without revealing the individual medical records.

In this thesis, we present a new public-key encryption that satisfies a strong security guar-
antee, that does not degrade with the number of users, and that prevents adversaries from
tampering ciphertexts. We also give new functional encryption schemes, whose security relies
on well-founded assumptions. We follow a bottom-up approach, where we start from simple
constructions that can handle a restricted class of functions, and we extend these to richer
functionalities. We also focus on adding new features that make functional encryption more
relevant to practical scenarios, such as multi-input functional encryption, where encryption
is split among different non-cooperative users. We also give techniques to decentralize the
generation of functional decryption keys, and the setup of the functional encryption scheme,
in order to completely remove the need for a trusted third party holding the master secret key.
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Résumé

Nos travaux revisitent le chiffrement & clé publique de deux facons: 1) nous donnons une
meilleure garantie de sécurité que les chiffrements a clé publique typiques, qui gere de nom-
breux utilisateurs pouvant coopérer pour réaliser des attaques sophistiquées. Une telle sécu-
rité est nécessaire lorsque 1’on considere des schémas de chiffrement largement déployés, ou de
nombreuses sessions ont lieu de maniére concurrente, ce qui est le cas sur internet; 2) nous
considérons le chiffrement fonctionnel, introduit en 2011 par Boneh, Sahai et Waters, qui per-
met un calcul sélectif sur les données chiffrées, par opposition a l’acces tout ou rien permis par
les schémas de chiffrement a clé publique traditionnels. Il généralise ce dernier dans le sens
ol une clé secrete maitresse permet de générer des clés de chiffrement fonctionnelles, qui sont
chacune associées a une fonction particuliere. Le déchiffrement du chiffrement d’un message m
avec une clé de déchiffrement fonctionnelle associée & une fonction f obtiendra la valeur f(m),
et aucune autre information a propos du message chiffré m. Un scénario typique: des données
médicales privées sont chiffrées, et des clés de déchiffrement fonctionnelles sont générées pour
des fonctions qui permettent de calculer des statistiques, sans révéler les données individuelles
chiffrées.

Dans cette theése, nous présentons un nouveau schéma de chiffrement a clé publique satis-
faisant une garantie de sécurité forte, qui ne se dégrade pas avec le nombre de clients utilisant
le schéma, et qui empéche les adversaires de modifier activement les chiffrés. Nos donnons aussi
des schémas de chiffrement fonctionnels, dont la sécurité repose sur des hypotheses calcula-
toires robustes. L’approche suivie est bottom-up, ot des constructions simples qui permettent
de générer des clés pour une classe restreinte de fonctions sont étendues a des classes de fonc-
tions plus riches. Un intérét a aussi été porté a ’étude d’améliorations qui rendent le chiffre-
ment fonctionnel plus utilisable en pratique, tel que le chiffrement fonctionnel multientré, ou le
chiffrement est partagé entre différents utilisateurs, sans coopération. Nous donnons aussi des
techniques permettant de décentraliser la génération de clés de déchiffrement fonctionnelles,
et la mise en place du schéma de chiffrement, de sorte que la présence d’un tiers de confiance
possédant la clé secrete principale ne soit plus nécessaire.
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Chapter 1

Introduction

Cryptography helps resolve the tension between the ubiquitous use of mistrusted third-party
servers to store sensitive data, and the desire for privacy. Concentrating data in a few powerful
centers induces economies of scale, and provides an unprecedented availability of computing
power and data storage. However, giving away sensitive data in the clear implies that clients
have to trust their providers. Advanced encryption mechanisms overcome this issue by allowing
users to encrypt their data in a way that still permits servers to perform selective computation
on this encrypted data. The information revealed is exactly what is required by the server to
provide its service to the clients, and nothing else. Moreover, given its unprecedented world-
wide deployment, public-key cryptography needs to fulfill a strong security, which prevents
sophisticated attacks using multiple concurrent sessions, which are inevitable on the Internet.

The work presented in this thesis addresses the following two limitations of traditional
public-key cryptography: 1) it provides stronger security for public-key encryption, that does
not degrade with the number of users, as is necessary for largely deployed systems, 2) it presents
encryption schemes, known as functional encryption schemes, which permit fine-grained access
and selective computation on the encrypted data.

Public-key cryptography. Following the tradition in cryptography, we exemplify public-
key encryption using fictional characters Alice and Bob. Alice wants to send sensitive data to
Bob through an insecure channel. Without sharing any information a priori, Alice and Bob
can use public-key cryptography to prevent Eve, the eavesdropper, to intercept and read the
content of the data. Namely, Bob produces a public key, which can be thought of as the digital
analog of a safe, together with a key that opens the safe. The key is kept secret by Bob,
whereas the safe itself is published for anybody to use (in the digital world, objects can be
copied at will, and used indefinitely many times). Alice puts her message in the safe, closes it
(think of a safe that can be closed without the key; this process is referred to as encrypting the
message), and sends the safe (known as the ciphertext) to Bob, who can open it with his key
(this process is referred to as decrypting the ciphertext). Eve doesn’t see the content inside
the safe, since it’s opaque, thus, the message remains confidential. The only information that
is revealed is an upper bound on the size of the message, since the safe has to be at least as
large as the message it contains. Originally put forth by [DH76, Mer78], public-key encryption
has become ubiquitous, in particular with the Transport Layer Security (TLS) protocol, which
has widespread use on the Internet, such as web browsing or instant messaging.

Methodology: defining security. The security of public-key encryption is defined formally
as a game between an adversary that tries to win, that is, to trigger a particular event, or learn
some particular information (for instance, in an encryption scheme, the adversary wins if it can
recover the encrypted message only knowing the public key), and a challenger that interacts
with the adversary. The game simply specifies which messages are sent by the challenger
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depending on the adversary’s behavior, and the winning condition for the adversary. The
security game is defined in such a way that the adversary’s capabilities encompass all possible
attacks that could reasonably occur in a real-life scenario. The winning condition is defined so
as to capture security breaches.

Defining security is a challenging task that has prompted fundamental research papers,
such as [GM84], which defined the notion of semantic security for public-key encryption, and
the indistinguishability-based notion of security. Security definitions always have to keep up
with the apparition of new practical attacks allowed by new technologies. For instance, the
practical attack of Bleichenbacher [Ble98] on certain standardized and widely used protocols
prompted the adoption of a stronger security definition (known as Chosen-Ciphertext Attacks
security, originally studied in [DDN03, RS92]) as the de facto security notion for encryption.

Provable security. Given a well-defined security game, to prove the security of a particular
scheme, it remains to prove that no efficient adversary can win the security game with good
probability. Influenced by complexity theory, cryptographers use a so-called security param-
eter that measures the input size of a computational problem, and adversaries are defined as
probabilistic Turing machines, whose running time is polynomial in the security parameter.
Since an adversary can run multiple times on different independent random tapes to increase
its winning probability, the natural choice for the bound on the winning probability is any
negligible function in the security parameter, that is, any function that is asymptotically dom-
inated by all functions of the form 1/P for any polynomial P. A more practically oriented
approach estimates the running time of the security reduction and its advantage in breaking
the underlying assumption more precisely than polynomial running time, and negligible win-
ning advantage. The reduction can thus be used to choose concrete security parameters for the
underlying assumption. See for instance [BDJR97b, BR96] which pioneered concrete security.

Standard assumptions. To prove that there exists no polynomial time adversary that can
win a security game with non-negligible probability, we use a reductionist approach. Namely,
we build an efficient algorithm (called the reduction) that leverages the adversary’s success in
winning the security game, to find a solution to a hard problem, that is, a problem that is
impossible to solve efficiently with non-negligible probability, or at least, conjectured to be so.
The tradition in cryptography departs from complexity theory at this point, given that basing
cryptography on NP-hard problems has remained open for many years. Instead, security of
cryptographic schemes relies on a more heuristic approach, where security is proven via a
reduction to a well-defined assumption, which states that some problem is hard in practice,
that is, for which there exists no known efficient solution. Of course, the robustness of the
security depends on how much this assumption is trusted. Provable security makes sense as
long as it relies on assumptions that have been extensively studied. Typically, they involve
decade-old mathematical problems, where finding an efficient algorithm would represent a huge
breakthrough. Instead of using ad hoc cryptanalysis for every possible cryptographic scheme,
one can rely on a small set of simple-to-state assumptions, leveraging years of mathematical
research. Assumptions whose validity is widely trusted are called standard assumptions. For
example, this is the case of the discrete logarithm assumption, which states that given a cyclic
group of prime order p, generated by g, and an element g* for a random exponent a in Z, (we
use multiplicative notation here), it is hard to compute the discrete logarithm a (of course, the
choice of the underlying group is crucial to the validity of the assumption, and only for certain
well-chosen groups is this assumption considered standard).

Tight Security

As explained in the paragraph about provable security, a security reduction can serve as a
tool to choose concrete security parameters. Indeed, an adversary that can win a security
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game can be used by a reduction to break a computational problem that is assumed to be
hard. However, the reduction may be slightly less efficient at breaking the hard problem than
the adversary can win the security game. This gap in efficiency is referred to as the security
loss. When choosing the security parameter according to the reduction, it is necessary to take
into account this security loss. For instance, say we want 128 bits of security for a particular
scheme, which means no efficient adversary should be able to break the security of the scheme
with advantage more than 27128, Suppose the reduction leverages the adversary to break the
discrete logarithm problem with advantage 27122 /L, where L is the security loss. Typically,
the security loss grows with the number of challenge ciphertexts involved in the security game.
That is, the more deployed the scheme, the larger the security loss. This can be an issue
for widespread cryptographic protocols, such as TLS, where sophisticated attacks using many
concurrent sessions can be mounted. For instance, L can be as large as 230 in widely deployed
systems. Then, it is necessary to choose a group where it is assumed to be impossible to
solve the discrete logarithm problem efficiently with an advantage of more than 27158
other words, a large security loss implies large parameters, and a less efficient scheme overall.
Security is said to be tight when the security loss is small and in particular, independent of
the number of clients using the scheme.

In

State of the Art in Tight Security

The most basic security guarantee required from a public-key encryption scheme is IND-CPA
security, which stands for INDistinguishability against Chosen-Plaintext Attacks, defined in
[GM84], which captures passive, eavesdropping attacks. Many existing IND-CPA-secure en-
cryption schemes have a tight security. For instance, this is the case of El Gamal encryption
scheme [EIG85], whose security tightly reduces to the Decisional Diffie Hellman (DDH) as-
sumption [DH76], a standard assumption that implies the discrete logarithm assumption. This
directly follows from the fact that the DDH assumption is random self-reducible: it is as easy to
break many instances of the DDH assumption than just one instance, for a given prime-order
group. However, the de facto security definition for public-key encryption is a stronger so-called
IND-CCA, which stands for INDistinguishability against Chosen-Ciphertexts Attacks, origi-
nally introduced in [DDN03, RS92|, where the adversary can actively manipulate and tamper
with ongoing ciphertexts. Such attacks have been shown to be practically realizable in real life,
such as the attack from [Ble98] on a widely used cryptographic protocol. Unfortunately, most
CCA-secure public-key encryption schemes, such as the seminal construction from [CS98], or
its improvements in [KD04, HK07], do not have a tight security proof: the security loss is
proportional to the number of challenge ciphertexts in the security game. The first CCA-
secure public-key encryption with a tight security proof was given in [HJ12], and a long line of
works [LJYP14, LPJY15, HKS15, AHY15a, GCD™ 16, Hof17] improved efficiency considerably.
However, the security of all of these schemes rely on a qualitatively stronger assumption than
non-tightly secure schemes [CS98, KD04, HKO07], in particular, they require pairing-friendly
elliptic curves (henceforth simply referred to as pairings), an object first used for cryptogra-
phy in [BFO1, BF03, Jou00, Jou04]. This situation prompted the following natural question:
does tight security intrinsically require a qualitatively stronger assumption, for CCA-secure
public-key encryption? This question falls into the broad theoretical agenda that aims at min-
imizing the assumptions required to build cryptographic objects as fundamental as public-key
encryption. Besides, eliminating the use of pairings is also important in practice, because it
broadens the class of groups that can be used for the underlying computational assumption.
In particular, it makes it possible to choose groups that admit more efficient group operations
and more compact representations, and also avoid the use of expensive pairing operations.
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Reference |pk| | |ct| |security loss|assumption
[CS98] 3| 3 0(Q) DDH
[KD04, HKO07] 2 2 0(Q) DDH
[HJ12] O(1) |O(N) o(1) pairings
[LIYP14, LPJY15]|O(\)| 47 O\ pairings
[AHY15a] O(N)| 12 o(N) pairings
[GCD*16] ON)| 6 O(N) pairings
[GHKW16] 2x | 3 o(N) DDH
[Hof17] 28 6 O(N) pairings
[Hof17] 20 | 28 o) DCR
[GHK17] 6 3 Oo(N) DDH

Figure 1.1: Comparison amongst CCA-secure encryption schemes, where @) is the number of
challenge ciphertexts, |pk| denotes the size (in groups elements) of the public key, and |ct| de-
notes the ciphertext overhead, ignoring smaller contributions from symmetric-key encryption.
DCR stands for Decisional Composite Residuosity, a standard assumption that relies on the
fact that factorizing larger numbers is heuristically hard, originally introduced in [Pai99] (see
Definition 16).

Contribution 1: Tightly CCA-Secure Encryption without Pairing

In [GHKW16], which is presented in Chapter 3 of this thesis, we answer this question nega-
tively. Namely, we present the first CCA-secure public-key encryption scheme based on DDH
where the security loss is independent of the number of challenge ciphertexts and the number
of decryption queries, whereas all prior constructions [LJYP14, LPJY15, HKS15, AHY15a,
GCD™16, Hof17] rely on the use of pairings. Moreover, our construction improves upon the
concrete efficiency of prior schemes, reducing the ciphertext overhead by about half (to only 3
group elements under DDH), in addition to eliminating the use of pairings. Figure 1.1 gives a
comparison between existing CCA-secure public-key encryption schemes.

One limitation of our construction is its large public key: unlike the schemes with looser
security reduction from [CS98, KD04, HK07], which admit a public key that only contains a
constant number of group elements, our public key contains A group elements, where A denotes
the security parameter. Using techniques from [Hof17], we present in [GHK17] the first CCA-
secure public-key encryption with a tight security reduction to the DDH assumption (without
pairings), whose public key only contains a constant number of group elements. The efficiency
is comparable with [GHKW16], since the ciphertexts only contain three group elements. We
choose to only present in this thesis the work from the precursor [GHKW16].

Functional Encryption

We now proceed to address another limitation of traditional public-key encryption: it only
provides an all-or-nothing access to the encrypted data. Namely, with the secret key, one can
decrypt the ciphertext and recover the message entirely; without the secret key, nothing is
revealed about the encrypted message (beyond its size). To broaden the scope of applications
of public-key encryption, [O’N10, BSW11] introduced the concept of functional encryption,
which permits selective computations on the encrypted data, that is, it allows some authorized
users to compute partial information on the encrypted data. In a functional encryption scheme,
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a public key is generated, so as to allow anyone to encrypt any private message m. So-called
functional decryption keys are generated from a master secret key, each of which is associated to
a particular function f. Decrypting an encryption of a message m with a functional decryption
key associated with a function f reveals the value f(m), but no more information on the
message m. The level of information that is revealed about the encrypted message is controlled
by whoever generates the functional decryption keys. This is particularly useful when data is
highly sensitive, such as medical data, but when revealing aggregated information on this data
does not violate the privacy of the users whose data is collected, and yields many applications,
such as useful statistics for medical research. The security of a functional encryption scheme
guarantees that even a collusion of functional decryption keys for different functions does not
reveal anything more than what each individual functional decryption key allows a user to
learn. A description of the algorithms involved in a functional encryption scheme is given in
Figure 1.2.

dk;

k
] —
(n §

ice | ey [ B0

f(m)

Figure 1.2: Illustration of Functional Encryption. In this scenario, the setup generates a public
key pk that Alice uses to encrypt the message m, and sends the ciphertext to Bob. The setup
also generates a master secret key msk, that is used by a key generation algorithm to generate
a functional decryption key dk; associated with the function f. Upon receiving this decryption
key, Bob recovers the value f(m) from the encryption of m.

Applications of functional encryption. We present several use cases of functional en-
cryption.

e Consider the scenario where a hospital records medical data of its patients. For medical
research, it would be useful to compute statistics on this data. Using functional encryp-
tion, the hospital can delegate the storage of this sensitive data to a mistrusted cloud
server, by providing the data encrypted. Then, it can generate the functional decryption
keys that allow medical researchers to learn the statistics they need to conduct their
research, without revealing the individual records of each patient.

e Suppose a user Alice generates a public key and secret key encryption pair, so that Bob
can send an encrypted email to Alice. The latter arrives at Alice’s email provider server,
which Alice does not trust. Using functional encryption, Alice can send to the server
functional decryption keys that would allow the server to process her emails and take
appropriate actions without her intervention, such as spam filtering or other operations
on email that do not require to reveal the entire content of the emails (recall Alice
has limited trust in the server). For instance, the server could classify the email into
appropriate folders, or learn whether an email is urgent, and if so, notify Alice. It could
even generate automatic answers to Bob. This use case is presented in [DGP18].
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e Using functional encryption, one can perform machine learning on encrypted data. Namely,
after a classifier is learned on plain data, one can generate a functional decryption key
associated with this classifier, which allows decryption to run the classification on en-
crypted data, and reveals only the result of the classification. In [DGP18], a concrete
implementation of functional encryption performs classification of hand-written digits
from the MNIST dataset, with 97.54% accuracy, where the encryption and decryption
only take a few seconds.

Difference with respect to fully homomorphic encryption. In a fully homomorphic
encryption scheme, it is possible to publicly evaluate any function on the encrypted data.
This differs from functional encryption in two major ways: first, the result of evaluating a
function f on an encryption of message m does not reveal the evaluation f(m) in the clear,
but only an encryption of it. Consider the email filtering scenario: using fully homomorphic
encryption, the email server would not be able to decide whether an incoming encrypted
email is spam, without the intervention of the client, who is the only one who can decrypt
the result of the evaluation on encrypted data. Second, using fully homomorphic encryption,
anyone can compute arbitrary functions on the encrypted data: there is no guarantee that the
computation was performed correctly. In a functional encryption scheme, the owner of the
functional decryption key associated with function f can extract f(m), from an encryption of
m, and nothing else. In particular, this gives verifiability for free, unlike fully homomorphic
encryption, which requires additional costly zero-knowledge proofs to verify that the proper
function has been evaluated on the encrypted data.

Security of functional encryption. Security notions for functional encryption were first
given in [O’'N10, BSW11]. These works present a simulation-based security definition, where
an efficient simulator is required to generate the view of the adversary in the security game,
only knowing the information that leaks from the encrypted values and corrupted functional
decryption keys. They prove that such a security notion is impossible to achieve in general, and
give another indistinguishability-based variant of the security definition, essentially a security
definition similar to [GM84], generalized to the context of functional encryption. In this
security game, an adversary receives the public key of the encryption scheme, and then, it can
obtain functional decryption keys for functions f of its choice. It also sends two messages,
mo and mq, to the challenger, in the security game, which samples a random bit b <5 {0, 1},
and sends back an encryption of the message m;. Assuming the functional encryption keys
that are obtained by the adversary are associated with functions f that do not distinguish
these two messages, that is, for which f(mg) = f(m1), the adversary should not be able
to guess which bit b was used with a probability significantly more than 1/2, which can be
obtained by random guessing. Intuitively, if the functions f do not help distinguish these two
messages, then no information should be revealed about which message m; was encrypted. An
artificial but useful weakening of the security model is the so-called selective security, where
the game is identical to the description above, except the adversary is required to decide on
which messages mg and m; to choose beforehand, that is, before seeing the public key or
obtaining any functional decryption keys. This notion is useful as a stepping stone towards
full-fledged security. Moreover, a guessing argument can convert any selectively-secure scheme
into a fully-secure scheme, albeit with a quantitative gap in the quality of the security.

State of the Art in Functional Encryption

Identity-based encryption. Historically, the first functional encryption scheme beyond
traditional public-key encryption dates back to identity-based encryption, where a constant-
size public key is used to encrypt messages to different users, represented by their identity.
Functional decryption keys are also associated with an identity, and decryption succeeds to
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recover the encrypted message if the identities associated with the ciphertext and the functional
decryption key match. For instance, identities can be email addresses, and with a single
public key, it is possible to encrypt a message to any user whose email address is known. The
concept was thought of in [Sha84], and the first constructions whose security relied on standard
assumptions were given in [BF01, Coc01].

Attribute-based encryption. Later, a more general concept was introduced: attribute-
based encryption, where ciphertexts are associated with an access policy, and functional de-
cryption keys are associated with a set of attributes. Decryption recovers the encrypted mes-
sage if the attributes associated with the functional decryption key satisfy the access policy
embedded in the ciphertext. Note that the role can be switched, that is, ciphertexts can be as-
sociated with attributes, and functional decryption keys embed access policies, as in [BSW07].
These are referred to as key-policy and ciphertext-policy attributed-based encryption, respec-
tively. Such attribute-based encryption schemes have been first realized from standard as-
sumptions in [SW05, GPSWO06] for policies that can be represented as Boolean formulas, or
in [GVW13, GVW15a, BGGT14] for policies that can be represented as any arbitrary circuit
of polynomial size. Note that a ciphertext only hides the underlying message it encrypts,
but reveals the associated access policy (or attributes, depending on whether we consider
ciphertext-policy or key-policy attribute-based encryption).

Predicate encryption. Predicate encryption schemes are even more powerful than attribute-
based encryption schemes, since the access policy associated with a ciphertext remains hidden
(or the attributes, depending on whether we consider the ciphertext-policy or the key-policy
variant). The first constructions from standard assumptions were given in [BWO07] for com-
parison and subset queries, in [KSW08, KSW13] for constant-depth Boolean formulas, and in
[GVW15Db] for all circuits. Such predicate encryption schemes are sometimes referred to as
private-index predicate encryption, whereas attribute-based encryption (which do not hide the
policy or attributes underlying each ciphertext) are referred to as public-index predicate en-
cryption. It is important to note that the construction from [GVW15b] only hides the attributes
underlying each ciphertext (they build a key-policy predicate encryption, where attributes are
associated with ciphertexts) when the adversary can only obtain functional decryption keys
for access policies which are not satisfied by the attribute of the challenge ciphertext. This
is referred to as weakly-hiding the attributes. Prior works [BW07, KSW08, KSW13] fully
hide the attributes associated with each ciphertext, the only information that leaks being the
value of the predicate evaluation, namely, whether or not the decryption succeeds. In fact,
fully-hiding predicate encryption for all circuits essentially implies functional encryption for
all circuits, for which we have no construction based on standard assumptions. We defer the
interested reader to [GVW15b, 1.3 Discussion| for further details on the connections between
predicate encryption and functional encryption for all circuits.

Functional encryption beyond predicates. So far, we have only discussed special kinds
of functional encryption where decryption successfully recovers the entire message if the at-
tributes associated with the ciphertext (resp. the functional decryption key) satisfy the access
policy embedded in the key (resp. the ciphertext). While this is a fruitful generalization of
traditional public-key encryption, since it permits embedding complex access policy into the
encrypted data, this is still an all-or-nothing encryption: either the message is entirely recov-
ered by the decryption, or no information whatsoever is revealed about the message. Not much
is known about functional encryption with fine-grained access to the encrypted data, that is,
where decryption recovers partial information about the encrypted data. In [ABDP15], the
authors build the first construction of functional encryption from standard assumptions be-
yond predicates. In [ABDP15], messages to be encrypted are vectors of integers, in Z¢, for
some dimension d € N that is fixed during the setup of the scheme. Functional decryption keys
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are associated with vectors y € Z?. Decryption of an encryption of x € Z¢ with a functional
decryption key associated with y € Z¢ recovers (x,y) € Z, which denotes the inner product
between x and y. Otherwise stated, this encryption scheme lets owners of functional decryp-
tion keys compute weighted sum on the encrypted data. Moreover, it is possible to encode
any constant-depth formula as a polynomial of constant degree, which can be evaluated via
functional encryption for inner products. That is, this scheme handles computation of NCO
circuits on encrypted data. Later, [ALS16] gave fully-secure functional encryption schemes
(the original schemes from [ABDP15] being only selectively-secure). In this thesis, we present
extensions of these functional encryption for inner products, and new functional encryption
schemes with succinct ciphertexts that supports the evaluation of degree-2 polynomials on
encrypted data. More details on the contributions of this thesis are given below.

Related works: functional encryption for bounded collusion. The case where security
is guaranteed only when a constant number of functional decryption keys are corrupted has
been considered in prior works. [SS10] built the first functional encryption for all circuits, where
security handles the corruption of one functional decryption key, using garbled circuits and
public-key encryption. In this functional encryption, the ciphertext size depends on the size
of the circuit associated with the functional decryption keys (which thus needs to be bounded
during the setup of the scheme). [GKP'13] improves upon [SS10] since the ciphertext size
depends only on the size of the output of the function for which functional decryption keys
are generated. They use attributed-based encryption for all circuits, and fully homomorphic
encryption, both of which admits construction from standard assumptions. Note that the
security of both of these constructions breaks down as soon as two functional decryption keys
are corrupted. [GVW12, Agr17] show how to generically turn any functional encryption secure
only when one functional decryption key is corrupted, into a functional encryption scheme
where security handles an a priori bounded polynomial number of collusions. We now consider
the case of general functional encryption with unbounded collusions.

Theoretical motivation: the power of general purpose functional encryption. As
mentioned before, the existing functional encryption schemes from standard assumptions only
permit the evaluation of degree-1 (inner products) or degree-2 polynomials on the encrypted
data. However, there are feasibility results for functional encryption schemes where functions
associated to functional decryption keys can be any arbitrary circuits (such schemes are called
general purpose functional encryption schemes). The first candidate construction for general
purpose functional encryption appeared in [GGH'13b, GGHT16]. It relies on Indistinguisha-
bility Obfuscation, a powerful object, originally defined in [BGIT01, BGI*12], that has been
remarkably successful at providing an all-purpose tool for solving cryptographic problems, as
shown in [SW14]. [GGH'13b, GGH'16] gave a construction for Indistinguishability Obfusca-
tion that relies on cryptographic multilinear maps, for which there is currently no construction
from standard assumptions. Other works [BLR 15, GGHZ16] gave direct candidate construc-
tions of functional encryption from multilinear maps.

Follow-ups [Lin16, LV16, Lin17, AS17, LT17] focused on reducing the degree of the required
multilinear map, all the way down to 3 in [LT17] (the degree of the multilinear map required in
prior works depends on the complexity of the circuits for which functional decryption keys are
generated). Namely, in [LT17], general purpose functional encryption is built from succinct
functional encryption which handles evaluation of degree-3 polynomials on encrypted data
(which can be built from degree 3 multilinear maps), together with some assumptions on the
existence of special kind of pseudo-random generators'. Here, succinctness refers to the fact
that the ciphertext size only depends on the underlying message, and not the functions for
which functional decryption keys are generated. Unfortunately, there is no construction of even

'Namely, the existence of pseudo-random generators of block-wise locality 3.
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degree-3 multilinear from standard assumptions. To sum up, all existing general purpose func-
tional encryption schemes either rely on multilinear maps, or Indistinguishability Obfuscation,
both of which rely on non-standard assumptions. In fact, general purpose functional encryption
has been shown to imply Indistinguishability Obfuscation in [AJ15, BV15, BNPW16].

Contribution 2: Functional Encryption with New Features, and Richer
Functionalities

Motivated by the quest for succinct functional encryption for richer classes of functions, we
follow the bottom-up approach initiated by [ABDP15], which consists of building functional
encryption as expressive as possible from standard assumptions. The benefit of this approach is
two-fold: first, it aims at bridging the gap between the powerful Indistinguishability Obfusction,
and the current constructions from standard assumptions; second, it gives practically relevant
schemes based from concrete assumptions, which are interesting in their own right. We present
extensions of the original functional encryption for inner products from [ABDP15, ALS16] with
additional features: in contribution 2.1, we extend functional encryption for inner products
to the multi-input setting, and to the multi-client setting in contribution 2.2, both of which
generalize the standard single-input setting. Then, we expand functional encryption for richer
classes of functions in contribution 2.3. These contributions are presented in more details
below.

Contribution 2.1: multi-input encryption for inner products.

We present here an extension of the original functional encryption from [ABDP15, ALS16] to
the more general multi-input setting.

Definition of multi-input functional encryption. As explained above, in a functional
encryption (FE) scheme [SW05, BSW11], an authority can generate restricted decryption keys
that allow users to learn specific functions of the encrypted messages and nothing else. That is,
each FE decryption key dky is associated with a function f and decrypting a ciphertext Enc(x)
with dky results in f(z). Multi-input functional encryption (MIFE) introduced by [GGG™14]
is a generalization of functional encryption to the setting of multi-input functions. A MIFE,
the scheme has several encryption slots and each decryption key dky for a multi-input function
f decrypts jointly ciphertexts Enc(z1), ..., Enc(zy,) for all slots to obtain f(z1,...,x,) without
revealing anything more about the encrypted messages. The MIFE functionality provides the
capability to encrypt independently messages for different slots. This facilitates scenarios where
information, which will be processed jointly during decryption, becomes available at different
points of time or is provided by different parties. MIFE has many applications related to
computation and data mining over encrypted data coming from multiple sources, which include
examples such as executing search queries over encrypted data, processing encrypted streaming
data, non-interactive differentially private data releases, multi-client delegation of computation,
order-revealing encryption [GGG'14, BLR"15].

Application of multi-input functional encryption for inner products. For instance,
consider a database that contains profiles of the employees in company, where each profile
describes the qualifications that the person has and the position that she can hold. Each such
profile can be represented as an integer vector that contains the scores that person has received
for her qualifications in her last evaluation. The employee profiles are sensitive information
and only direct managers can access the profile information of the people in their teams.
Therefore, the information of profiles needs to be protected from everyone else in the company.
At the same time when the company starts a new project, the manager assigned to lead the
project needs to select people for the new team. According to the needs of the project, the team
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should have people serving different roles; the qualifications of each team member have different
importance for every project. The selection criterion for the team members can be described
as an integer vector that assigns weights to the different qualifications for the members in all
team positions. In order to evaluate and compare potential teams, the manager needs to obtain
the team score for each of them, which is the weighted sum of the individual qualifications.

A MIFE for inner products provides a perfect solution for the above scenario that protects
the privacy of the profiles while enabling managers to evaluate possible team configurations.
MIFE encryption slots will correspond to different team positions. Each person’s profile will
be a vector of her scores, which will be encrypted for the slot corresponding to the position
she is qualified to hold. When a new project is established, the leading manager is granted a
decryption key that is associated with an integer vector that assigns appropriate weight to each
qualification of different team members. The manager can use this key to evaluate different
combinations of people for the team while learning nothing more about the people’s profiles
than the team score. A similar example is the construction of a complex machine that requires
parts from different manufacturers. Each part is rated based on different quality characteristics
and prices, which are all manufacturer’s proprietary information until a contract has been
signed. The ultimate goal is to assemble a construction of parts that achieve a reasonable
trade-off between quality and price. In order to evaluate different construction configurations,
the company wants to compute cumulative score for each configuration that is a weighted sum
over the quality rates and price of each of the parts.

State of the art for multi-input functional encryption. There are several construc-
tions of MIFE schemes, which can be broadly classified as follows: (i) feasibility results for
general circuits [GGGT14, BGJS15, AJ15, BKS16], and (ii) constructions for specific func-
tionalities, notably comparison, which corresponds to order-revealing encryption [BLRT15].
Unfortunately, all of these constructions rely on indistinguishability obfuscation, single-input
FE for circuits, or multilinear maps [GGH'13b, GGH13a], which we do not know how to
instantiate under standard and well-understood cryptographic assumptions.?

A new construction of MIFE for inner products. In [AGRW17], we present a multi-
input functional encryption scheme (MIFE) for inner products based on standard assumptions
in prime-order bilinear groups. Our construction works for any polynomial number of encryp-
tion slots and achieves adaptive security against unbounded collusion, while relying on standard
polynomial hardness assumptions. Prior to this work, we did not even have a candidate for
3-slot MIFE for inner products in the generic bilinear group model. Our work is also the first
MIFE scheme for a non-trivial functionality based on standard cryptographic assumptions,
as well as the first to achieve polynomial security loss for a super-constant number of slots
under falsifiable assumptions. Prior works required stronger non-standard assumptions such
as indistinguishability obfuscation or multilinear maps. Later, in [ACF*18], we put forward a
novel methodology to convert single-input functional encryption for inner products into multi-
input schemes for the same functionality. Our transformation is surprisingly simple, general
and efficient. In particular, it does not require pairings and it can be instantiated with all
known single-input schemes. This leads to two main advances. First, we enlarge the set of
assumptions this primitive can be based on, notably, obtaining new MIFEs for inner products
from plain DDH, LWE, and Decisional Composite Residuosity. Second, we obtain the first
MIFE schemes from standard assumptions where decryption works efficiently even for mes-
sages of super-polynomial size. In this thesis, we strengthen the security of these constructions
to handle corruption of the input slots. That is, to encrypt, each input slot i € [n] requires an
encryption key ek;. We consider the private-key setting, where encryption keys remain secret.

2Here, we refer only to unbounded collusions (i.e. the adversary can request for any number of secret keys).
See the paragraph about related works for results on bounded collusions.



1.2 Functional Encryption 11

This is actually more relevant than the public-key setting, where the encryption keys ek; are
revealed to everyone. Indeed, in such a case, anyone can encrypt arbitrary message for any
input slot. That weakens security drastically, since a challenge ciphertext Enc(ek;, m;) for mes-
sage m?, where b <5 {0, 1} is chosen by the security game, can be combined with encryption
of arbitrary messages for the other input slots during decryption. That means that given even
a single functional decryption key for a function f, one can learn f(x,--- , x, mf, KT, %),
where each * can be any arbitrary message. This is simply too much information in most rel-
evant use cases. Thus, we consider the setting where encryption keys ek; aren’t public, which
avoids precisely this kind of leakage of information. In the schemes presented in Chapter 4
and Chapter 5, the security holds even when some ek; are corrupted. That means that even
given ek; for some slots i € [n], the security remains for other slots j # i. This is an important
security feature, since that means even colluding users cannot learn any information about
the encrypted messages by other users. This is relevant to assume such collusions, since in a
multi-input encryption scheme, users do not communicate with each other, and do not trust
each other. This is a novelty compared to [AGRW17, ACFT18|. A summary of our results and
prior works on functional encryption for inner products is shown in Figure 1.3.

Reference # inputs| setting security assumption pairing
[ABDP15] 1 public-key | many-SEL-IND DDH no
[ALS16, ABDP16] 1 public-key | many-AD-IND DDH no
[BSW11] 1 any many-SEL-SIM impossible

[LL18] 2 private-key | many-SEL-IND | SXDH + T3DH yes
[KLMT*18] 2 private-key single-key function-private FE| yes

many-AD-IND3

Chapter 4 multi | private-key | many-AD-IND SXDH yes
Chapter 5 multi |private-key | many-AD-IND | DDH, DCR, LWE no

Figure 1.3: Summary of constructions from cyclic or bilinear groups. We have 8 security
notions xx-yy-zzz where xx € {one, many} refers to the number of challenge ciphertexts; yy
€ {SEL, AD} refers to the fact that encryption queries are selectively or adaptively chosen;
zzz. € {IND, SIM} refers to indistinguishability vs simulation-based security. SXDH stands
for Symmetric eXternal Diffie Hellman assumption, DDH stands for Decisional Diffie Hellman
assumption, DCR stands for Decisional Composite Residuosity assumption, and LWE stands
for Learning With Errors assumption.

Contribution 2.2: multi-client functional encryption for inner products.

We now present another contribution of this thesis, which is an extension of multi-input func-
tional encryption, where the encryption can additionally handle labels, which prevents mixing
and matching different ciphertexts with different labels, thereby giving a stronger security
notion. The labels are typically set to be time stamps, for the application we have in mind.

Definition of multi-client functional encryption. In multi-client functional encryption,
as defined in [GGG*14, GKL"13], the single input = to the encryption procedure is bro-
ken down into an input vector (zi,...,x,) where the components are independent. An
index ¢ for each client and a (typically time-based) label ¢ are used for every encryption:
(c1 = Enc(1,21,¥),...,cn = Enc(n,z,,¢)). Anyone owning a functional decryption key dky,
for an n-ary function f and multiple ciphertexts for the same label £, ¢y = Enc(1,21,¢),...,¢p =
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Enc(n, z,, ), can compute f(x1,...,z,) but nothing else about the individual z;’s. The com-
bination of ciphertexts generated for different labels does not give a valid global ciphertext and
the adversary learns nothing from it. This is different from multi-input functional encryption,
where every ciphertext for every slot can be combined with any other ciphertext for any other
slot, and used with functional decryption keys to decrypt an exponential number of values, as
soon as there is more than one ciphertext per slot. This “mix-and-match” feature is crucial for
some of the applications of MIFE, such as building Indistinguishability Obfuscation [GGGT14].
However, it also means the information leaked about the underlying plaintext is too much for
some applications. In the multi-client setting, however, since only ciphertexts with the same
label can be combined for decryption, the information leaked about the encrypted messages is
drastically reduced.

Decentralized multi-client functional encryption. While it allows independent genera-
tion of the ciphertexts, multi-client functional encryption (like multi-input functional encryp-
tion) still assumes the existence of a trusted third party who runs the Setup algorithm and
distributes the functional decryption keys. This third party, if malicious or corrupted, can
easily undermine any client’s privacy. We are thus interested in building a scheme in which
such a third party is entirely taken out of the equation. In [CDG"18a], we introduce the no-
tion of decentralized multi-client functional encryption, in which the authority is removed and
the clients work together to generate appropriate functional decryption keys. We stress that
the authority is not simply distributed to a larger number of parties, but that the resulting
protocol is indeed decentralized: each client has complete control over their individual data
and the functional keys they authorize the generation of.

A new decentralized multi-client functional encryption for inner products. In
[CDG™18a)], we give the first decentralized multi-client functional encryption from standard
assumptions, for inner products. Security is proven using bilinear pairing groups, and handles
corruption of input slots. We first give an efficient centralized scheme whose security does
not take into account the information leaked when decrypting incomplete ciphertexts, that is,
ciphertexts for some, but not all, slots ¢ € [n]. Moreover, this scheme is only secure when
there is only one challenge ciphertext per pair (i,¢), where i € [n] is an input slot, and ¢ is
a label. The construction we give in Chapter 6 is a generalization of [CDG118a] to encrypt
vectors (instead of scalars in [CDG™18a]). Then, we deal with the limitation in the security
model that requires for complete ciphertexts only. Our solution is quite generic, as this is an
additional layer that is applied to the ciphertexts so that, unless the ciphertext is complete
(with all the encrypted components), no information leaks about the individual ciphertexts,
and thus on each component. This technique relies on a linear secret sharing scheme, hence
the name Secret Sharing Encapsulation (SSE). It can also be seen as a decentralized version
of All-Or-Nothing Transforms [Riv97, Boy99, CDH"(00]. We propose a concrete instantiation
in pairing-friendly groups, under the Decisional Bilinear Diffie-Hellman problem, in the ran-
dom oracle model. This transformation works on any MCFE, and not only MCFE for inner
products. Secondly, we show how another independent layer of single-input functional encryp-
tion for inner products authorizes repetitions: more precisely, we remove the restriction of a
unique input per client and per label. Finally, we propose an efficient decentralized algorithm
to generate a sum of private inputs, which can convert an MCFE for inner products into a
decentralized MCFE for inner products: this technique is inspired from [KDK11], and only
applies to the functional decryption key generation algorithm, and so this is compatible with
the two above conversions. The resulting scheme is completely decentralized, in the sense that
users do not need a trusted third party, even for setting up parameters (they just need to agree
on a specific pairing group and a hash function that will be used later). These techniques
used to strengthen the security of MCFE, as well as decentralize the key generation and setup,
appeared in [CDGT18b].
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A use case. Consider a financial firm that wants to compute aggregates of several companies’
private data (profits, number of sales) so that it can better understand the dynamics of a sector.
The companies may be willing to help the financial firm understand the sector as whole, or may
be offered compensation for their help, but they don’t trust the financial firm or each other
with their individual data. After setting up a DMCFE, each company encrypts its private
data with a time-stamp label under its private key. Together, they can give the financial firm
a decryption aggregation key that only reveals a sum on the companies’ private data weighted
by public information (employee count, market value) for a given time-stamp. New keys can
retroactively decrypt aggregates on old data.

Private stream aggregation (PSA). This notion, also referred to as Privacy-Preserving
Aggregation of Time-Series Data, is an older primitive introduced by Shi et al. [SCR*11]. Even
though it is quite similar to our target DMCFE scheme, PSA does not consider the possibility
of adaptively generating different keys for different inner-product evaluations, but only enables
the aggregator to compute the sum of the clients’ data for each time period. PSA also typically
involves a Differential Privacy component, which has yet to be studied in the larger setting of
DMCFE. Further research on PSA has focused on achieving new properties or better efficiency
[CSS12, Emul7, JL13, LC13, LC12, BJL16] but not on enabling new functionalities.

Contribution 2.3: Functional encryption for quadratic functions.

In [BCFG17], we build the first functional encryption scheme based on standard assump-
tions that supports a functionality beyond inner products, or predicates. Our scheme al-
lows to compute bilinear maps over the integers: messages are expressed as pairs of vectors
(x,y) € Z™ x Z™, secret keys are associated with n - m coefficients ¢ ;, and decryption allows
to compute >, ; a; jz;y;. Bilinear maps represent a very general class of quadratic functions
that includes, for instance, multivariate quadratic polynomials. These functions have several
practical applications. For instance, a quadratic polynomial can express many statistical func-
tions (e.g. (weighted) mean, variance, covariance, root-mean-square), the Euclidean distance
between two vectors, and the application of a linear or quadratic classifier (e.g., linear or
quadratic regression).

In [DGP18], we implement a functional encryption scheme for bilinear maps to perform
machine learning on encrypted data. Namely, a quadratic classifier is learned on plain data,
then, a functional decryption key is generated for a function that corresponds to the quadratic
classifier. Using functional encryption, users can encrypt data, and the owner of the functional
decryption key can perform classification of the encrypted data, without ever decrypting the
data. In particular, no information apart from the result of the classification? is revealed about
the encrypted data. In [DGP18], the quadratic classifier has an accuracy of 97.54% on MNIST
data set of hand-written digits, where encryption and decryption only take a few seconds.
In [BCFG17], we present a fully-secure construction whose security is proven in an idealized
model, called the Generic Group Model (GGM), where the adversary cannot use the structure
of the underlying pairing group. This is justified in practice, since for well-chosen elliptic
curves, the only known attacks are generic, they do not use the structure of the underlying
group. The security of the construction from [DGP18] also relies on the generic group model.
In Chapter 7, we present the construction from [BCFG17] that is proven selectively-secure
under standard assumptions, as opposed to relying on the generic group model. Note that
[AS17, Linl7] concurrently exhibited functional encryption schemes supporting the evaluation
of degree-2 polynomials, but on the arguably simpler private-key setting, where encryption

“in fact, to be technically accurate, the functional decryption keys in [DGP18] leak slightly more information
than just the result of the classification: they leak the probability that a given instance belongs to each possible
class.
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References security | public or private key
[AS17] sel. GGM private-key
[Linl7] sel. standard private-key

[BCFG17, DGP18]| ad. GGM public-key

[BCFG17] sel. standard public-key

Figure 1.4: Existing functional encryption for quadratic functions. Here, ad. and sel. denote
adaptive and selective security respectively and GGM stands for Generic Group Model.

requires a secret key. A comparison of existing functional encryption schemes for quadratic
functions is given in Figure 7.1.

Other contributions

In this manuscript, we focus on presenting tightly-secure encryption, and functional encryption
schemes. During this thesis, we have been also working on other topics, which led to papers
accepted in peer-reviewed conferences. We give a brief description of these contributions here.
A list of personal publications appears at the end of this manuscript.

e In [GMW15], we construct a lattice-based predicate encryption scheme for multi-dimensional
range and multi-dimensional subset queries. Our scheme is selectively-secure and weakly
attribute-hiding, and its security is based on the standard Learning With Errors (LWE)
assumption. Multi-dimensional range and subset queries capture many interesting appli-
cations pertaining to searching on encrypted data. To the best of our knowledge, these
were the first lattice-based predicate encryption schemes for functionalities beyond IBE
and inner products.

e In [CGW15], we present a modular framework for the design of efficient adaptively se-
cure attribute-based encryption (ABE) schemes for a large class of predicates under the
standard k-Lin assumption in prime-order groups; this is the first uniform treatment of
dual system ABE across different predicates and across both composite and prime-order
groups. Via this framework, we obtain concrete efficiency improvements for several ABE
schemes. Our framework has three novel components over prior works: (i) new techniques
for simulating composite-order groups in prime-order ones (ii) a refinement of prior en-
codings framework for dual system ABE in composite-order groups (iii) an extension to
weakly attribute-hiding predicate encryption (which includes anonymous identity-based
encryption as a special case).

e In [GKW15], we initiate a systematic treatment of the communication complexity of
conditional disclosure of secrets (CDS), where two parties want to disclose a secret to a
third party if and only if their respective inputs satisfy some predicate. We present a
general upper bound and the first non-trivial lower bounds for conditional disclosure of
secrets. Moreover, we achieve tight lower bounds for many interesting setting of parame-
ters for CDS with linear reconstruction, the latter being a requirement in the application
to attribute-based encryption. In particular, our lower bounds explain the trade-off
between ciphertext and secret key sizes of several existing attribute-based encryption
schemes based on the dual system methodology.

e In [FGKO17], we build new Access Control Encryption (ACE), which is a novel paradigm
for encryption which allows to control not only what users in the system are allowed
to read but also what they are allowed to write. The original work of Damgard et
al. [DHO16] introducing this notion left several open questions, in particular whether it
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is possible to construct ACE schemes with polylogarithmic complexity (in the number of
possible identities in the system) from standard cryptographic assumptions. In this work
we answer the question in the affirmative by giving (efficient) constructions of ACE for an
interesting class of predicates which includes equality, comparison, interval membership,
and more. We instantiate our constructions based both on standard pairing assumptions
(SXDH) or more efficiently in the generic group model.

e In [AGRW17], we present a multi-input functional encryption scheme (MIFE) for inner
products based on the k-Lin assumption in prime-order bilinear groups. Our construc-
tion works for any polynomial number of encryption slots and achieves adaptive security
against unbounded collusion, while relying on standard polynomial hardness assump-
tions. Prior to this work, we did not even have a candidate for 3-slot MIFE for inner
products in the generic bilinear group model. Our work is also the first MIFE scheme
for a non-trivial functionality based on standard cryptographic assumptions, as well as
the first to achieve polynomial security loss for a super-constant number of slots under
falsifiable assumptions. Prior works required stronger non-standard assumptions such as
indistinguishability obfuscation or multilinear maps.

e In [BCFG17], we present two practically efficient functional encryption schemes for a large
class of quadratic functionalities. Specifically, our constructions enable the computation
of so-called bilinear maps on encrypted vectors. This represents a practically relevant
class of functions that includes, for instance, multivariate quadratic polynomials (over
the integers). Our realizations work over asymmetric bilinear groups and are surprisingly
efficient and easy to implement. For instance, in our most efficient scheme the public key
and each ciphertext consists of 2n+1 and 4n+2 group elements respectively, where n is the
dimension of the encrypted vectors, while secret keys are only two group elements. Our
two schemes build on similar ideas, but develop them in a different way in order to achieve
distinct goals. Our first scheme is proved (selectively) secure under standard assumptions,
while our second construction is concretely more efficient and is proved (adaptively)
secure in the generic group model. As a byproduct of our functional encryption schemes,
we show new predicate encryption schemes for degree-two polynomial evaluations, where
ciphertexts consist of only O(n) group elements. This significantly improves the O(n?)
bound one would get from predicate encryption for inner products.

e In [ABGW17], we propose, implement, and evaluate fully automated methods for proving
security of ABE in the Generic Bilinear Group Model ([BBGO05, Boy08]), an idealized
model which admits simpler and more efficient constructions, and can also be used to
find attacks. Our method is applicable to Rational-Fraction Induced ABE, a large class
of ABE that contains most of the schemes from the literature, and relies on a Master
Theorem, which reduces security in the GGM to a (new) notion of symbolic security,
which is amenable to automated verification using constraint- based techniques. We
relate our notion of symbolic security for Rational-Fraction Induced ABE to prior notions
for Pair Encodings. Finally, we present several applications, including automated proofs
for new schemes.

e In [FG18], we focus on structure-preserving signatures on equivalence classes, or equivalence-
class signatures for short (EQS), are signature schemes defined over bilinear groups whose
messages are vectors of group elements. Signatures are perfectly randomizable and given
a signature on a vector, anyone can derive a signature on any multiple of the vector;
EQS thus sign projective equivalence classes. Applications of EQS include the first
constant-size anonymous attribute-based credentials, efficient round-optimal blind sig-
natures without random oracles and efficient access-control encryption. To date, the
only existing instantiation of EQS is proven secure in the generic-group model. In this
work we show that by relaxing the definition of unforgeability, which makes it efficiently
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verifiable, we can construct EQS from standard assumptions, namely the Matrix-Diffie-
Hellman assumptions. We then show that our unforgeability notion is sufficient for most
applications.

In [GHKP18], We provide a structure-preserving signature (SPS) scheme with an (al-
most) tight security reduction to a standard assumption. Compared to the state-of-the-
art tightly secure SPS scheme of Abe et al. [AHN'17], our scheme has smaller signatures
and public keys (of about 56%, resp. 40% of the size of signatures and public keys in Abe
et al’s scheme), and a lower security loss (of O(log Q) instead of O(\), where A is the se-
curity parameter, and ) = poly()) is the number of adversarial signature queries). While
our scheme is still less compact than structure-preserving signature schemes without tight
security reduction, it significantly lowers the price to pay for a tight security reduction.
In fact, when accounting for a non-tight security reduction with larger key (i.e., group)
sizes, the computational efficiency of our scheme becomes at least comparable to that of
non-tightly secure SPS schemes. Technically, we combine and refine recent existing works
on tightly secure encryption and SPS schemes. Our technical novelties include a modular
treatment (that develops an SPS scheme out of a basic message authentication code),
and a refined hybrid argument that enables a lower security loss of O(log Q) (instead of

O\)-

In [ACF™18], we present new constructions of multi-input functional encryption (MIFE)
schemes for the inner-product functionality that improve the state of the art solution
of Abdalla et al. [AGRW17] in two main directions. First, we put forward a novel
methodology to convert single-input functional encryption for inner products into multi-
input schemes for the same functionality. Our transformation is surprisingly simple,
general, and efficient. In particular, it does not require pairings and it can be instantiated
with all known single-input schemes. This leads to two main advances. First, we enlarge
the set of assumptions this primitive can be based on, notably obtaining new MIFEs for
inner products from plain DDH, LWE and Composite Residuosity. Second, we obtain
the first MIFE schemes from standard assumptions where decryption works efficiently
even for messages of super-polynomial size. Our second main contribution is the first
function-hiding MIFE scheme for inner products based on standard assumptions. To
this end, we show how to extend the original, pairing-based, MIFE by Abdalla et al.
[AGRW17] in order to make it function hiding, thus obtaining a function-hiding MIFE
from the MDDH assumption.

In [GKW18], we present a new public-key broadcast encryption scheme where both the
ciphertext and secret keys consist of a constant number of group elements. Our result
improves upon the work of Boneh, Gentry, and Waters [BGWO05] in two ways: (i) we
achieve adaptive security instead of selective security, and (ii) our construction relies on
the decisional k-Linear Assumption in prime-order groups (as opposed to g-type assump-
tions or subgroup decisional assumptions in composite-order groups); our improvements
come at the cost of a larger public key. Finally, we show that our scheme achieves adap-
tive security in the multi-ciphertext setting with a security loss that is independent of
the number of challenge ciphertexts.

In [CDG"18a], we consider a situation where multiple parties, owning data that have to
be frequently updated, agree to share weighted sums of these data with some aggrega-
tor, but where they do not wish to reveal their individual data, and do not trust each
other. We combine techniques from Private Stream Aggregation (PSA) and Functional
Encryption (FE), to introduce a primitive we call Decentralized Multi-Client Functional
Encryption (DMCFE), for which we give a practical instantiation for inner products. This
primitive allows various senders to non-interactively generate ciphertexts which support
inner-product evaluation, with functional decryption keys that can also be generated
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non-interactively, in a distributed way, among the senders. Interactions are required
during the setup phase only. We prove adaptive security of our constructions, while
allowing corruptions of the clients, in the random oracle model.

Road-map. The rest of this thesis is organized as follows. In Chapter 2, we give the relevant
background on public-key encryption and functional encryption, including security definitions
and concrete assumptions that will be used throughout this thesis. In Chapter 3, we give our
tightly CCA-secure encryption without pairings. Then, in Chapter 4, we present our multi-
input functional encryption for inner products from pairings. In Chapter 5, we present our
multi-input functional encryption for inner products without pairings. In Chapter 6, we exhibit
our multi-client functional encryption for inner products. Finally, in Chapter 7, we present
our functional encryption for quadratic functions, before concluding in Chapter 8.

T VE BEEN POSING 1y
FUBLIC KE¥' FOR 15 YEARS
NOLJ, BUT NO ONE HAS

EVER ASKED MEFOR IT
OR USED IT FOR ANYTHING
AS FAR AS T (AN TELL.
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Chapter 2

Preliminaries

Notations and Basics

For any set S, we denote by x <—g S an element x that is picked uniformly at random over S.
Adversaries or algorithms refer to Turing machines. PPT stands for Probabilistic Polynomial
Time. For any PPT algorithm A, we denote by = <+ A an output of A which is sampled at
random in the output space of A, over the random coins of A. For any Turing machine A, we
denote by T(.A) its running time. Let p be a prime, and n, m € N. For any matrix A € Ly,
we denote by Span(A) the (column) span of A. For any dimension d € N, we denote by GL4(p)
the set of invertible matrices in Zng. We denote by IDgx4 the identity matrix in Zng. For

any vector x € R?, we denote by ||x||s the Euclidian norm of x, that is 1/>%_; 2. Throughout

this paper, we denote by A the security parameter, and we use the notation 1* to indicate
that the security parameter is written in unary basis. For any function in parameter A\, we
denote by f(A) = poly(\) the fact that f is a polynomial. We denote by f(A) = negl()),
if for all polynomials P, f is asymptotically dominated by 1/P, that is, for A\ large enough,

FO) < 1/P(N).

Collision resistant hashing

A hash function generator is a PPT algorithm # that, on input 1 , outputs an efficiently
computable function H : {0,1}* — {0,1}*.

Definition 1: Collision Resistance

We say that a hash function generator H outputs collision-resistant hash functions H if
for all PPT adversaries A,

AdviL4(N) = Prlz # 2/ AH(z) = H(@)[H < (1Y), (z,2') + A(1Y, H)] = negl(\).

19
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Symmetric-Key Encryption

Definition 2: Symmetric-Key Encryption

A symmetric key encryption (SEnc,SDec) with key space K is defined as:
e SEnc(K,m): given a key K and a message m, outputs a ciphertext ct.
e SDec(K,ct): given a key K and a ciphertext ct, outputs a plaintext.

The following must hold.

Correctness. For all messages m in the message space, Pr[SDec(K,SEnc(K,m)) =
m] = 1, where the probability is taken over K < K.

One-time Security. For any PPT adversary A, the following advantage is negligible:

(mo,ml) — A(lA) 1
Adv@le 4\ := |Pr [0/ =b: K <5 K,b<+g {0,1},ct = SEnc(K,mp) | — =|.
SKE,A
’ W Alct) 2

Authenticated Encryption

Definition 3: Authenticated Encryption
An authenticated symmetric encryption (AE) with message-space M and key-space K
consists of two polynomial-time deterministic algorithms (Encag, Decag):

e The encryption algorithm Encag(K, M) generates C, encryption of the message M
with the secret key K.

e The decryption algorithm Decag (K, C), returns a message M or L.

The following must hold.

Perfect correctness. For all A, for all K € K and m € M, we have

Decae (K, Encag(K, M)) = m.

One-time Privacy and Authenticity. For any PPT adversary A, we have:

K < K;b<+x {0,1}

Adv?fé_f?;l()‘) = Y YR AEncO(-,~),DecO(~)(1>\ M ]C) ‘| - 1/2

— negl(\),

Pr[b':b:

where EncO(mg, m1), on input two messages mg and mi, returns Encag (K, mp), and
DecO(¢) returns Decag(K, ¢) if b = 0, L otherwise. A is allowed at most one call to each
oracle EncO and DecO, and the query to DecO must be different from the output of EncO.
A is also given the description of the key-space K as input.

Public-Key Encryption
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Definition 4: Public-Key Encryption
A Public-Key Encryption (PKE) consists of the following PPT algorithms (Parampkg,
Genpke, Encpke, Decpie):

e Genpke(11): on input the security parameter, generates a pair of public and secret
keys (pk, sk).

e Encpke(pk, M): on input the public key and a message, returns a ciphertext ct.

e Decpke(pk, sk, ct): deterministic algorithm that returns a message M or L, where
L is a special rejection symbol.

The following must hold.

Perfect correctness. For all A\, we have

(pk, sk) <—x GenpKE(l’\);

ct <—x Encpke(pk, M) =

Pr |Decpke(pk, sk, ct) = M

Definition 5: Multi-ciphertext CCA security [BBMO0O]

A public-key encryption PKE is IND-CCA secure if for any PPT adversary A, we have:

CEnc == @, b<r {07 1}
AdVINRESA(N) i= [Pr | b= | (pk,sk) +x Genpkg(1*) —1/2| = negl()\)
b o— ADeCO(')’E"CO("')(IA,pk)

where:

e On input the pair of messages (mg, m1), EncO(mg, m1) returns Encpke(pk, mp) and
sets Cenc := Cgnc U {ct}.

e DecO(ct) returns Decpke(pk, sk, ct) if ct ¢ Cgne, L otherwise.

Key-Encapsulation Mechanism

Definition 6: Tag-based KEM
A tag-based Key-Encapsulation Mechanism (KEM) for tag space 7 and key space K
consists of three PPT algorithms (Genkgm, Enckem, Deckem ):

° GenKEM(l)‘): on input the security parameter, generates a pair of public and secret
keys (pk, sk).

e Enckem(pk, 7): on input the public key and a tag 7, returns a pair (K, C) where K
is a uniformly distributed symmetric key in K and C is a ciphertext, with respect
to the tag 7 € T.

e Deckem(pk, sk, 7, C'): deterministic algorithm that returns a key K € K, or a special
rejection symbol L if it fails.

The following must hold.
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Perfect correctness. For all A, for all tags 7 € T, we have

(pk, sk) <—r Genkem (1’\);

Pr | Dec k,sk,7,C) = K
KEm (P ) (K,C) <= Enckem(pk, 7)

=1.

Definition 7: Multi-ciphertext PCA security [OP01].

A key encapsulation mechanism KEM is IND-PCE secure if for any adversary A, we
have:

Tenc = Tpec := (Da b+r {0, 1}
AdV}chD/\_/ItD,SlAO\) = |Pr| b=V | (pk,sk) < Genkem (1) —1/2| = negl()\)
b o ADecO(~,-,~),EncO(~)(1)\7pk)

where:

—

e The decryption oracle DecO(r,C, K) computes K := Deckem(pk,sk,7,C). It re-
turns 1 if K = K A7 ¢ Tgne, 0 otherwise. Then it sets Tpec := Tpec U {7}.

e The oracle EncO(7) computes (K, C) < Enckem(pk, 7), sets Ko := K and K <x
K. If 7 ¢ Tbec U Tenc, it returns (C, K3), and sets Tene := Tene U {7}; otherwise it
returns L.

Cryptographic Assumptions

Prime-Order Groups

Let GGen be a PPT algorithm that on input 1* returns a description G = (G, ¢, P) of an
additive cyclic group G of order p for a 2A-bit prime p, whose generator is P.

We use implicit representation of group elements as introduced in [EHK'13]. For a € Z,,
define [a] = aP € G as the implicit representation of a in G. More generally, for a matrix
A = (a;5) € Zy*™ we define [A] as the implicit representation of A in G:

annP ... aimP
[A] := e G™™
am P ... anmP

We will always use this implicit notation of elements in G, i.e., we let [a] € G be an element
in G. Note that from [a] € G it is generally hard to compute the value a (discrete logarithm
problem in G). Obviously, given [a], [b] € G and a scalar x € Z,, one can efficiently compute
[ax] € G and [a + V] € G.

Definition 8: Computational Diffie-Hellman Assumption

The Computational Diffie-Hellman (CDH) assumption [DH76] states that, in a prime-
order group G < GGen(1%), no PPT adversary can compute [zy], from [z] and [y] for
x,y <r Zyp, with non-negligible success probability.

Equivalently, this assumption states it is hard to compute [a?] from [a] for a <5 Z,. This
comes from the fact that 4 - [xy] = [(z +y)?] — [(z — y)?].
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Pairing Groups

The use of pairing friendly elliptic curves for cryptography has been initiated by [BFO0L,
BF03, Jou00, Jou04]. We refer to [GPSO08] for further details on the use of pairing for cryp-
tography. Let PGGen be a PPT algorithm that on input 1* returns a description PG =
(G1,Ga,Gp,p, P1, Py,e) of asymmetric pairing groups where G, Go, Gp are cyclic group
of order p for a 2A-bit prime p, P, and P, are generators of G; and Gg, respectively, and
e : Gy x Gy — Grp is an efficiently computable (non-degenerate) bilinear map. Define
Pr := e(P1, P,), which is a generator of Gr. We again use implicit representation of group
elements. For s € {1,2,T} and a € Z,, define [a]; = aPs € G, as the implicit representation
of a in G5 . More generally, for a matrix A = (a;;) € Zy*™ we define [A]s as the implicit
representation of A in Gg:

CL11P almP
[A]s = e Gm
amP ... apmP

We will always use this implicit notation of elements in Gy, i.e., we let [a]s € G4 be an element
in G,;. Note that from [b]r € Gr, it is hard to compute the value [b]; € G; and [b]2 € G2
(pairing inversion problem). Obviously, given [a]s € G, and a scalar © € Zj, one can efficiently
compute [ax]s € Gs. Further, Given [a]i, [a]2, one can efficiently compute [ab]r using the
pairing e. For two matrices A, B with matching dimensions define e([A]1, [B]2) := [AB]|r in
Gr.

Matrix Diffie-Hellman

We recall the definitions of the Matrix Decision Diffie-Hellman (MDDH) assumption from
[EHK*13).

Definition 9: Matrix Distribution
Let k,¢ € N, with £ > k, and a prime p. We call Dy ,(p) a matrix distribution if it outputs
in polynomial time matrices in ZﬁXk of full rank k and satisfying the following property:

Prlorth(A) C Span(B)] = Q(lp),

where A, B <3 Dy ;(p). We write Dy (p) := Dy+1,1(p)-

Without loss of generality, we assume the first k& rows of A < Dy (p) form an invertible
matrix. The Dy (p)-Matrix Diffie-Hellman problem in a group G of order p, is to distinguish
the two distributions ([A]s, [Aw],) and ([A]s, [u]s) where A <—¢ Dyi(p), W <= Z’; and u <

14
Ly
Definition 10: D, ;(p)-Matrix Diffie-Hellman assumption, D, (p)-MDDH

Let Dyi(p) be a matrix distribution. We say that the Dy y(p)-Matrix Diffie-Hellman
(D¢, (p)-MDDH) assumption holds in a group Gy, if for all PPT adversaries A:

Advg 5P () = | PrA(Gs, [Als, [Aw],) = 1] - Pr[A(Gs, [Aly, [uls) = 1]| = negl(\),

where the probability is taken over A <—g Dy i(p), W <& Z’;, u <y Zf).
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Let @ > 1. For W <« Z’;XQ,U R Zf;XQ, we consider the Q-fold Dy (p)-MDDH as-
sumption in the group G, which consists in distinguishing the distributions ([A]s, [AW];) from
([A]s, [U]s). That is, a challenge for the Q-fold Dy ;(p)-MDDH assumption consists of @ inde-
pendent challenges of the Dy ;(p)-MDDH assumption (with the same A but different random-
ness w). As shown in [EHK™"13] (and recalled in Lemma 1), the Dy ;(p)-MDDH assumption
is random self reducible, that is, it implies its ()-fold variant.

Definition 11: Q-fold Dy ;(p)-MDDH assumption

Let @ > 1, and Dy (p) be a matrix distribution. We say that the Q-fold Dy (p)-MDDH
assumption holds in a group Gg, if for all PPT adversaries A:

Adv DeH PPN 3y — | PrA(G, [Al,, [AW],) = 1]-Pr[A(Gs, [Al,, [U],) = 1]| = negl(),

where the probability is taken over A < Dy i(p), W & Z’;XQ, U +x Zf,XQ.

Lemma 1: Dy (p)-MDDH = Q-fold Dy (p)-MDDH [EHK 13|

Let Q, ¢, k € N* such that ¢ > k, and a group G, of prime order p. For any PPT adversary
A, there exists a PPT adversary B such that:

(0= k) - Advp PPNy £ L i Q> 0k

Ady@-DeBID {Q Advg PP O) i 1< Q <k
Gs,A
p

where the probability is taken over A <—g U1 (p), W ¢ Z’;XQ, U Zf;XQ.

For each k > 1, [EHK'13] specifies distributions Ly, SCk, Cx (and others) over Z](DkH)Xk

such that the corresponding Dy (p)-MDDH assumptions are generically secure in prime-order
groups and form a hierarchy of increasingly weaker assumptions. L-MDDH is the well known
k-Linear assumption, denote as k-Lin for short, with 1-Lin = DDH, the decisional Diffie-
Hellman assumption. In this work we are particularly interested in the uniform matrix distri-
bution Uy . (p).

Definition 12: Uniform distribution

Let ¢,k € N, with ¢ > k, and p be a prime. We denote by U ;.(p) the uniform distribution
over all full-rank ¢ x k matrices over Z,. Let Uy (p) := Up+1.%(p)-

In [GHKW16], it shown that for any ¢, k € N* such that ¢ > k, the U ;(p)-MDDH assump-
tion is equivalent to the Uy (p)-MDDH assumption.

Lemma 2: Uy ;(p)-MDDH < U;,(p)-MDDH [GHKW16]

Let ¢,k € N*, with £ > k, s € {1,2,T}, and a group G, of prime-order p. For any PPT
adversary A, there exists a PPT adversary B (and vice versa) such that:

Advgi’ié(\p)_MDDH(/\) _ Advzé]:%)_MDDHO\).

Together with Lemma 1, this implies the following corollary.
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Corollary 1: U, (p)-MDDH = Q-fold U ;(p)-MDDH

Let Q, ¢,k € N*, with ¢ > k, and a group G; of prime order p. For any PPT adversary
A, there exists a PPT adversary B such that:

Adv(g;bji,k(P)-MDDH()\) < Advg]zfllé)'MDDH()\> n 5

Among all possible matrix distributions Dy 4 (p), the uniform matrix distribution Uy (p) is
the hardest possible instance as stated in Lemma 3, so in particular k-Lin = U-MDDH.

Lemma 3: Dy ;(p)-MDDH = Uy ;(p)-MDDH, [EHK13]

Let Dy (p) be a matrix distribution, and G4 be a group of prime order p. For any PPT
adversary A, there exists a PPT adversary B such that:

AdVEEEIPP (V) < Advg e PP ().
We now present a standard assumption in asymmetric pairing groups, known as the Deci-
sional Bilinear Diffie Hellman (DBDH) assumption.
Definition 13: DBDH assumption

We say that the DBDH assumption holds in a pairing group PG := (G, Ga, p, P1, P2, €),
if for all PPT adversaries A:

AdVREPH () = | Pr[A(PG, [al1, [b]1, [bl2, [c]2, [abe]r) = 1]
— Pr[A(PG, [a]y, [b]1, [b]2, [c]2, [s]r) = 1]|
= negl(}),

where the probability is taken over a,b,c, s <—x Zj.

As for the Dy (p)-MDDH assumption, we define a -fold variant of the DBDh assumption,
and prove its random self-reducibility.

Definition 14: ()-fold DBDH assumption

For any Q > 1, we say that the Q-fold DBDH assumption holds in a pairing group
PG = (G1,Ga,p, P1, Py, e), if for all PPT adversaries A:

AdVELRPN () = | Pr [A (PG, [a]y, )1, B2, {[ei]s, labeilr bieiq) ) = 1]
— Pr {A (Pg’ [a]1, [b]1, [b]2, {[ci]2, [Sz’]T}ie[Q]) = 1} |
= negl(\),

where the probability is taken over a,b <—x Zjp, and for all i € [Q)], ¢;, s; <& Zp.

Lemma 4: DBDH = (-fold DBDH

Let @ > 1, and a pairing group PG := (G1,Ga, p, Pi, P>, ¢e). For any PPT adversary A,
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there exists a PPT adversary B such that:

AdvZPEPT(A) < AdVRERF (V).

Proof of Lemma 4. Upon receiving a DBDH challenge (PG, [al1, [b]1, [b]2, [¢]2, [s]T), B samples
Qi g 2Ly, ¢ <—r Zp computes [ci]2 := [ - c|a + [c]]2, [si]1 = [0 - 8|7 +[c] - ab]r for all i € [Q)],
and gives the challenge (PG, [al1, [b]1, [b]2, {[ci]2; [si]T }ic(q)) to A. O

We now recall the definition another standard assumption in asymmetric pairing groups,
first introduced in [BSWO06].

Definition 15: 3-PDDH assumption

We say that the 3-party Decision Diffie-Hellman (3-PDDH) assumption holds in a pairing
group PG + PGGen(l’\) if for all PPT adversaries .A:

Advy; o0 () = | Pr[A(PG, [a]y, [bl2, [c]1, [z, [abch) = 1]
— Pr[A(PG, [a]1, [bl2, [c]1, [c]2, [d]1) = 1]|
= negl(\)

where the probability is taken over a, b, c,d < Zy.

Decisional Composite Residuosity

In [Pai99], the Decisional Composite Residuosity assumption is used to build a linearly homo-
morphic encryption scheme where the message is Zy, for an RSA modulus N.

Definition 16: Decisional Composite Residuosity assumption

Let N = pgq, for prime numbers p, g. We say the Decisional Composite Residuosity (DCR)
assumption holds if for all PPT adversaries A:

Adv]'?,iﬁ()\) = | Pr[A(N, 2)) = 1] = Pr[A(N, z) = 1]| = negl()),

where the probability is taken over 29 < Z}, 2 < Zjy2-

Learning With Errors

We now provide minimal background on lattice-based cryptography.

Gaussian distributions. For any vector ¢ € R” and any parameter o € Ry, let pyc(x) :=

ox (—Wllx—C\@)
p(—>2

> xen Poc(x) be the discrete integral of pyc over A, and let Dy , be the discrete Gaussian
distribution over A with center ¢ and parameter o. Namely, for all y € A,

be the Gaussian function on R"™ with center ¢ and parameter o. Let pyc(A) ==

Diooly) i= Poc(y)
Po,c(A)

To keep notation simple, we abbreviate ps 0 and Dy 40 as p, and D, ,, respectively.
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Definition 17: LWE, , ;, assumption

Let ¢,m € N and « € (0,1) be functions of the security parameter A € N. We say that
the LWE, o, assumption holds if for all PPT adversaries A:

AdV'WE = | Pr[A(q, A, As + e) = 1] — Pr[A(q, A, u) = 1]| = negl(}\),

q7a7m7A :

where the probability is taken over A <+g ZZ”XA, S g Zé, e+ D%aq.

[Reg05] gives a quantum reduction from a worst-case lattice problem to LWE. We now
present a so-called multi-hint extended LWE assumption, which is stronger than the latter in
general. For some parameters, it has been shown in [ALS16] to be no stronger than LWE.

Definition 18: mhelWE, , ,,+p assumption

Let ¢,m,t € N, a € (0,1), D be a distribution over Z*™  all functions of the se-
curity parameter A € N. We say that the the multi-hint extended LWE assumtpion,
mhelWE, o m ¢, p, holds, if for all PPT adversaries A:

Advggfyl;LV’\fD’A = |Pr[A(q,A,As +e,Z,Ze) = 1] — Pr[A(q,A,Z,Ze,u) = 1]| = negl(N),

where the probability is taken over A <y Z;”XA, S g Z;‘, Z <D, e« D7,

Theorem 1: Reduction from LWE, . ,, to mhelWE, ,,[ALS16]

Let n > 100, ¢ > 2, t < n, and m € N such that m > Q(nlogn) and m < nP°1) . There
exists & < O(n*m?log®?(n)) and a distribution D over Z*™ such that the following
statements hold:

e There is a reduction from LWEg 4, in dimension A —t to mhelWE, o¢ ¢, p that
reduces the advantage by at most 22—,

e It is possible to sample from D in time polynomial in A.

e Each entry of matrix D is an independent discrete Gaussian D; ; = Dz, ¢, ; for

some ¢; j € {0,1} and o;; > Q(mnlogm).

Ci,j

e With probability at least 1 — n~“() all rows from a sample of D have norms at
most &.

Definitions for Single-Input Functional Encryption

We now proceed to give definitions of functional encryption, originally given in [O’N10, BSW11].
Definition 19: Functional Encryption

A functionality F' defined over (K, X) is a function F': K x X — Z. The set K is called
the key space, the set X is called the message space, and Z is called the output space. A
functional encryption scheme consists of the following PPT algorithms:

° GSetup(lA, F): on input the security parameter A and a functionality F', outputs
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global public key gpk.

° Setup(1>‘, gpk, F): on input the security parameter A, the global public key gpk, and
a functionality F', outputs an encryption key ek, and a master secret key msk.

e Enc(gpk, ek, z): on the global public parameters gpk, an encryption key ek, and a
message x € X, outputs a ciphertext ct.

e KeyGen(gpk, msk, k): on input the global public key gpk, a master secret key msk
and a key k € K, outputs a decryption key dky.

e Dec(gpk, dkg,ct): on input the global public key gpk, a decryption key dkj and a
ciphertext ct, outputs z € Z, or a special rejection symbol L if it fails.

The scheme FE for functionality F' is correct if for all £ € K and all x € X', we have:

gpk + GSetup(1*, F);
(ek, msk) «+ Setup(l)‘, gpk, I);
dkg < KeyGen(gpk, msk, k);
Dec(gpk, dkg, Enc(gpk, ek, z)) = F(k, x)

Pr =1 —negl(N),

where the probability is taken over the coins of GSetup, Setup, KeyGen and Enc. The
scheme is said to be public-key if ek is public, private-key otherwise.

Remark 1: Need for a global setup, multi-instance security

We split the setup, which is typically a single algorithm, into two algorithms: the global
setup, that produces a global public key, and another setup that uses the global public
key to produce the encryption key and master secret key. We do so since we will use many
instances of FE as part of larger schemes, and they must share common public parameters,
so as to ensure compatibility. For instance, in Chapter 4, we will use different instances of
(single-input) FE, to build multi-input FE (defined below) with independent encryption
and master secret keys, but working on the same group.

Security notions

Following [AGVW13], we may consider 8 security notions xx-yy-zzz where xx € {one, many}
refers to the number of challenge ciphertexts; yy € {SEL, AD} refers to the fact that encryption
queries are selectively or adaptively chosen; zzz € {IND, SIM} refers to indistinguishability vs
simulation-based security. We have the following trivial relations: many = one, AD = SEL,
and the following standard relations: SIM = IND, and one-yy-IND = many-yy-IND, the latter
in the public-key setting. We start by describing the strongest notion, namely, many-AD-SIM.
We then present the weaker notions. All the definitions we present are in the multi-instance
setting (see Remark 1).

Definition 20: multi-instance, many-AD-SIM secure FE

A functional encryption FE := (GSetup, Setup, Enc, KeyGen, Dec) is many-AD-SIM se-

P~ e~

cure for n instances, if there exists a PPT simulator (GSetup, Setup, I§1/c, KeyGen) such
that for every PPT adversary A and every security parameter A € N, the following two
distributions are computationally indistinguishable:
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Experiment REAL7¢(1*, A):

gpk < GSetup(1*, F)
Vi € [n]: (ek;, msk;) < Setup(1*, gpk, F)
o ¢ AOEne(:).0Keveen() (gpk  (ek;)icpn] )

Experiment IDEAL¢ (1%, A):

(gpk, td) < GSetup(1*, F)
Vi € [n]: (ek;, msk; ) < Setup(l)‘,g/pE,F)
o — AOEnc(-,~),OKeyGen(~,-)(ngT(’ (gl-(,)ze[n])

The encryption keys (highlighted in gray) are only given to the adversary in a public-key
scheme. The oracle OKeygen(i, k), on input an instance i € [n], and a key k € K,
returns KeyGen(gpk, msk;, k); OEnc(i,x), on input an instance i € [n], and a message

x € X, returns Enc(gpk, ek, z); O@_G/en(i,k:), on input ¢ € [n] and k € K, adds k to
Q((fk) (the set of all decryption key queried for instance 7, initially empty), and returns

sz\égn (td, mski, k, {F(k,z)} ), where Qg) denotes the sets of queries to OEnc (ini-

xEQEz)
tially empty); OEnc(é,z), on input i € [n] and z € X, adds z to Q((ft), and returns

Enc (td, ek ki, (b, F(k ), g0 )
dk

Weaker notion of many-AD-SIM security. The definition above is stronger than the
standard simulation-based definition, where the algorithm Enc and KeyGen take all the infor-
mation leaked by the ideal functionality. In particular, to generate a simulated decryption key
for key k € KC and instance i € [n], K/e;/\én takes as input not only the values {F(k, z)}
but also all the values {k’, F(k',z)}

:BEQE?’

. . / . .
wedld segli) for keys k' for which decryption keys were

previously issued. The same applies to the algorithm Enc. We choose to work with the stronger
simulation definition above, for simplicity, since the schemes presented in this work achieve it
anyway.

We now consider the indistinguishability variant of the previous notion.

Definition 21: multi-instance, many-AD-IND secure FE

A functional encryption scheme FE := (GSetup, Setup, Enc, KeyGen, Dec), is many-AD-
IND secure for n instance if for every stateful PPT adversary A, we have:

AdyTam-AD-IND () 1p TADCINDZE (12,17, A) = 1| — Pr [AD-INDTE (1}, 17, A) = 1
FE AN 0 '
= negI(A)a

where the experiments are defined for 5 € {0,1} as follows:

Experiment AD—INDg‘S(l)‘, 1" A):

gpk < GSetup(1*, F)

Vi € [n] : (ek;, msk;) < Setup(1*, gpk, F)
v 4= AOEne(:)OKeveen() (gpk, (eky)efy )
Output: «

The encryption key (highlighted in gray) is only given to the adversary in a public-key

scheme. The oracle OEnc(i, (2%, 2!)), on input an instance i € [n] and a pair of messages
(2%, 21) € A2, returns Enc(gpk, ek;, 7). The oracle OKeygen(i, k), on input an instance

i € [n] and a key k € K, returns KeyGen(gpk, msk;, k). For any instance i € [n], the
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queries k of adversary A to OKeygen(i, ) must satisfy the following condition, for all
queries (2%, 2!) to OEnc(i,-): F(k,2") = F(k,x!). That is, for a given instance i € [n],
the decryption keys should not be able to distinguish any challenge message pairs.

Clearly, single-instance (that is, n = 1 in the above definition) is implied by the multi-
instance security (n > 1). By a standard hybrid argument over the n instances, the converse
is also true.

Lemma 5: Single-instance implies multi-instance security

For any scheme FE, PPT adversary A, xx € {many,one}, yy € {AD,SEL}, there exists a
PPT adversary B such that for all security parameters \:

AdVES D (V) < - AdVEERTTO (V).

Proof of Lemma 5 (sketch). We only give a high-level sketch of the proof, which uses a stan-
dard hybrid argument over the n instances. Namely, we define n games, where the i’th game
answers all the queries (j, (z°,2')) to OEnc for j < i with Enc(gpk,ek;,z'), and for j > i,
answers with Enc(gpk, ek;, z"). To transition from hybrid i to i + 1, we use the single instance
security for the queries to OEnc on the i + 1’st instance. The rest can be simulated simply by

sampling (ek;, msk;) < Setup(1*, gpk, F), for all j # i + 1, since gpk is known. O

We consider the following weaker notions of security.

One ciphertext, one-yy-zzz: the adversary A can only query its encryption oracle OEnc
once per instance i € [n].

Selective security, xx-SEL-zzz: the adversary .4 must send its queries to OEnc before-
hand, that is, before receiving the gpk (and the (ek;);c[,), in the public-key setting) from the
experiment, and before querying OKeygen.

These weaker security notions may appear artificial, and indeed, the desirable security
notions are many-AD-IND or many-AD-SIM, both of which capture natural attacks. However,
they are still useful as a first step towards many-yy-IND security. For instance, as explained
below, in the public-key setting, one-yy-IND implies many-yy-IND. Also, using a guessing
argument (see, for instance, [BB04], in the context of Identity-Based Encryption), one can
turn any selectively-secure scheme into an adaptively-secure scheme, albeit with an exponential
security loss.

Remark 2: Semi-adaptive security

In the context of Attribute-Based Encryption (which is a particular case of Functional
Encryption), [CW14] put forth the notion of semi-adaptive security, where the adversary
has to send its challenge messages before querying any decryption keys, but after receiving
the public key from its experiment. This notion lies in between adaptive and selective
security, namely, it is implied by the former, and implies the latter. In [GKW16], the
authors give a generic transformation that turns any selectively-secure FE into a semi-
adaptive secure FE, only using Public-Key Encryption.

It is also known that one-xx-IND security implies many-xx-IND security, in the public-key
setting.
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Lemma 6: one-xx-IND security implies many-xx-IND security

For any public-key scheme FE, PPT adversary A, xx € {AD,SEL}, there exists a PPT
adversary B such that for all security parameters A:

AV (V) < Q- AdVEERS NP (V),

where @) is an upper bound on the number of queries to OEnc(i,-), for any i € [n].

Proof of Lemma 6 (sketch). We only give a high-level sketch of the proof, which uses a stan-
dard hybrid argument over the challenge ciphertexts. Namely, we define () games, where the
’th game answers the first i query to OEnc(j, (2°, z1)) for any j € [n], with Enc(gpk, ek;, z),
and the last queries with Enc(gpk,ek;,z'). To transition from hybrid i to ¢ + 1’st, we use
the one-yy-IND security to switch the i+ 1’st query from Enc(gpk, ek, 2%) to Enc(gpk, ekj, xl)
simultaneously for all instances j € [n]. The other queries can be addressed using the public

encryption keys ek;. O

Definitions for Multi-Input Functional Encryption

We recall the definition of multi-input functional encryption, that has been first introduced
in [GGGT14]. Tt generalizes functional encryption as follows. In a multi-input functional en-
cryption, encryption is split among n different users, or input slots; each of which encrypts
separately an input x; independently, without any interaction. Then, given a functional de-
cryption key for an n-ary function f, decryption operates on all the n independently generated
ciphertexts and recovers f(x1,---,x,). This generalization is useful in applications where the
data to encrypt is distributed among users that do not trust each other; or when the same user
wants to encrypt data at different point in time (without memorizing the randomness used for
prior encryption).

Definition 22: Multi-input Function Encryption

Let { F}, }nen be a set of functionality where for each n € N, F}, defined over (IC,,, X1, -+ , Xy)
is a function F,, : K, x X x -+ x X, — Z. Each i € [n] is called an input slot. The key

space K,,, depends on the arity n. A multi-input functional encryption scheme MZFE

for the set of functionality {F}, },en consists of the following algorithms:

e Setup(1*, F},): on input the security parameter A and a functionality Fj,, outputs a
public key pk, encryption keys ek; for each input slot ¢ € [n], and a master secret
key msk.

e Enc(pk,ek;,z;): on input the public key pk, encryption key ek; for the input slot
i € [n], and a message x; € X}, outputs a ciphertext ct. We assume that each
ciphertext has an associated index 4, which denotes what slot this ciphertext can be
used for.

e KeyGen(pk, msk, k): on input the public key pk, the master secret key msk and a
function k € IC,,, outputs a decryption key dky.

e Dec(pk, dkg,cty,...,cty): on input the public key pk, a decryption key dki and n
ciphertexts, outputs z € Z, or a sepcial rejection symbol L if it fails.
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The scheme MZFE is correct if for all k € IC), and all z; € A for i € [n], we have:

(pk) mSk7 (ekl)lG[n]) A Setup(l)\) Fn)a
Pr dk, < KeyGen(pk, msk, k);| = 1—negl(}),
Dec(pk, dky, Enc(pk, ek, z1), ..., Enc(pk, ekn, zy)) = EFp(k, z1,. .., 2y)

where the probability is taken over the coins of Setup, KeyGen and Enc.
The scheme is public-key if ek; = ), that is, the encryption algorithm Enc only requires
the public pk to encrypt messages. It is private-key otherwise.

Security notions

As for the case of single-input FE, we may consider 8 security notions xx-yy-zzz where xx
€ {one, many} refers to the number of challenge ciphertexts; yy € {SEL, AD} refers to the
fact that encryption queries are selectively or adaptively chosen; zzz € {IND, SIM} refers
to indistinguishability vs simulation-based security. Since simulation-security is impossible in
general as proven in [BSW11], we will restrict ourselves to indistinguishability-based security
definition. We defer to [BLR*15] for a description of simulation-based security definitions.
Although the multi-instance setting for single-input FE is relevant to this work, the multi-
instance for the multi-input setting is not. For simplicity, we focus on the single-instance
setting here.

One novelty compared to the single-input setting is that some input slots can collude,
and should not be able to break the security of the encryption for the other slots. This is
captured, in the security game, by the oracle OCorrupt, that on input a slot ¢ € [n], returns the
corresponding encryption key ek;. The public-key setting essentially corresponds to the case
where all ek; are public. In particular, the adversary can encrypt any message for any slot,
and decrypt them with the challenge ciphertexts for the other slots. This inherent leakage
of information (it is allowed for an adversary to learn this information, by correctness of the
MIFE) is captured by the Condition 1 in the many-AD-IND security game.

Definition 23: many-AD-IND secure MIFE
A multi-input functional encryption MZFE := (Setup, Enc, KeyGen, Dec) for the set of

functionalities {F), }nen, is many-AD-IND secure if for every stateful PPT adversary A,
we have:

AR MO (1) = |Pr [AD-INDY7E (14, A) = 1] — Pr [AD-INDI7E (14, 4) = 1]|
= negl(\),

where the experiments are defined for all 5 € {0,1} as follows:

Experiment AD-I NDQAI}—g(lA7 A):

(pk, msk, (ek;)ic[n)) + Setup(1*, F},)
o <_.AOEnc(~,-,~),OKeygen(~),OCorrupt(-)(pk)

Output: «

The oracle OEnc, on input (i,zY,x}), returns Enc(pk,eki,xf). For all input slots i € [n],
we denote by Q; the set of queries to OEnc for slot i, and @Q; the size of Q;. The oracle
OKeygen, on input k € K, returns KeyGen(pk, msk, k). The oracle OCorrupt, on input
i € [n], returns ek;. We denote by CS C [n] the set of corrupted slots. The queries of
adversary A must satisfy the following condition.
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Condition 1:
e For all i € CS, all (29, 2}) € Q;, we have 2) = z}.
e A only makes queries k to OKeygen(-) satisfying

Fo(k,20,... 2%) = F(k,z1,... 2})

n n

for all possible vectors (0);c(n) pefo,1}, where for all i € [n], we have: either (2, z}) €
Q;, or (i € CS and ) = 2}).

If the condition is not satisfied, the experiment outputs 0 instead of a.

Remark 3: Winning condition

Note that Condition 1 is in general not efficiently checkable because of the combinatorial
explosion in the restriction of the queries.

We consider the following weaker security notions.

One ciphertext, one-yy-IND: the adversary A can only query OEnc once per input slot

i € [n], that is, @Q; <1 for all i € [n].

Selective security, xx-SEL-IND: the adversary A must send its challenge {xf’b}be {0,1},i€[n].j€[Q:]
beforehand, that is, before receiving the public key from the experiment, and before querying
OKeygen or OCorrupt.

Static corruption, xx-yy-IND-static: the adversary .A must send its queries to OCorrupt
before any other query.

Zero decryption keys, xx-yy-IND-zero: the adversary A does not query OKeygen.

Extra condition, xx-yy-IND-weak: the adversary A must send at least one challenge per
slot that is not corrupted, that is, for all i € [n] \ CS, we have: @); > 1.

These weaker security notions may appear to impose unrealistic restrictions on the adver-
sary. As for the case of single-input FE, it is useful to start building a simpler scheme which
only satisfies a weak security notion, then turn it into a many-AD-IND secure scheme. In fact,
we show how to generically transform any xx-yy-IND-weakly and xx-yy-IND-zero secure MIFE
into a full-fledged xx-yy-IND secure MIFE, only using symmetric-key encryption.

Removing the extra condition generically

Here we show how to remove the extra condition from any multi-input FE that is both xx-yy-
IND-weak and xx-yy-IND-zero secure, for any xx € {one,many}, and yy € {AD,SEL}, using
an extra layer of symmetric-key encryption. A similar approach is used in [AGRW17]. Namely,
[AGRW17] uses a symmetric key to encrypt the original ciphertexts. The symmetric key is
shared across users, and the ’th share is given as part of any ciphertext for input slot i € [n].
Thus, when ciphertexts are known for all slots ¢ € [n], the decryption recovers all shares of
the symmetric key, and decrypt the outer layer, to get the original ciphertext. The rest of
decryption is performed as in the original multi-input FE.

The problem with this approach is that the encryption algorithm needs to know the sym-
metric key (and not just a share of it). Thus, corrupting one input slot allows the adversary
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to recover the entire symmetric key, and break the security of the scheme. Such problem did
not arise in [AGRW17], which does not consider corruptions of input slots. To circumvent
this issue, as in [DOT18], we use the symmetric key to encrypt the functional decryption keys,
instead of encrypting the ciphertexts. Each encryption key ek; for input slot i € [n] contains
the i’th share of the symmetric key, but the full symmetric key is only needed by the key
generation algorithm, which knows msk. If one share is missing, all the functional decryption
keys are random. We conclude the security proof using the security of the overall multi-input
FE when zero functional decryption keys are queried.

Setup(1*, F,):
(pk’, msk’, (ek'i)ie[n]) + Setup’ (1M, F,)
K+«gr K
Bkt r {01, don = (@i bi) © K
pk := pk’, msk := (msk’,K),Vi € [n] : ek; := (ek}, k;)
return (pk7 msk, (eki)ie[n])

Enc(pk, ek;, z;):
parse ek; = (ek’, k;)
ct’ < Enc’(pk’, ek}, x;)
return (k;, ct’)

KeyGen(pk, msk, k):
parse msk = (msk’, K)
dk), < KeyGen'(pk’, msk’, k)
dky + EncSE(K,dkﬁf)
return dky

Dec(pk, dkg, ct1, ..., cty):
parse {ct; = (ki, ct}) }icn)
dk!, < Decse (K, dky)
return Dec’(dkj,, ct}, ..., ct}).

Figure 2.1: Compiler from any MZFE' := (Setup’,Enc’, KeyGen’, Dec’) with xx-yy-weak and xx-yy-
zero security to the MZFE := (Setup, Enc, KeyGen, Dec) with xx-yy security. Here, (Encsg, Decsg) is a
symmetric key encryption scheme with key space I as defined in Definition 2.

Theorem 2: Removing the extra condition

Let MZFE' be a xx-yy-IND-weak and xx-yy-IND-zero secure MIFE, for any xx € {one,many},
and any yy € {AD,SEL}, and (Gen, Encsg, Decsg) be a symmetric encryption scheme. The
scheme MZFE defined in Figure 2.1 is xx-yy-IND secure.

Proof of Theorem 2 (sketch). We consider two cases:

e Case 1: there exists some ¢ € [n] for which @; = 0, and ¢ ¢ CS. That is, the adversary
never queries OEnc or OCorrupt on slot i. Here, k; and thus K is perfectly hidden from
the adversary. Then, by semantic security of (Gengg, Encsg, Decsg), the decryption keys
are pseudo-random. We conclude using the xx-yy-IND-zero security of MZFE’.

e Case 2: for all 4, Q; > 1. Here, security follows immediately from the xx-yy-IND-weak
security of the underlying MZFE’.

O
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Definitions for Multi-Client Functional Encryption

We now present the definition of multi-client functional encryption (MCFE), originally given in
[GGGT14], which enhances multi-input functional encryption in the following way. In MCFE,
the encryption algorithm takes as an additional input a label (typically a time-stamp), and
ciphertexts from different input slots can only be combined when they are encrypted under the
same label. The limits the leakage of information from the encrypted messages. Multi-input
functional encryption corresponds to the case where every message is encrypted under the same
label.

Definition 24: Multi-Client Function Encryption

Let { F}, }nen be a set of functionality where for each n € N, F,, defined over (IC,,, X1, -+ , Xy)
is a function F, : K, x X1 X --- x X, — Z. Each 17 is called an input slot. The key space
Ky, depends on the arity n. A multi-client functional encryption scheme MCJFE for the
set of functionality {F), }nen consists of the following algorithms:

e Setup(1*, F},): on input the security parameter A and a functionality Fj,, outputs a
public key pk, encryption keys ek; for each input slot ¢ € [n], and a master secret
key msk.

e Enc(pk,ek;, z;,¢): on input the public key pk, encryption key ek; for the input slot
i € [n], a message z; € Aj, and a label ¢, it outputs a ciphertext ct.

e KeyGen(pk, msk, k): on input the public key pk, the master secret key msk and a
function k € IC,,, it outputs a decryption key dky.

e Dec(pk, dkg,cty,...,cty,£): on input the public key pk, a decryption key dkg, n
ciphertexts and a label ¢, outputs z € Z, or a special rejection symbol L if it fails.

The scheme MCFE is correct if for all k € ICyy, all z; € & for i € [n], and all label ¢,
we have:

(pkv m5k7 (ekz)ze[n]) A Setup(l)\v Fn)a
Pr dky < KeyGen(pk, msk, k);
Dec(pk, dkg, Enc(pk, ek, z1,£), ..., Enc(pk, eky, xpn,£),0) = Fp(k,x1,...,2p)
=1 —negl(A),
where the probability is taken over the coins of Setup, KeyGen and Enc.

The scheme is public-key if ek; = (), that is, the encryption algorithm Enc only requires
the public pk to encrypt messages. It is private-key otherwise.

Definition 25: many-AD-IND secure MCFE

A multi-client functional encryption MCFE := (Setup, Enc, KeyGen, Dec) for the set of
functionalities {F}, } en, is many-AD-IND secure if for every stateful PPT adversary A,
we have:

AR NP (2) = [Pr [AD-INDYTE (1%, A) = 1] - Pr [AD-INDE7E (14, 4) = 1]
= negl(}),

where the experiments are defined for g € {0, 1} as follows:
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Experiment AD-| ND@’lC]:E (14, A):

(pk, msk, (ek;)ic[n)) Setup(1*, F},)
a(_AOEnc(-,-,-),OKeygen(~),OCorrupt(-)(pk)

Output: «

The oracle OEnc, on input (i, (z?,}),¢), returns Enc(pk, eki,x?,ﬁ). For all input slots

i € [n], and label ¢, we denote by Q; ¢ the set of queries to OEnc for slot i and label ¢, and
Qi the size of Q; . The oracle OKeygen, on input k € K,,, returns KeyGen(pk, msk, k).
The oracle OCorrupt, on input ¢ € [n], returns ek;. We denote by CS C [n] the set of
corrupted slots. The queries of adversary A must satisfy the following condition.

Condition 1:
e For all i € CS, all labels ¢, all (z¥,z}) € Q; 4, we have 2 = z}.
e A only makes queries k to OKeygen(-) satisfying

Fo(k,2%,...,2%) = F,(k,z1,... 2})
for all labels £ and all vectors (2);e[n pef0,1} such that for all i € [n], we have: either
(z9,2}) € Q;iy, or (i € CS and 2¥ = z}).

If the condition is not satisfied, the experiment outputs 0 instead of a.

We consider the following weaker security notions.

one-AD-IND security: the adversary A can only query OEnc once for each input slot
i € [n] and label ¢, that is, @Q; ¢ < 1 for all ¢ € [n] and all labels ¢.

xx-AD-IND-weak security: The queries of adversary A must satisfy the following extra
condition: if there exists a label ¢ and a slot i € [n] such that (2?,2}) € Q;, with 2? #
then for all j € [n], we must have either j € CS or Q¢ > 1. Intuitively, this condition restricts
the adversary to use challenge ciphertexts for all input slots ¢ € [n] for a given label ¢. In fact,
Condition 1 does not consider the information that may be leaked from partial ciphertexts,
since for all i € [n], we must have either a query (29,2}) € Q;y, or i € CS. The extra
condition simply prevents the occurrence of such partial ciphertexts in the security game.
This artificial notion will be a useful stepping stone towards full-fledged xx-AD-IND security.

We now present a decentralized variant of multi-client functional encryption, where the
generation of functional decryption keys does not require a trusted third party: the master
secret key is split across users into several keys; each user can generate a share of the functional
decryption keys, without any interaction; then the shares can be publicly combined to obtain
a functional decryption key.
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Definition 26: Decentralized Multi-Client Function Encryption

Let { F}, } nen be a set of functionality where for each n € N, F,, defined over (IC,,, X7, -+ , A},)
is a function F, : IC;, x X1 X -+ x X, — Z. Each ¢ is called an input slot. The key space
K., depends on the arity n. A decentralized multi-client functional encryption scheme
DMCFE for the set of functionality {F, }nen consists of the following algorithms:

e Setup(1*, F},): on input the security parameter A and a functionality F},, outputs a
public key pk, encryption keys ek; for each input slot ¢ € [n], and secret keys sk; for
each input slot i € [n].

e Enc(pk,ek;, z;,¢): on input the public key pk, encryption key ek; for the input slot
i € [n], a message x; € Aj, and a label ¢, it outputs a ciphertext ct.

o KeyGen(pk,sk;, k): on input the public key pk, the secret key sk; for slot ¢ € [n], and
a function k € ICy,, it outputs a partial decryption key dky, ;.

o KeyComb(pk, {dkg;}ic[n), #): on input the public key pk, n partial decryption keys
keys, and a key k, it combines its input to produce a decryption key dkp.

e Dec(pk, dkg,cty,...,cty,£): on input the public key pk, a decryption key dkg, n
ciphertexts and a label £, outputs z € Z, or a special rejection symbol L if it fails.

The scheme DMCFE is correct if for all k € K, all z; € X; for i € [n], and all label
£, we have:

(P, (eki, ski)jen)) < Setup(1*, F,);
Vi € [n] : dkg; < KeyGen(pk, sk;, k);
dk < KeyComb(pk, (dk; k)ic[n], k);
Dec(pk, dkg, Enc(pk, ek, z1,£), ..., Enc(pk, eky, zpn, ), €) = Fy(k, 21, ..., Zp)
=1 —negl()),

Pr

where the probability is taken over the coins of Setup, KeyGen, KeyComb and Enc.
The scheme is public-key if ek; = (), that is, the encryption algorithm Enc only requires
the public pk to encrypt messages. It is private-key otherwise.

We now present the many-AD-IND security notion for decentralized multi-client functional
encryption. The difference with centralized multi-client functional encryption is that the shares
of the functional decryption keys can be corrupted, instead of the functional decryption keys
themselves. The oracle OCorrupt also give out the secret key sk; in addition of ek;, when
queried on input slot i € [n].

Definition 27: many-AD-IND secure DM CFE
A decentralized multi-client functional encryption DMCFE := (Setup, Enc, KeyGen, KeyComb,

Dec) for the set of functionalities {F}, }nen, is many-AD-IND secure if for every stateful
PPT adversary A, we have:

AdVRERT NP (N) = ‘Pr [AD-INDPMETE (12, A) = 1] - Pr [AD-INDPMETE (12, 4) = 1”
= negl(}),

where the experiments are defined for g € {0, 1} as follows:
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Experiment AD-IN Dé\/wfg(l/\, A):

(pk7 (eki7 Skz)le[n}) A Setup(lA, Fn)
a %AOEnc(-,-,~),OKeygen(~,-),OCorrupt(-)(pk)

Output: «

The oracle OEnc, on input (i, (29, z}), ), returns Enc(pk,eki,x?,f). For any input slot
i € [n], and label ¢, we denote by Q; ¢ the set of queries to OEnc for slot i and label ¢,
and Q; ¢ the size of Q; . The oracle OKeygen(i, k), on input ¢ € [n], and k € K, returns
KeyGen(pk, sk;, k). The oracle OCorrupt, on input i € [n], returns (ek;, sk;). We denote by
CS C [n] the set of corrupted slots. The queries of adversary A must satisfy the following

condition.

Condition 1:
e For all i € CS, all labels ¢, all (z¥,7}) € Q; 4, we have 2 = z}.

o if A queries OKeygen(-,-) on the same key k for all slots ¢ € [n], then it must be
that:
Fo(k,at,...,2%) = Fy(k,z1,...,2})

rn rrn

for all labels ¢ and all vectors (ivg)z‘e[n],be{o,l} such that for all i € [n], we have: either
(29,2}) € Q;yp, or (i € CS and 2¥ = z}).

17

If the condition is not satisfied, the experiment outputs 0 instead of a.

Concrete Instances of Functional Encryption for Inner
Products

In this section, we recall the public-key single-input functional encryption schemes from [ALS16],
which are proven many-AD-IND secure for the inner products.

We recall the additional properties defined in [ACF*18], which will be useful to obtain
multi-input FE from single-input FE for inner products, in Chapter 4.

Inner-Product FE from MDDH

Here we present the FE for bounded norm inner products from [ALS16, Section 3], generalized
to the Dy (p)-MDDH setting, as in [AGRW17, Figure 15]. It handles the following functionality
EAY D KCx X = Z, with X == [0, X]™, K := [0,Y]", Z := Z, and for all x € X,y € V), we
have:

B (y,x) = (x,y).

This restriction on the norm of x € X and y € K is necessary for the correctness of the scheme.
Note that the scheme actually supports vector of arbitrary norms, as long as we only want to
decrypt the result in the exponent (see Remark 4).

In [ALS16], it was proven many-AD-IND secure under the DDH assumption. We extend
the one-SEL-SIM security proof given in [AGRW17] to the multi-instance setting. Note that
in the public-key setting, one-SEL-IND security (which is implied by one-SEL-SIM security)
implies many-SEL-IND security. Finally, we also extend the many-AD-IND security proof from
[AGRW17] to the multi-instance setting. We also show that is satisfies Property 1 (two-step
decryption) and Property 2 (linear encryption).



2.6 Concrete Instances of Functional Encryption for Inner Products

39

m, X, Y\,
GSetup(1*, Fip» ™" ):

G := (G,p, P) + GGen(1*), A < Dy(p), grk := (G, [A])
Return gpk

Setup(1*, gpk, s "):

W g Zp D ek = [WA], msk := W
Return (ek, msk)

Enc(gpk, ek, x):
r <y ZI;
—Ar

Return L{ |+ WAr

:| c Gk+m+l

KeyGen(gpk, msk,y):

=
Return (W y) € Z’;"’m“
y

Dec(pk, [c], d):
C:=[c'd]
Return log(C)

Figure 2.2: F&, a functional encryption scheme for the functionality F)
security is based on the Dy (p)-MDDH assumption.

m,X,Y
p

, whose one-SEL-SIM

Correctness. We have C = [x'y] € G. Since x € [0,X]™ and y € [0,Y]™, we have
(x,y) <m-X-Y. Thus, we can efficiently recover the discrete log (x,y) as long as m, X,Y

are polynomials in the security parameter.
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Remark 4: Correctness for vectors with large norm

Note that the the functional encryption scheme FE presented in Figure 5.7 supports
vectors X,y € Z™ of arbitrary norm, where the decryption efficiently recovers [(x,y)] € G.
This feature will be used in Chapter 4 to build multi-input FE from single-input FE for
inner products.

Theorem 3: Multi-instance, one-SEL-SIM security

If the Dy (p)-MDDH assumption holds in G, then the single-input FE in Figure 5.7 is
one-SEL-SIM secure, for n instances.

r -
Games: Gq,| Gy, Go1f:
L o—- 4

{Xi}ielg[n] — A(l/\7 F‘(;LX’Y)
G := (G, p, P) +—g GGen(1"), A < Di(p), |at =& Zg“ \ {0} s.t. ATat =0/ gpk := (G, [A]).

For all i € [n]: W; «g Z** ) ek, := [W;A], ct; := OEnc(x;)
o+ AOKeveen() (gpk, {ek; }iepn, {ctiicr)

Return a.
OEnc(x;):
k k41 T, / Tl — W B —Ci
ri <R Zp, ¢ == Ar;, | ¢; < r Z, " st.c;am =1} ¢; =% + Wicy, C; = Wicij, return <
77777777 1

OKeygen(i,y):

\ﬁ _ . Lol I
dky = <“§y> If i€ 1, dky = <Wiry (iny) -2 > .

Return dk,,.

Figure 2.3: Games for the proof of Theorem 3. In each procedure, the components inside a solid
(dotted) frame are only present in the games marked by a solid (dotted) frame. Here, I C [n] denotes
the set of instances for which a challenge ciphertext is queried.

Proof of Theorem 3. Let A be a PPT adversary, and A € N be the security parameter. We
proceed with a series of hybrid games, described in Figure 2.3. For any game G, we denote by
Advg(A) the advantage of A in game G, that is, the probability that the game G outputs 1
when interacting with A.

Game Gg: is the experiment REAL7¢(1},17, A).

Game G;: is as game Gy, except we replace the vector [c;] := [Ar;| computed by OEnc(x;)
with [c;] < G*™ such that c¢/at = 1, where a* < ZF™' \ {0} such that ATa’ = 0,
using the Dy (p)-MDDH assumption. We do so for all instances ¢ € I simultaneously (recall we
denote by I C [n] the set of instances for which a challenge ciphertext is queried). Namely, we
prove in Lemma 7 that there exists a PPT adversary B such that

N 1
|Advg, (A) — Advg, (A)] < Advah? ™" (X) + >
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GSetup(1*, Fi):

G := (G,p, P) « GGen(1*), A < Di(p), a* ¢ ZEF1\ {0} s.t. ATa’ = 0, gpk := (G,[A]),
td := a*. Return (gpk, td).

Setup(gpk, Fii):

W g Z;,nx(kﬂ), ek := [WA], msk := W. Return (ek, msk).

K/e;/\é;n (td, r?{s/k, v, (x, y)):

W 1
Return (Wy —(x,y)-a >
y

Enc(td, ek, msk):

—c
C <R ZZH s.t. c'at = 1. Return {WC}

Figure 2.4: Simulator (G/S_e\ap, Q[J/p, K/eE/\GZm E;l/c) for the one-SEL-SIM security of the FE from Fig-
ure 5.7.

Game Gy: is the experiment IDEAL’¢(1* 1", A), where the simulator (GSetup, S/e_m, K/eyén,
Enc) is described in 2.4. In Lemma 8, we show that game Gy and game G; are perfectly indis-
tinguishable, using a statistical argument, that crucially relies on the fact that game G; and
Gy are selective. Namely, we prove in Lemma 8 that

Advg, (A) = Advg, (A).

Putting everything together, we obtain:

N 1
AdvESELSM(N) < AdvERP PP ) +
o ’ p

Lemma 7: Game Gy to G;

There exists a PPT adversary B such that

- 1
|Advg, (A) — Advg, (A)] < Advp il ™ () + >

Proof of Lemma 7. In game Gi, we replace the vectors [Ar;] computed by OEnc(x;), with
[c;] < G**! such that ¢/ a' = 1, simultaneously for all instances i € [n]. This replacement
is justified by the facts that:

e The following are identically distributed: {Ar;};c[, and {Ar; + Ar}ic),), where for all
i € [n], vi <—r Z}, and r ¢ ZF.

e By the Dy (p)-MDDH assumption, we can switch ([A],[Ar]) to ([A], [u]), where A <5
Di(p), T <+ Z];, and u <5 Z’;“.
k

e The uniform distribution over ZI;‘H and Z];H \Span(A) are %—close, for any A € Zékﬂ)x

of rank k. So we can take u < Zi !\ Span(A) instead of uniformly random over Z&*!.

Combining these facts, we obtain a PPT adversary B such that |Advi(A) — Advo(A)| <
Advpig PP (N) + 1. O
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Lemma 8: Game G; to Gy

Advg, (A) = Adve, (A).

Proof of Lemma 8. We use the fact that the following are identically distributed:
{Witicpy and {W; —x;(a™) " }icp,

where for all i € [n]: Wi -y Zp*"™ and at «p Z5H such that ATat = 0 and for all
i €[n], c/at =1.

The leftmost distribution corresponds to game G1, whereas the rightmost distribution cor-
responds to game Go. We crucially rely on the fact that these games are selective, thus,
the matrices W, are picked after the adversary A sends its challenge {x;};cr, and therefore,
independently of it.

Namely:

(WZ — xi(aJ‘)T)A = WZA
X; + (Wl — xi(aJ‘)T)ci Wic;
(Wi —xi(a™) )y = Wiy (xi,y)-a’

which coincides precisely with the output of the simulator. This proves Adva(A) = Advy(A).
O

Theorem 4: Multi-instance, many-AD-IND security

If the Dy (p)-MDDH assumption holds in G, then the single-input FE in Figure 5.7 is
many-AD-IND secure for n instances.

Games: Gog .| Gig ,\réf;\ , for 5 € {0,1}:
L |

r-- T T T T TS T T T T T T T A
|

| (x0,x1) = ALY, Fp ™)

L e e e e e e e e - - - ]

G := (G,p, P) <x GGen(1*"), A +x Di(p), gpk := (G,[A]), |at <& Z’;H \{0}s. t. ATat =0},

W Z0 T ek = [WA], et = OEnc(xo,xl)jw.

a%AOKeygen(-),OEnC(-) (e rfj)

Return a.

OEnc(xg, x1):

—c
r+g Z’;, c:=Ar,|c+p Z’;H st.clat =1 ¢ :=x” + W, return [c’ ]

OKeygen(y):

Return (W y)
y

Figure 2.5: Games for the proof of Theorem 4. In each procedure, the components inside a solid
(dotted, gray) frame are only present in the games marked by a solid (dotted, gray) frame. The
encryption oracle OEnc can only be called once by adversary A.
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Proof of Theorem 4. First,because FE described in Figure 5.7 is a public key encryption
scheme, it suffices to prove one-AD-IND security: many-AD-IND follows by a standard hybrid
argument over all challenge ciphertexts (cf Lemma 6). Second, it suffices to prove security for
a single instance, since it implies its many-instance variant, as shown in Lemma 5. We now
prove one-AD-IND security for a single instance.

Let A be a PPT adversary, and A € N be the security parameter. We proceed with a series
of hybrid games, described below. For any game G, we denote by Advg(A) the advantage of
A in game G, that is, the probability that the game G outputs 1 when interacting with A.

Games G g, for 5 € {0,1}: are such that Adv_‘;’é‘fjﬁg"ND()\) = |Advg, ,(A) —Advg, , (A)| (see
Definition 21).

Games G; g, for 3 € {0,1}: are as games G g, except we replace the vector [Ar] computed
by OEnc(xg,x1) with [c] < GF*!, such that ¢'at = 1, where a’ < ZF**\ {0} such that
ATa' = 0, using the Dy(p)-MDDH assumption. Namely, we prove in Lemma 9 that there
exists a PPT adversary Bg such that

_ 1
|Advg, ,(A) — Advg, ,(A)| < Advgfﬂég) MpDH () 3

At this point, we show that Advg, ,(A) = Advg, ,(A) in three steps. First, we consider the
selective variant of game Gy g, called G“i 5, where the adversary must commit to its challenge
{xp}pe (0,1} beforehand. By a guessing argument, we show in Lemma 10 that there exists PPT
adversary A* such that

AdVGlﬁ (.A) = (X + 1)2m . AdVGv{’ﬂ (A*)

Then we prove in Lemma 11 that the game Gj  is identical to game G ; using a statistical
argument, which is only true in the selective setting. Namely, for any adversary A’:

Advg;  (A) = Adve: | (A).

Putting everything together, we obtain:

Y 2
Adv%’fjﬁg_lND()\) S 9. Advg:cB(p) MDDH(A) + 5

Lemma 9: Game Gy g to G
There exists a PPT adversary Bg such that

; 1
|AdVGOﬁ (A) — Advg, 4 (A)] < Advgjﬂé.g) MDDH()\) n 2;

Proof of Lemma 9. This is proof is similar to the proof of Lemma 7, for the one-SEL-SIM
security of F£. We replace the vectors [Ar] computed by OEnc(xg, x1) with [c] < G¥*! such
that ¢'a' = 1. This replacement is justified by the facts that:

e By the Dy (p)-MDDH assumption, we can switch ([A],[Ar]) to ([A],[u]), where A <+
Dr(p), r = Z];, and u <g Z’;“.



44 Chapter 2. Preliminaries

e The uniform distribution over Z5*! and Z**\ Span(A) are }D-close, for any A € Zl(ka)Xk

of rank k. Thus, we can chose u Z’;“ \ Span(A) instead of uniformly random over
ZEtt,
Combining these facts, we obtain a PPT adversary Bs such that |Advg, g(A) — Advg, g(A)| <
Advgfgg-m“w +1. 0

Lemma 10: Game G; g to GJ 4

There exists a PPT adversary A* such:

AdVGl,B (.A) = (X + 1)72m . AdVGI,,B (.A*)

Proof of Lemma 10. First, A* guesses the challenge by picking random: {x} }pc(0,1} <= [0, X 1>™,
and sends its to the game GJ 5, which is a selective variant of game G; g. These games are
described in Figure 2.5. Whenever A queries OKeygen, A* forwards the query to its own oracle,
and gives back the answer to A. When A calls OEnc(xg, x1), A* verifies its guess was correct,
that is (xo,x1) = (x§, x}). If the guess is incorrect, A* ends the simulation, and sends o := 0
to the game Gy 5. Otherwise, it keeps answering A’s queries to OKeygen as explained, and
forwards A’s output « to the game G 5.

When A* guesses correctly, it simulates A’s view perfectly. When it fails to guess, it outputs
a := 0. Thus, the probability that .A* outputs 1 in G 5 is exactly (X + 1)7#™. Advg, 4(A). O

Lemma 11: Game Gj to G},

For all adversaries A’, we have:

AdVG{ o (A/) = AdVG{ 1 (.A/) .

Proof of Lemma 11. We use the fact that the following distributions are identical:
W and W + (x; —xg)(ab)",

where W Z?X(kﬂ), and at Z’;H such that ATat = 0.
The leftmost distribution corresponds to game Gj ;, while the rightmost distribution cor-
responds to Gj ;, since we have:

(W + (x1 —x0)(al) ) A = WA
x0 + (W4 (x1 —x0)(@t) e = x;+ We
(W (x1—x0)(@")")'y = Wiy ((x1,y) - (xo,y))a"
= WTy
The first equality uses the fact that A Tal = 0, the second equality uses the fact that c'a+ =1,

and the third equality uses the fact that (xg,y) = (x1,y) for any y queried to OKeygen.

Note that we are relying on the fact that in these games, W < Z;)nx(kﬂ) is picked after

the adversary A sends its selective challenge {x}}c (0,1}, and therefore, independently of it. [J

Inner-Product FE from LWE
Here we present the many-AD-IND secure Inner-Product FE from [ALS16, Section 4.1].
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GSetup(1*, Fip»Y):

Let integers M,q > 2, real a € (0,1), and distribution D over Z™*M_ Set K :=m - X .Y,
Ay Zé”x’\, gpk := (K, A).

Return gpk

Setup(1*, gpk, Fip" ™" ):
Z ¢ D, U:=ZA € Z"*, ek := U, msk := Z.
Return (ek, msk)

Enc(gpk, ek,x € Z™):

S <R Z;‘, €y <R D%{(xq’ €1 <R Dgf(xq
co:=As+e € Z)

ci:=Us+e +x- L%J €Ly
Return cty := (co,c1)

KeyGen(gpk, msk,y € Z™):

Return dky, := (Z}r’y) e zM+m

Dec(gpk, dky, ctx):

=
w o= (20> dky mod g.
1

Return p € {—K +1,..., K — 1} that minimizes ||| — p/|.

Figure 2.6: Functional encryption scheme for the class Flgl’X’Y, based on the LWE assumption.

Choice of parameters. Following the analysis given in [ALS16], we choose:

e g :=0 (\/)\log(M) max(vM, K)>

e gy :=0 ()\7/2]\/[1/2 max(M, K?) log5/2(M))

. pymxM/2
e D .= DZ,al X DZM/27027ul X o+ X DZM/z

7’th canonical vector.

oo, Where for all i € [m], u; denotes the

Let Bp be such that with probability at least 1 — A1), each row of a sample from
D has norm at most Bp. For correctness, we must have: a~! > KQBDw(\/log A),

¢ > o~ lw(ylog(N)).

M > 4Xloggq, m < \°W ¢ > mK?

Theorem 5: many-AD-IND security [ALS16]

The FE from Figure 5.8 is correct and many-AD-IND secure under the mhelWE, o rr,m,p
assumption (see Definition 18).

Inner-Product FE from DCR
Here we present the many-AD-IND secure Inner-Product FE from [ALS16, Section 5.1].

Theorem 6: many-AD-IND security [ALS16]

The FE from Figure 5.9 is correct and many-AD-IND secure under the DCR assumption
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(see Definition 16).

GSetup(1*, Fp-Y):

Choose primes p = 2p' + 1, ¢ = ¢’ 4+ 1 with prime p’, ¢’ > 2! for an I(\) = poly()\) such
that factoring is A-hard, and set N := pq ensuring that m - X -Y < N. Sample ¢’ <—r Z}-,
g:=¢"*" mod N2.

Return gpk := (N, g)

Setup(1*, gpk, Fjp"*"):
s <& Dzm o, for standard deviation o > X+ N%/2 and for all j € [m], h; := g% mod N2,

ek := {I;} jepm), msk = {s;}jeim)
Return (ek, msk)

Enc(gpk, ek,x € Z™):
r<gr{0,...,[N/4]}, Co :=g" € Zy:, for all j € [m], Cj := (1 +a;N) -} € Zye
Return cty := (Co,...,Cp,) € Z’]Gjl

KeyGen(gpk, msk,y € Z™):

Return sky = (d,y)

Dec(gpk, sky := (d,y), ctx):
C:= (Hje[m] C;”) -Cy* mod N2,

_ C—1mod N?
===

Return log; 4 n)(C) :

m,X,Y
Fip

Figure 2.7: Functional encryption scheme for the class , based on the DCR assumption.



Chapter 3

Tightly CCA-Secure Encryption
without Pairings

We present the construction from [GHKWI16], which was the first CCA-secure public-key
encryption with a tight security reduction to DDH, without relying on the use of pairings. We
refer to Figure 1.1 for a comparison with related works.

Overview of our construction. In this overview, we will consider a weaker notion of
security, namely tag-based KEM security against plaintext check attacks (PCA) [OP01]. In
the PCA security experiment, the adversary gets no decryption oracle (as with CCA security),
but a PCA oracle that takes as input a tag and a ciphertext/plaintext pair and checks whether
the ciphertext decrypts to the plaintext. Furthermore, we restrict the adversary to only query
the PCA oracle on tags different from those used in the challenge ciphertexts. PCA security
is strictly weaker than the CCA security we actually strive for, but allows us to present our
solution in a clean and simple way. (We show how to obtain full CCA security separately.)

The starting point of our construction is the Cramer-Shoup KEM. The public key is given
by pk := ([M], [M"kg], [M"k;]) for M <+ ZékJrl)Xk. On input pk and a tag 7, the encryption
algorithm outputs the ciphertext/plaintext pair

(], [2) = (IMx], [r' M'k/]), (3.1)

where k; = kg + 7ky and r +¢ Z’;. Decryption relies on the fact that y'k, = r"M"k,. The
KEM is PCA-secure under k-Lin, with a security loss that depends on the number of ciphertexts
@ (via a hybrid argument) but independent of the number of PCA queries [CS03, ABP15].
Following the “randomized Naor-Reingold” paradigm introduced by Chen and Wee on
tightly secure IBE [CW13], our starting point is (3.1), where we replace k, = ko 4+ 7k; with

A
k- =Y Kjr,
j=1

and pk := ([M], [M"k;p]j=1,..rp=0,1), Where (71,...,7\) denotes the binary representation of
the tag 7 € {0, 1}

Following [CW13], we want to analyze this construction by a sequence of games in which we
first replace [y] in the challenge ciphertexts by uniformly random group elements via random
self-reducibility of MDDH (k-Lin), and then incrementally replace k; in both the challenge
ciphertexts and in the PCA oracle by k, + M*RF(7), where RF is a truly random function
and M is a random element from the kernel of M, i.e., M"TM'’ = 0. Concretely, in Game
i, we will replace k, with k, + M*RF;(7) where RF; is a random function on {0, 1} applied
to the ¢-bit prefix of 7. We proceed to outline the two main ideas needed to carry out this
transition. Looking ahead, note that once we reach Game A, we would have replaced k; with

47
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k, + M1RF(7), upon which security follows from a straight-forward information-theoretic
argument (and the fact that ciphertexts and decryption queries carry pairwise different 7).

First idea. First, we show how to transition from Game i to Game ¢+ 1, under the restriction
that the adversary is only allowed to query the encryption oracle on tags whose ¢ + 1-st bit is
0; we show how to remove this unreasonable restriction later. Here, we rely on an information-
theoretic argument similar to that of Cramer and Shoup to increase the entropy from RF; to
RF;11. This is in contrast to prior works which rely on a computational argument; note that
the latter requires encoding secret keys as group elements and thus a pairing to carry out
decryption.

More precisely, we pick a random function RF, on {0,1}?, and implicitly define RF;;1 as
follows:

RFi(T) if Ti+1 = 0

RFipa(7) =
+1(7) {RF;(T) it =1

Observe all of the challenge ciphertexts leak no information about RF; or k;11 1 since they all
correspond to tags whose 7 + 1-st bit is 0. To handle a PCA query (7, [y], [2]), we proceed via
a case analysis:

e if 7,11 =0, then k. +RF;;1(7) = k; + RF;(7) and the PCA oracle returns the same value
in both Games 7 and 7 + 1.

e if 7,,1 =1 and y lies in the span of M, we have
yM* =0=y"(k; + MRF;(7)) = y" (k; + M*RF;;1(7)),
and again the PCA oracle returns the same value in both Games ¢ and 7 + 1.

e if 7,41 = 1 and y lies outside the span of M, then y"k; 1 is uniformly random given
M, M'k; 1 1. (Here, we crucially use that the adversary does not query encryptions with
Ti+1 = 1, which ensures that the challenge ciphertexts do not leak additional information
about k;y11.) This means that y'k; is uniformly random from the adversary’s view-
point, and therefore the PCA oracle will reject with high probability in both Games i
and 7+ 1. (At this point, we crucially rely on the fact that the PCA oracle only outputs
a single check bit and not all of k; + RF(7).)

Via a hybrid argument, we may deduce that the distinguishing advantage between Games ¢
and i + 1 is at most @)/q where @ is the number of PCA queries.

Second idea. Next, we remove the restriction on the encryption queries using an idea of
Hofheinz, Koch and Striecks [HKS15] for tightly-secure IBE in the multi-ciphertext setting,
and its instantiation in prime-order groups [GCD'16]. The idea is to create two “independent
copies” of (M, RF;); we use one to handle encryption queries on tags whose i + 1-st bit is 0,

and the other to handle those whose i + 1-st bit is 1. We call these two copies (M, RFgO)) and
(M, RFY) where MT M, = MM = 0.

Concretely, we replace M <—g ngH)Xk with M <+ ng %k We decompose ng into the span
of the respective matrices M, Mg, M;, and we will also decompose the span of M+ & ngX%
into that of M, M. Similarly, we decompose MLRF;(7) into MzRF\”) (7) + MIRFM (7). We
then refine the prior transition from Games 7 to ¢ + 1 as follows:

e Gamei.0 (= Gamei): picky « ng for ciphertexts, and replace k, with kT—l—MSRFEO) (T)+
MiRFY (7);
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basis for Span(M™) % Mj
basis for ng M M, M;

Figure 3.1: Solid lines mean orthogonal, that is: M"M{ = M|Mj = 0 = M"M; = MjMj.

e Game i.1: replace y <—x ng with y < Span(M, M, ., );

e Game 7.2: replace RF(O)(T) with RFE?I(T);

e Game 4.3: replace RFil)(T) with RFE}r)l(T);
e Game i.4 (= Game i+ 1): replace y <—x Span(M, M, ) with y < Z3*.

For the transition from Game ¢.0 to Game .1, we rely on the fact that the uniform distributions
over ng and Span(M, M, , ) encoded in the group are computationally indistinguishable, even
given a random basis for Span(M™) (in the clear). This extends to the setting with multiple
samples, with a tight reduction to the Dy (p)-MDDH Assumption independent of the number
of samples.

For the transition from Game .1 to .2, we rely on an information-theoretic argument like
the one we just outlined, replacing Span(M) with Span(M, M;) and M* with M} in the case
analysis. In particular, we will exploit the fact that if y lies outside Span(M, M), then y'k; 1.1
is uniformly random even given M, Mk; 11, M1, Mik; 1 1. The transition from Game 7.2 to
1.3 is completely analogous.

From PCA to CCA. Using standard techniques from [CS03, KD04, Kil06, BCHKO7,
AGKO08], we could transform our basic tag-based PCA-secure scheme into a “full-fledged”
CCA-secure encryption scheme by adding another hash proof system (or an authenticated
symmetric encryption scheme) and a one-time signature scheme. However, this would incur an
additional overhead of several group elements in the ciphertext. Instead, we show how to di-
rectly modify our tag-based PCA-secure scheme to obtain a more efficient CCA-secure scheme
with the minimal additional overhead of a single symmetric-key authenticated encryption.
In particular, the overall ciphertext overhead in our tightly CCA-secure encryption scheme is
merely one group element more than that for the best known non-tight schemes [KD04, HK07].

To encrypt a message M in the CCA-secure encryption scheme, we will (i) pick a random
y as in the tag-based PCA scheme, (ii) derive a tag 7 from y, (iii) encrypt M using a one-time
authenticated encryption under the KEM key [y"k;]. The naive approach is to derive the tag
7 by hashing [y] € G3, as in [KD04]. However, this creates a circularity in Game 4.1 where the
distribution of [y] depends on the tag. Instead, we will derive the tag 7 by hashing [¥] € G,
where y € Z’; are the top k entries of y € ng. We then modify My, M; so that the top &
rows of both matrices are zero, which avoids the circularity issue. In the proof of security, we
will also rely on the fact that for any yg,y1 € ZZ’“ , if ¥o = ¥, and yo € Span(M), then either
vo = y1 or y1 ¢ Span(M). This allows us to deduce that if the adversary queries the CCA
oracle on a ciphertext which shares the same tag as some challenge ciphertext, then the CCA
oracle will reject with overwhelming probability.

Alternative view-point. Our construction can also be viewed as applying the IBE-to-PKE
transform from [BCHKO7] to the scheme from [HKS15], and then writing the exponents of the
secret keys in the clear, thereby avoiding the pairing. This means that we can no longer apply
a computational assumption and the randomized Naor-Reingold argument to the secret key
space. Indeed, we replace this with an information-theoretic Cramer-Shoup-like argument as
outlined above.
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Prior approaches. Several approaches to construct tightly CCA-secure PKE schemes ex-
ist: first, the schemes of [HJ12, ACD"12, ADK"13, LPJY14, LJYP14, LPJY15] construct
a tightly secure NIZK scheme from a tightly secure signature scheme, and then use the
tightly secure NIZK in a CCA-secure PKE scheme following the Naor-Yung double encryption
paradigm [NY90, DDNOO]. Since these approaches build on the public verifiability of the used
NIZK scheme (in order to faithfully simulate a decryption oracle), their reliance on a pairing
seems inherent.

Next, the works of [CW13, BKP14, HKS15, AHY15b, GCD*16] used a (Naor-Reingold-
based) MAC instead of a signature scheme to design tightly secure IBE schemes. Those
IBE schemes can then be converted (using the BCHK transformation [BCHKO07]) into tightly
CCA-secure PKE schemes. However, the derived PKE schemes still rely on pairings, since the
original IBE schemes do (and the BCHK does not remove the reliance on pairings).

In contrast, our approach directly fuses a Naor-Reingold-like randomization argument with
the encryption process. We are able to do so since we substitute a computational randomization
argument (as used in the latter line of works) with an information-theoretic one, as described
above. Hence, we can apply that argument to exponents rather than group elements. This
enables us to trade pairing operations for exponentiations in our scheme.

Road-map. The rest of this chapter is organized as follows. First, we present our key-
encapsulation mechanism (KEM) that is only PCA-secure when there is multiple challenge
ciphertext, with a tight security reduction from DDH. Its security proof already captures most
technical novelties. Then, we show how to upgrade this encryption scheme to obtain tightly,
CCA-secure encryption, using an additional layer of symmetric authenticated encryption, a la
[KD04, HKO07].

Multi-ciphertext PCA-secure KEM

In this section we describe a tag-based Key Encapsulation Mechanism KEM that is IND-PCA-
secure (see Definition 6).

For simplicity, we use the matrix distribution Usy, 1 (p) in our scheme in Figure 3.2, and prove
it secure under the Uy (p)-MDDH assumption (< Usy ,(p)-MDDH assumption, by Lemma 2).
However, using a matrix distribution Dsy, ,(p) with more compact representation yields a more
efficient scheme, secure under the D3y, 1 (p)-MDDH assumption (see Remark 5).

Our construction

GenKEM(lA) EnCKEM(pkaT%
G := (G,p, P) < GGen(1*); M <—x Usy, x(p) r g Zy; C = [r"M]
kl,o, e 7k/\,1 R ng k; = Z;\:l kj,Tj
F— T
pk = (97 [M], ([MTkj,B])lgng,ogﬁgJ K= M'k]

1x3k
sk == (kj 3)1<j<xo0<p<1 Return (C,K) € G x G

Ret k, sk
eturn (pk, sk) Deckem(pk, sk, 7, C):
A
kT = Z]:l kjvTj
Return K :==C -k,

Figure 3.2: KEM, an IND-PCA-secure KEM under the U (p)-MDDH assumption, with tag-
space T = {0,1}*. Here, GGen is a prime-order group generator (see Section 2.2.1).
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Remark 5: On the use of the U (p)-MDDH assumption

In our scheme, we use a matrix distribution Usy, ,(p) for the matrix M, therefore prov-
ing security under the Usy 1 (p)-MDDH assumption < Ui (p)-MDDH assumption (see
Lemma 3). This is for simplicity of the presentation. However, for efficiency, one may
want to use an assumption with a more compact representation, such as the CZs;, ,-MDDH
assumption [MRV16] with representation size 2k instead of 3k? for Usy, (p).

Perfect correctness. It follows readily from the fact that for all r € ZI; and C =r"M', for
all k € Z3F:
r M'k)=C-k.

Security proof

Theorem 7: IND-PCA security

The tag-based Key Encapsulation Mechanism KEM defined in Figure 3.2 is IND-PCA
secure if the Uy (p)-MDDH assumption holds in G. Namely, for any adversary A, there
exists an adversary B such that T(B) ~ T(A) 4+ (Qpec + QEnc) - poly(A) and

AdVIRDESE (V) < (A + 1) - AdvEEP ™M () + (Qpec + Qenc) - 27V,

where Qgnc, Qpec are the number of times A queries EncO, DecO, respectively, and poly())
is independent of T(.A).

game y uniform in: k” used by EncO and DecO justification/remark
Go Span(M) k. actual scheme
G1 z3* k, Usy, ,--MDDH on [M]
Ga.; z3k k. + MLRFi(T\i) G1 = Gao

Gg,i,1 Ti+1 — 0: Span Z/lgk,k-MDDH on [Mo}
Usy,,,-MDDH on [M]

Cramer-Shoup
argument

k- + M*RF;(7;)

Ti+1 = 1 : | Span

(M
(M
G2i2  Tit1 =0: Span(M
Tiy1 = 1 : Span(M
(M
(M

Ga.i3 Ti+1 = 0 : Span Cramer-Shoup

M)

M)

M * *

M1; Ky +| MERFD, (7):41) [+ MIRF{Y (7,)
M+ MIRF, (ne) + | MGRFD, (7,0)
M ) T 0 i+1\T|i+1 1 i+1\T]i+1

Ti+1 = 1 : Span 1 argument
Go.it1 z3¥ K, + M*RFiy1(7ji41) Uss, ,-MDDH on [Mo]
and [M;]

Figure 3.3: Sequence of games for the proof of Theorem 7. Throughout, we have (i) k, := Z;‘:l Kj 7
(i) EncO(7) = ([y], K») where Ko = [y'k.] and K; < G; (iii) DecO(r, [y], K) computes the encap-
sulation key K := [y" - k.]. Here, (M}, M) is a basis for Span(M=), so that M]M; = M{M; = 0,
and we write M*RF;(7);) = Mf;RFz(-O) (73) + MTRFEU(T“). The second column shows which set y is

uniformly picked from by EncO, the third column shows the value of k! used by both EncO and DecO.

Proof of Theorem 7. We proceed via a series of hybrid games described in Figure 3.4 and 3.5
and for any game G, we use Advg(A) to denote the advantage of A in game G. We also give a
high-level picture of the proof in Figure 3.3, summarizing the sequence of games.
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Go,G1] Ga.i | EncO(7): Go, G1,Gas

7TEnc = 7I-Dec = 0; b<r {07 1} ,,,,,, P
G <r GGen(1*); M <5 Usp, 1 Ko:=[y" "K]; Ki <r G
If 7 ¢ Tbec U TEnc, return (C := [y], Kp), and set
M-+ R Z/[gk’gk st. MMMt =0 Tenc == ;TEnc U {T}
Pick random RF; : {0,1}* — Zf,k Otherwise, return L.
Kio,..., ka1 g Z3F DecO(r, C := [y], K): Go,G1,Go
For all 7 € {0,1}*, k, =Y} ki) K:==[y kK]
k. := k. +| MRF;(;) Return 4 L 5 =K AT ¢ Tenc

0 otherwise
pk := (g7 [M]v ([MTkj’B])1§j§)\,0§ﬁ§1) Tbec := Tpec U {T}

Y <_‘ADecO(~,~),EncO(~)(pk)
Return 1 if b = ¥, 0 otherwise.

Figure 3.4: Games for the proof of Theorem 7. In each procedure, the components inside a
solid (dotted) frame are only present in the games marked by a solid (dotted) frame.

e To go from game Gg to Gy, we use the MDDH assumption to “tightly” switch the dis-
tribution of all the challenge ciphertexts. In Lemma 12, we build an adversary By such
that: 1

|Adve, (A) — Adve, (A)] < AdVER ™ () + "

e In Lemma 13, we show that the game G; and Go o are identically distributed.

e Forall 0 <¢ < A—1, we build in Lemma 14 an adversary Bs; such that:

Y 4 2 4
|AdVG2.z‘(-’4) - AdVGz.i+1 (A)] <4- Advglj[(gz)l MDDH(A) + QDe;+ k + P 1

where Qgne, @pec are the number of times A queries EncO, DecO.

e In Lemma 19, we show that Advg, , (A) < %, using a statistical argument.

Putting everything together, we obtain an adversary B such that T(B) ~ T(A) + (Qpec +
QEnc) - poly(\) and

Adv}'C\lél,’)/(/llD,SlA()‘) < (4)‘ + 1) ’ AdVg’fz(gp)_MDDH()\) + (QDec + QEnc) : 2_90\),
where Qgnc, Qpec are the number of times A queries EncO, DecO, respectively, and poly()) is

independent of T(.A). O

Lemma 12: From game Gy to game G;

There exists an adversary By such that T(Bg) ~ T(A) + (Qenc + @pec) - poly(\) and

v 1
|Advg, (A) — Advg, (A)] < AdVg’fé? MDDH(\y 4 —

where Qnc, Qpec are the number of times A4 queries EncO, DecO, respectively, and poly(\)
is independent of T(.A).
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Proof of Lemma 12. To go from Gg to Gy, we switch the distribution of the vectors [y] sampled
by EncO, using the Qgnc-fold Usy, ;. (p)-MDDH assumption on [M] (see Definition 12).

We build an adversary B against the Qgnc-fold Usy 1 (p)-MDDH assumption, such that
T (Bf) ~ T(A) + (Qenc + @pec) - poly(A) with poly(\) independent of T(A), and

|Advg, (A) — Advg, (A)] < AdVQEnc‘Z/{k(p)‘MDDII()\).

G,B,
This implies the lemma by Corollary 1 (U (p)-MDDH = Qgnc-fold Usy, 1 (p)-MDDH).
Upon receiving a challenge (G,[M] € G**** [H] := [hy]...|hg,, | € G3*%@enc) for the

QEenc-fold Usy, 1 (p)-MDDH assumption, B, picks b < {0,1}, kio,...,kx1 =& ng, generates
pk and simulates the oracle DecO as described in Figure 3.4. To simulate EncO on its j'th
query, for j =1,..., Qgnc, B sets [y] := [h;], and computes Kj, as described in Figure 3.4. O

Lemma 13: From game G; to game Gs

For any adversary A, we have: |Advg, (A) — Advg,,(A)| = 0.
Proof of Lemma 15. To go from G; to Gz, we change the distribution of kq g < ng for
B = 0,1, to ki g + M RFy(e), where ky g < Z3*, RFg(e) < Z2F, and M* < Usp 21(p)
such that MTM* = 0. Note that the extra term M<*RFy(g) does not appear in pk, since
M’ (k; g + M1RF(¢)) = Mk 4. O

Lemma 14: From game Gs; to game Gy ;1

For all 0 <4 < A — 1, there exists an adversary By, such that T(By;) ~ T(A) 4+ (Qgnc +
Q@pec) - poly(A) and

+ 4QDec + 2k + 4

[Adve,  (A) = Adve, ., (A)] < 4- Advgg () : Pt

where Qgnc, @pec are the number of times A queries EncO, DecO, respectively, and poly(\)
is independent of T(.A).

Proof of Lemma 14. To go from Gg; to Ga 41, we introduce intermediate games Go;.1, G2
and Go; 3, defined in Figure 3.5.

e To go from game Gg ; to game Gg ; 1, we use the MDDH assumption to “tightly” switch the
distribution of all the challenge ciphertexts. We proceed in two steps, first, by changing
the distribution of all the ciphertexts with a tag 7 such that 7,41 = 0, and then, for
those with a tag 7 such that 7,1 = 1. We use the MDDH assumption with respect to an
independent matrix for each step. We build an adversary in Bs ;o Lemma 15 such that:

U, -MDDH 2
[Adve, ,(A) = Adv, ., (A)] < 2 AdvERl T 00 + =,
where Qgnc, @pec are the number of times A queries EncO, DecO, respectively.
e To go from game Gy ;1 to game Go; 2, we use a variant of the Cramer-Shoup information-
theoretic argument to move from RF; to RF;1, thereby increasing the entropy of k... For

the sake of readability, we proceed in two steps: in Lemma 16, we move from RF; to an
hybrid between RF; and RF;;1, and in Lemma 17, we move to RF;;;. In Lemma 16, we

show that: 20 ok
|AdVG2.z‘.1(‘A) - AdvGQ&iQ (A)| < De;_'_’

where (Qpec is the number of times A queries DecO.
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e In Lemma 17, we show that

|AdVG2.i.2 (A) - AdVGQ.i.3 (A)| <

2QDec
p )

where Qpec is the number of times A queries DecO, using a statistical argument.

e The transition between Go ;3 and game Go ;41 is symmetric to the transition between
game Gy ; and game Gg ;1 (cf. Lemma 15): we use the MDDH assumption to “tightly”
switch the distribution of all the challenge ciphertexts in two steps; first, by changing
the distribution of all the ciphertexts with a tag 7 such that 7,11 = 0, and then, the
distribution of those with a tag 7 such that 7,417 = 1, using the MDDH assumption
with respect to an independent matrix for each step. We build an adversary By ;3 in

Lemma 18 such that:

Y 2
|AdVG24i.3 (A) - AdVGQ,i+1 (A)’ <2 Advglfl(g?igmlm(/\) +

p—1

where Qgnc, @pec are the number of times A queries EncO, DecO, respectively.

Putting everything together, we obtain the lemma. O

|
|
,,,,,,,,,,,,,, -

Tene = Tpec := @; b+gr {0, 1}
g <R GGen(lA), M R U3k7k
M+t g Usg 2k S.t. MM+ =0

Fmmmmm e =2~
|

MS,MT R Ug,k,k s.t.
Span(M*) — Span(My, M)
M™M= MM = 0 = MT M = MM

Pick random RF; : {0,1}% — ng.

Pick random RFE?F)l {0, 1} — Zlg
and RFSY - {0,1} — 7}

Pick random RFJ),
kl,o, c.. ;kA,l R ng
For all 7 € {0,1}*, k, := Z)\ k-,

7j=1
kf,_ = k.,- + MLRFZ‘(TZ‘)

1 i
RFY), : {0,171 - Zk.

K. =k, + MZRF, (7:11) + M;RF (7))

kK, i=ky + MERF(S, (1i41) + MIRFC) (7341)

pk = (G. [MJ, (IM"k; 5))

y <—ADeCO(""')’E"CO(')(pk)
Return 1 if " = b, 0 otherwise.

1Sj§/\,0§ﬂil)

EncO(7): G2.i7[é2ii7.1: 7G;;72:G7273]
vy .
:IfTH_l:OZ r <g Z’é;ro R Z%,y: MI‘+M()I'0:
:IfTH_l:lS r <y Zp;rl eRZp;y::MrJerrl}
Ko=[y -xJ;
Kqi +x G

If 7 ¢ Tpec U Tenc, return (C' := [y], K3) and set
7TEnc = 7Enc U {T}

Otherwise, return L.

DecO(r, C := [y], K):
K :=[y'k7]

1if K = K AT ¢ Tene
0 otherwise

Tbec *= Tbec U {T}

G2.4,G2.4.1,G2.4.2,G2.4.3

Return

Figure 3.5: Games Gg; (for 0 <i < X),Go;1, G242 and Go ;3 (for 0 <i < A —1) for the proof
of Lemma 14. For all 7 € {0,1}*, we denote by 7; the i-bit prefix of 7. In each procedure,
the components inside a solid (dotted, gray) frame are only present in the games marked by a
solid (dotted, gray) frame.
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Lemma 15: From game Gy ; to game Gy 1

For all 0 < i < A—1, there exists an adversary Bs ;o such that T(Ba.0) ~ T(A)+ (Qenc+
Qpec) - poly(A) and

L () P
|AdVG2A¢(A) - AdVsz (“4)| <2 AdVG’j[(gZ?i'?DDH(A) + ﬁ,

where Qgnc, @pec are the number of times A queries EncO, DecO, respectively, and poly(X)

is independent of T'(A).

Proof of Lemma 15. To go from Gg; to Gg,;1, we switch the distribution of the vectors [y]
sampled by EncO, using the Qgnc-fold Usy, i, (p)-MDDH assumption.

We introduce an intermediate game Gg ; 0 where EncO(7) is computed as in Gy ;1 if 7,41 = 0,
and as in Gg; if ;41 = 1. The public key pk, and the oracle DecO are as in Gy ;1. We build
adversaries B} ; , and BY, , such that T(B5, ) = T(B5,,) = T(A) + (Qenc + Qpec) - poly(X)
with poly()) independent of T(.A), and

. nc~Usk N
Claim 1: |Advg,,(A) — Advg, , ,(A)] < Advgfséisk,k@) oD

Claim 2: |AdVG2,i,U (A) — Advg, ,,(A)] < Advg:fsnz:yjk,k(p)'l\'IDDH()\)'

This implies the lemma by Corollary 1 (U (p)-MDDH = Qgnc-fold Usy 1 (p)-MDDH).

Let us prove Claim 1. Upon receiving a challenge (G, [My] € G3*** [H] := [hy|...|hg., ] €
G3F*Qenc) for the Qnc-fold Usy, ;:(p)-MDDH assumption with respect to Mg <—g Usg x(p), B,
does as follows:

pk: B, o picks M «—g Usk i, k1o, ..., ka1 = Zf,k, and computes pk as described in Figure 3.5.
For each 7 queried to EncO or DecO, it computes on the fly RF;(7;) and k. := k. +
MLRFi(’T“), where k, := Z;‘ZI kj -, RF; : {0, 1} — Zf,k is a random function, and 7};
denotes the i-bit prefix of 7 (see Figure 3.5). Note that B} ; , can compute efficiently M+
from M.

EncO: To simulate the oracle EncO(7) on its j'th query, for j = 1,..., Qgnc, Bb,; o computes
[y] as follows:

it =0: rpg Z'{,’; [y] := [Mr + h;]

if i1 =1: [y]<xG3*
This way, B ; o simulates EncO as in Gg; when [h;] := [Myorg] with ro <& Z’;, and as
in Gg.i when [h]] R G3k.

DecO: Finally, B); , simulates DecO as described in Figure 3.5.

Therefore, |Adve, ,(A) — Adve,, o (A)] < Ady@meHorsPImmE )
: o 1%2.4.0
To prove Claim 2, we build an adversary B, , against the Qgnc-fold Usy (p)-MDDH as-
sumption with respect to a matrix My <—g Usi(p), independent from My, similarly than

B0 N

Lemma 16: From game Gy ;1 to game Go ;o
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Forall0 <i<A-—1,

|AdVG2.1:.1 (-A) - AdVGM‘2 (_A)| < W7

where (Qpec is the number of times A queries DecO.
Proof of Lemma 16. In G2, we decompose Span(M™) into two subspaces Span(Mj) and
Span(M7), and we increase the entropy of the components of k’. which lie in Span(M). To
argue that Gy, 1 and Gy ;o are statistically close, we use a Cramer-Shoup argument [CS03].
Let us first explain how the matrices M and M7 are sampled. Note that with probability at

least 1 — %k, (M]|M||M;) forms a basis of Z3*. Therefore, we have Span(M™*) = Ker(M'") =
Ker ((M||M1)") & Ker((M|M,)"). We pick uniformly Mj and M} in Z3*** that generate
Ker((M||M;)") and Ker((M|/M,)T"), respectively (see Figure 3). This way, for all 7 € {0,1}*,

we can write

M*RF;(7;) := MGRF (7,) + M{RF (),

where RFEO), RFgl) :{0,1} — Z'; are independent random functions.
We define RFE?I :{0,1}+! — ZK as follows:

—

RF (7,) if 7341 =0
RF() (75) + RF,(O)(TH) if 741 =1

(2

—~

~

RF§3)1(T\1'+1) = {

where RF'Z(-O) :{0,1}F — Z’; is a random function independent from RFZ(-O). This way, RFZ(-S)F)1 is
a random function.

We show that the outputs of EncO and DecO are statistically close in Gs ;1 and Go ;2. We
decompose the proof in two cases (delimited with M): the queries with a tag 7 € {0,1}* such
that 7,41 = 0, and the queries with a tag 7 such that 7,41 = 1.

Queries with 7,1 =0:

The only difference between Gg ;1 and G ;2 is that k. is computed using the random function

RFZ(-O) in Go;1, whereas it uses the random function RFE% in Gg ;2 (see Figure 3.5). Therefore,

by definition of RFE%, for all 7 € {0,1}* such that 7;,1 = 0, k. is the same in Go;; and Gy .2,
and the outputs of EncO and DecO are identically distributed. B

Queries with 7,4, = 1:
Observe that for all y € Span(M, M) and all 7 € {0, 1}* such that 7,41 = 1,

Ga.i.2

y' (ke + MR (1) + MIRF(Y (7)) + MGRF' V(7))

=y (ks + MRF” () + M{RF{ (7)) + y" MR (7))

=0
Ga.i.1

="+ (ke + MIRFO () + MIRF (7))

where the second equality uses the fact that M"Mf = M| Mj = 0 and thus y' M = 0.
This means that:

e the output of EncO on any input 7 such that 7,41 = 1 is identically distributed in Go ;1
and GQIZ‘.Q;
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—

e the output of DecO on any input (7, [y], K) where 7,41 = 1, and y € Span(IM, M) is the
same in Gg ;1 and Go ;9.

Henceforth, we focus on the ill-formed queries to DecO, namely those corresponding to 7,41 =
1, and y ¢ Span(M,M;). We introduce intermediate games G ;1 j, and G/Q.i.l.j for j =
0,...,Qpec, defined as follows:

o Gg;1.: DecO is as in Go ;.1 except that for the first j times it is queried, it outputs 0 to
any ill-formed query. EncO is as in Gg ;9.

. Gl2.i.1.j3 DecO as in Gg ;2 except that for the first j times it is queried, it outputs 0 to
any ill-formed query. EncO is as in Go ;9.

We show that:

P ~ ~ ~ f— !/ ~ !/ ~ ~ / e
G411 =Go41.0 ~s Goin1 s ... R G2411.14QDEC = G2.i.1.QDec ~s G2-i~1-QDec_1 s s s G2.i.1.0 =Goyo

where we denote statistical closeness with a5 and statistical equality with =.
It suffices to show that for all 7 =0,...,Qpec — 1:

Claim 1: in Gg;.1.j, if the j+1-st query is ill-formed, then DecO outputs 0 with overwhelming
probability 1 — 1/q (this implies Gg1; ~s Ga..1.j+1, with statistical difference 1/q);

Claim 2: in Gy , ;, if the j+ 1-st query is ill-formed, then DecO outputs 0 with overwhelming
probability 1 —1/q (this implies G ; ; ; =5 G5, 1 j41, with statistical difference 1/¢q)

where the probabilities are taken over the random coins used to generate pk.

Let us prove Claim 1.

Recall that in Gg 1.4, on its j + 1-st query, DecO(r, [y], K) computes K := [y"k.], where
k= (k; + MSRFEO) (7) + M*{RFZ(-I) (7)) (see Figure 3.5). We prove that if (r, ly], K) is ill-
formed, then K is completely hidden from A, up to its j 4+ 1-st query to DecO. The reason
is that the vector k;;1,1 in sk contains some entropy that is hidden from A. This entropy is
“released" on the j + 1-st query to DecO if it is ill-formed. More formally, we use the fact that

the vector kiy1,1 ¢ ng is identically distributed as k41,1 +Mgw, where k; 11 ¢ Z;;k’ , and

W g Zlg. We show that w is completely hidden from A, up to its j 4+ 1-st query to DecO.
e The public key pk does not leak any information about w, since
M (kiy11+ Miw ) = MKt 1.
This is because MM = 0.

e The outputs of EncO also hide w.

— For 7 such that ;41 = 0, k. is independent of k; 1 1, and therefore, so does EncO(7).

— For 7 such that 7,41 = 1, and for any y € Span(M, M), we have:
y (K, + Mjw) = y'K, (32)
since M"M§ = M| M{ = 0, which implies y' M = 0.
e The first j outputs of DecO also hide w.

— For 7 such that 7,41 = 0, kl. is independent of k;y1,1, and therefore, so does
DecO([y], 7, K).

— For 7 such that 7,11 = 1 and y € Span(M, M), the fact that DecO(r, [y], K) is
independent of w follows readily from Equation (3.2).
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— For 7 such that 7,41 = 1 and y ¢ Span(M, M,), that is, for an ill-formed query,
DecO outputs 0, independently of w, by definition of Go;.1.;.

This proves that w is uniformly random from A’s viewpoint.

Finally, because the j + 1-st query (7, [y]j(\ ) is ill-formed, we have 7,11 = 1, and y ¢
Span(M, M; ), which implies that y" M # 0. Therefore, the value

K = [y" (K, + Myw)] = [y'k. +y" M w]
£0

computed by DecO is uniformly random over G from .A’/S\Viewpoint. Thus, with probability
1—1/q over K <5 G, we have K # K, and DecO(r,[y], K) = 0.

We prove Claim 2 similarly, arguing than in Gj, ; ;, the value K := [y"k}], where k] :=
(ks + ME}RFE% (Tji1) + M’{RFEU(T“)), computed by DecO(r, [y], K) on its j + 1-st query, is
completely hidden from A, up to its j + 1-st query to DecO, if (7, [y], K ) is ill-formed. The
argument goes exactly as for Claim 1. O

Lemma 17: From game Go ;2 to game G ;3

Forall0 <:< A-—1,

2 ec
’AdVsz ('A) - AdVG24¢.3 ("4)‘ < “o )

p

where (Qpec is the number of times A queries DecO.

Proof of Lemma 17. In Gg; 3, we use the same decomposition Span(M+*) = Span(Mj, M) as
that in Go ;2. The entropy of the components of k. that lie in Span(M7) increases from G ; 2 to
Ga.;.3. To argue that these two games are statistically close, we use a Cramer-Shoup argument
[CS03], exactly as for Lemma 16.

We define RFSr)l{O7 13+ — ZE as follows:

RFY () + RN () if 71 = 0

RFI)(Th) lf Ti+1 = 1

A~~~

~

RFz('El(T\iJrl) = {

where RF’ZQ) 0,1} — Z’; is a random function independent from RFEl). This way, RFE}F)
a random function.

We show that the outputs of EncO and DecO are statistically close in Gs ;1 and Go ;2. We
decompose the proof in two cases (delimited with M): the queries with a tag 7 € {0,1}* such

that 7,41 = 0, and the queries with tag 7 such that 7;,; = 1.

118

Queries with 7,11 = 1:

The only difference between Gy ;2 and Gg ;3 is that k! is computed using the random function

1)
&
by definition of RFZ(-El, for all 7 € {0, 1})‘ such that 7,41 = 1, kI is the same in Gy ;2 and Go 3,
and the outputs of EncO and DecO are identically distributed. B

RFEI) in Gg .2, whereas it uses the random function RF;/; in Gg ;3 (see Figure 3.5). Therefore,
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Queries with 7,7 =0:
Observe that for all y € Span(M, My) and all 7 € {0,1}* such that 7,41 = 0,

Ga.i.3

y" (ks + MR, (751) + MiRFD (7,) + MIRFD () )

s (0 sl " 1
=y (ke + MGRFY, (710) + MR (7)) + y" MIRF D (7)

=0

Go.i2

=y - <kr + MORFE+)1(T\2'+1) + MlRFz( )(T|z')>

where the second equality uses the fact M"M] = MM} = 0, which implies y'Mj = 0.
This means that:

e the output of EncO on any input 7 such that 7,41 = 0 is identically distributed in Go ;o
and GQ.i_g;

o~

e the output of DecO on any input (7, [y]|, K) where 7,41 = 0, and y € Span(M, M) is the
same in Gy ;9 and Go; 3.

Henceforth, we focus on the ill-formed queries to DecO, namely those corresponding to 7,11 = 0,
and y ¢ Span(M, Mj). The rest of the proof goes similarly than the proof of Lemma 16. See
the latter for further details. B O

Lemma 18: From game Gy ;3 to game Gy ;1

For all 0 < i < A—1, there exists an adversary Ba ;3 such that T(B2;3) ~ T(A)+ (Qenc+
Qpec) - poly(\) and

U (o) 2
|AdVG24zx3 (‘A) - AdVG2.¢+1(~A)| <2 AdVGIféI;?i'ZIDDH(A) + E

where Qgnc, @pec are the number of times A queries EncO, DecO, respectively, and poly(X)

is independent of T(A).

Proof of Lemma 18. First, we use the fact that for all 7 € {0,1}*, the vector ME;RFZ(»S_)1 (Ti+1) +
M;RFY, (7,11) is identically distributed to MERF1(7);41), where RFiy : {0, 1} — 72¥ is
a random function. This is because (M, M%) is a basis of Span(M=). That means .A’s view can
be simulated only knowing M=, and not Mg, M7 explicitly. Then, to go from Gg ;3 to G 41,
we switch the distribution of the vectors [y] sampled by EncO, using the Qgnc-fold Usy i (p)-
MDDH assumption (which is equivalent to the Uy(p)-MDDH assumption, see Lemma 2) twice:
first with respect to a matrix Mg <—g Usy, 1 (p) for ciphertexts with 7,11 = 0, then with respect
to an independent matrix M; <y Usy k(p) for ciphertexts with 7,41 = 1 (see the proof of
Lemma 15 for further details). O

Lemma 19: Game Go

For any PPT adversary A, we have: Advg, , (A) < QIF;"C,
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Proof of Lemma 19. We show that the joint distribution of all the values Ky computed by
EncO is statistically close to uniform over G@n, Recall that on input 7, EncO(7) computes

Ko = [y" (k- + M'RF,(7))],

where RFy : {0,1}* — Z2* is a random function, and y < Z>* (see Figure 3.4).
We make use of the following properties:

Property 1: all the tags 7 queried to EncO, such that EncO(7) # L, are distinct.

Property 2: the outputs of DecO are independent of {RF(7) : 7 € Tenc}. This is because for

all queries (7, [y], K) to DecO such that 7 € Tgnc, DecO(r, [y], K) = 0, independently of
RFA(7), by definition of Gg j.

Property 3: with probability at least 1 — % over the random coins of EncO, all the vectors
y sampled by EncO are such that y"M* # 0.

We deduce that the joint distribution of all the values RF)(7) computed by EncO is uni-
formly random over (Z%k)QE"‘ (from Property 1), independent of the outputs of DecO (from
Property 2). Finally, from Property 3, we get that the joint distribution of all the values Kj
computed by EncO is statistically close to uniform over G@Eene, since:

Ko :=[y'(ky + MTRF\(1)) = [y'k; + y'M* RFy(7)].
N——
£0 w.h.p.

This means that the values Ky and K are statistically close, and therefore, Advg,(A) < Qene

P
O

Multi-ciphertext CCA-secure Public Key Encryption scheme

Our construction

We now describe the optimized IND-CCA-secure PKE scheme. Compared to the PCA-secure
KEM from Section 3.1, we add an authenticated (symmetric) encryption scheme (Encag, Decag),
and set the KEM tag 7 as the hash value of a suitable part of the KEM ciphertext (as explained
in the introduction). A formal definition with highlighted differences to our PCA-secure KEM
appears in Figure 3.6. We prove the security under the Uy (p)-MDDH assumption.

Perfect correctness. It follows from the perfect correctness of AE and the fact that for all
re Z]; and y = Mr, for all k € Z;;k:

r(Mk)=y' -k
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GenpKE(l)‘): EncPKE(pk,m):
g R GGen(lA), H R H(l)\) ) M <R u?)k:,k r<g ZI;’ y = Mr
ki, ka1 ¢r Z3F 7:=H([y])

— , k, =37 kj.
pk : (g; [M]a H, ([MTkj,ﬂ])lgjg)\,ogﬁgl> Ko [%:J—l\l/ri;;]

Return (pk,sik)i T ¢ = Enc[A|]5(K, m)
Return ([y], ¢)

Decpke (pk, sk, ([Y]a 9)):

r=H{y]); k; = Z;\:l LSRR
K :=[y"k,]

Return Decag(K, ¢) .

Figure 3.6: PKE, an IND-CCA-secure PKE. We color in gray the differences with KEM,
the IND-PCA-secure KEM in Figure 3.2. Here, GGen is a prime-order group generator (see
Section 2.2.1) , and AE := (Encag, Decag) is an Authenticated Encryption scheme with key-
space K := G (see Definition 3).
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Security proof of PKE

Theorem 8: IND-CCA security

The Public Key Encryption scheme PKE defined in Figure 3.6 is IND-CCA secure, if
the Uy (p)-MDDH assumption holds in G, A€ has one-time privacy and authenticity, and
‘H generates collision resistant hash functions. Namely, for any adversary A, there exist
adversaries B, B, B” such that T(B) ~ T(B') ~ T(B") ~ T(A) + (Qpec + Qenc) - poly(\)
and
AdVINRZCEA (V) < (4A + 1) - AdvERE PP ()
+ (QEanDec + (4)‘ + 2)QDec + QEnc) : Advffé?}j‘”(/\) (3'3)
+ AdV%FTB’()‘) + QEnc(QEnc + QDec) ’ 2_90\)»

where Qgnc, @pec are the number of times A queries EncO, DecO, respectively, and poly(\)
is independent of T(A).

We note that the Qgnc and Qpec factors in (3.4) are only related to AE. Hence, when

using a statistically secure authenticated encryption scheme, the corresponding terms in (3.4)
become exponentially small.

Remark 6: Extension to the multi-user CCA security

We only provide an analysis in the multi-ciphertext (but single-user) setting. However, we
remark (without proof) that our analysis generalizes to the multi-user, multi-ciphertext
scenario, similar to [BBM00, HJ12, HKS15]. Indeed, all computational steps (not counting
the steps related to the AE scheme) modify all ciphertexts simultaneously, relying for this
on the re-randomizability of the Uy (p)-MDDH assumption relative to a fixed matrix M.
The same modifications can be made to many PXE simultaneously by using that the
Ui (p)-MDDH Assumption is also re-randomizable across many matrices M;. (A similar
property for the DDH, DLIN, and bilinear DDH assumptions is used in [BBMO00], [HJ12],
and [HKS15], respectively.)

Proof of Theorem 8. We proceed via a series of hybrid games described in Figures 3.7 and 3.8.
Let A be a PPT adversary. For any game G, we use Advg(.A) to denote the advantage of A in
game G;.

e We transition from game Gg to game G; using the collision resistance of H and the one-
time authenticity of AE to restrict the oracles DecO and EncO, as described in Figure 3.7.
In Lemma 51, we build adversaries By and B, such that:

QEnc + QDeC)
PP ’

|Advg, (A) — Advg, (A)] = 2Qpec - Adv3z%, (A) + Adv%FfB()()\) + Qenc

where Qgne, @pec are the number of times A queries EncO, DecO, respectively, and
poly()) is independent of T(A).

e To go from game Gy to Go, we use the MDDH assumption to “tightly” switch the dis-
tribution of all the challenge ciphertexts. Similarly than in Lemma 12, we obtain an
adversary B; such that:

N 1
|Adve, (A) — Adve, (A)] < AdVEF ™ () + ——
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Go, G1,G27 ; EncO(mg, my): [C'on, G1, G2,G3.4,G4

,,,,,,,,,, |

Cenc := 0; b & {0,1} r g ZEy = Mr;y < Z3F ;
T:=H([y]); K := [y -k]]

AY. AY.
G em GGen(1h);  H e MY g Encae (K, mo); ¢1 := Encag(K,my)
M g Z/l3k,k(P)§

ML g Uspor(p) s.b. MTME =0 | [t oo m oo o T E
: ) i 2%
Pick random RF; : {0,1}" — Z2 If 7 ¢ Tene U Toec, et Tene == Tenc U {7}, and
kl,(], I 7k)\71 <R ng CEnc = .CENC U {([y]7 ¢b)} and return ([y]v ¢b)
A\ . A Otherwise, return L.
For 7 € {0,1}*, write k, := 37, kjr,
k! =k, +| MLRF;(7; c -4
o DecO (3.0 EHRON L
pk := (g, [M], H, qwka’ﬂ])gjgx,ogﬁgl) T:=H(y]); K:=[y" - k]
b/ < ADeCO("'V')vEnCO(')(pk) oo e -
Return 1 if ¥ = b, 0 otherwise. v If ([y], &) € Cene, return L; !
| otherwise, return Decag (K, ¢). |
L e o e e e e e e e e e |

Set Tbec := Tpec U {7}.

If ([y], ¢) € Cenc or 3([y'], ¢) € Cenc

with H([y']) = H([y]) and y’ # y, return L;
otherwise, return Decag (K, ¢).

Set Tbec := Tbec U {7}.
If 7 ¢ Tene, return Decag (K, ¢); else, return L.

Figure 3.7: Games for the proof of Theorem 8. In each procedure, the components inside
a solid (dotted, gray) frame are only present in the games marked by a solid (dotted, gray)
frame.

e The game Go and G3 ¢ are identically distributed. The argument is exactly as in Lemma 13,
thus omitted.

e We build in Lemma 21 adversaries Bs; and Bj; such that:

M } 4 2k
[Advg, ;(A) — Advg, ., (A)| < 4- Advg’fl(iz?i MPPR(N) + 4Qpec - Advileé??l%‘é.i()‘) - p—1 + P’

where Qgnc, @pec are the number of times A queries EncO, DecO, respectively.

e To go from game Gz to G4, we use the one-time authenticity of AE to restrict the
decryption oracle DecO. Namely, in Lemma 26, we build an adversary B3, such that:

Adve, , (4) ~ Adve,(A)] < Qoecene - AV, () + 0%,

where Qgnc, @pec are the number of queries to EncO and DecO, respectively.

e We show in Lemma 27 that there exists an adversary By such that:

Adve, (A) < Qene - AdvERS, (V) + Q;“,

where QQgnc denotes the number queries to EncO.
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Putting everything together, we obtain adversaries B, B’, B” such that T(B) ~ T(B') ~
T(B”) ~ T(A) + (QDec + QEnc) : p0|Y(A) and
AdVINRICEA (V) < (A + 1) - Advie®) PP ()
+ (Qenc®@pec + (4X + 2)Qpec + QEnc) - Adviz % (N) (3.4)
+ AdVH B’( ) + QEnc(QEnc + QDec) . 279()‘)7

where Qgnc, Qpec are the number of times A queries EncO, DecO, respectively, and poly(A) is
independent of T(A). O

Lemma 20: From game Gy to game G;

There exist adversaries By and B such that T(By) ~ T(B}) ~ T(A) + (Qenc + @Dec) -
poly(A) and

QEnc(QEnc + QDec)

[Adva, (A) — Advg, (A)] = 2Qpec - AdvEES, () + Advy (V) + =

where Qgnc, @pec are the number of times A queries EncO, DecO, respectively, and poly(\)
is independent of T(.A).

Proof of Lemma 20. First, we use the one-time authenticity of AE to argue that if A queries
DecO on a vector [y] such that y ¢ Span(M), then, DecO outputs L, with all but negligible
probability. Second, we use the collision resistance of H to argue that:

(i) if A queries DecO on ([y'], ¢'), where for some previous output ([y],¢) of EncO, we have:
H([¥]) = H([y’]) and y’ # y, then, with all but negligible probability, DecO outputs L;

(ii) every time EncO outputs a vector [y], its tag H([y]) is fresh (no [y’] with the same tag has
been output by EncO or queried to DecO before), with overwhelming probability over EncO’s
random coins.

We introduce intermediate games Gg ; (resp. Gi ;) for j = 0,..., Qpec, defined as follows:
DecO is as in Gy (resp. Gy) except that for the first j times it is queried, it outputs L to any
query ([y], ¢) such that y ¢ Span(M). The public key and EncO are as in Gy (resp. Gi).

We show that:

Go = Go.o ae Go.1 Rag -+ ~ag G0.Qpe. FCR G1.Qpe. FAg --- ~ac G1o = 61

where = denotes statistical equality, ~ 4¢ denotes indistinguishability based on the security of
AE, and ~cg denotes indistinguishability based on the collision resistance of H.

Namely, we build adversaries By j, By j for j = 0,...,Qpec — 1, and Bj such that T (B ;) ~
T(B1,;) = T(B)) ~ T(A) + (Qenc + Qpec) - poly(A), where poly(\) is independent of T(A), and
such that

Claim 1: |Advg,,(A)—Advg, ., (A)] < Advaeéoltgo (A) and |Advy j —Advy 1] < Advffé?ltgo_j(A),
for j=0,...,Qpe — 1.
: . _ CR
Claim 2: |Advg.gp,. — AdvigQp,.. | < AdVH,Bg()‘)'
This implies the lemma.
Let us prove Claim 1. It suffices to show that in Gg; and Gij, with all but negligible

probability, DecO outputs L to its j + 1-st query if it contains [y] such that y ¢ Span(IM).
Recall that in both Gg; and Gy j, on its j + 1-st query ([y], ¢), DecO computes

K :=[y" k], where 7 = H([y]) and k. ka,w
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and returns Decag (K, ¢) (or L, see Figure 3.7). We prove that this value K is hidden from A
up to its j + 1-st query to DecO. Then, we use the one-time authenticity of AE to argue that
Decag (K, ¢) = L with overwhelming probability.

To prove K is hidden from A, we show that the vectors ki, ki in sk contain some
entropy that is hidden from \A. More formally, we use the fact that the vectors k; g < ng
are identically distributed than k; g + M-'w for B = 0,1, where kig <= ng, W <R Z’;, and
|\ G Usy, o1, such that M™M* = 0. We show that w is hidden from A, up to its j + 1-st
query to DecO.

e The public key pk does not leak any information about w, since
MT(kl’g + M-tw ) = MTkLﬂ.
This is because MTM+ = 0.

e The outputs of EncO also hide w, since for any y € Span(M), we have:
y (k- + M*w) =y'k. (3.5)
since MT M+ = 0 which implies y"M* = 0.
e The first j outputs of DecO also hide w.

— For y € Span(M), DecO([y], ¢) is independent of w, from Equation (3.5).
— For y ¢ Span(M), DecO([y], ¢) = L, independently of w, by definition of Gg ;.

Therefore, the value
K=y (k; + M*w)] = [y'k, + y'M* w]
#0

computed by DecO on its j + 1-st query, is uniformly random over G from A’s view, since
y ¢ Span(M) < y M~ # 0.

Then, by one-time authenticity of AE, there exists an adversary By ; such that T(By ;) ~
T(A) + (Qenc + Qpec) - poly(A), where poly(\) is independent of T(A), and

‘AdVGoAj (-’4) - AdVGoAg‘+1 (‘A)| < Advileé_f?lgo,]- ()‘)

Let us prove Claim 2. It suffices to show that in Gg.g,,.:

(i) if DecO is queried on ([y], ¢), and there exists ([y’], ¢') output previously by EncO, with
H([¥]) = H([y’]) and y’ # y, then, with all but negligible probability, DecO outputs L;

(ii) every time EncO outputs a vector [y], its tag H([y]) is fresh (no [y’] with the same tag
has been output by EncO or queried to DecO before), with overwhelming probability over its
random coins.

We define B}, as follows. Upon receiving a challenge H <— #(1*) for the collision resistance
of #, Bj picks b < {0,1}, kig,...,kx1 <= ng, and generates the public key pk, simulates
the oracle EncO and DecO as in Go.qgp,, -

(i) Suppose Bj, receives some [y| through a DecO query, such that there is a [y’] from an
earlier EncO query with H([y]) = H([y’]), and y # y’. Then, we distinguish the following cases:

Case 1: y #¥'. Then there is a collision H([y]) = H([y]) that B{, can directly output.

Case 2: y=¥ (buty #y’). Then, y ¢ Span(M) (because y # y’), and DecO outputs L, as
would happen both in Gg g, and G g, -
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(ii) First, note that with probability at least 1 — W over its random coins, EncO
samples vectors [y] whose upper parts [y] are fresh (they are distinct from those previously
sampled by EncO, or queried to DecO). Therefore, conditioned on this fact, if Bf, samples
7 := H([y]) that is not fresh, i.e there exists a pair ([y’], H([y']) = 7) previously output by EncO
or queried to DecO (along with some symmetric ciphertext ¢), then we have H([y]) = H([y']),
and [y] # [y'], that is, B, finds a collision.

Summarizing, both games Go.gp,. and Gi.gp,. proceed identically (as simulated by Bj),
unless (i) Case 1 occurs, or (ii) EncO samples a tag that was output or queried before, in which
case B(, finds a collision, with overwhelming probability over its random coins. O

Lemma 21: From game G3; to game G3 ;4

For all 0 < ¢ < X — 1, there exist adversaries B3 ; and Bj; such that T(Bs;) ~ T(B5,) ~
T(-A) + (QEnc + QDec) : poly()\) and

.y 4 2k
AdvG,.,(A) = Adva, ., (A)] < 4- AR () + 4Qoec - AdVEESEy (V) + = +
where Qgnc, @pec are the number of times A queries EncO, DecO, respectively, and poly(A)
is independent of T(A).

Proof of Lemma 21. To go from Gs; to Gs;11, we introduce intermediate games Gs;.1, G320
and Gs; 3, defined in Figure 3.5.

e To go from game G3; to game Gz ;.1, we use the MDDH Assumption to “tightly” switch
the distribution of all the challenge ciphertexts, as in Lemma 15 in Section 3.1. We
proceed in two steps, first, by changing the distribution of all the ciphertexts with a tag
7 such that 7,41 = 0, and then, for those with a tag 7 such that 7,41 = 1. We use the
MDDH Assumption with respect to an independent matrix for each step. We build an
adversary Bs ;o in Lemma 22 such that:

-V 2
|Advg, ,(A) — Advg,, ,(A)] <2- Advg]flg?i,zmm()\) n ﬁ

e To go from game G3;; to game Gs; 2, we use a computational variant of the Cramer-
Shoup information-theoretic argument to move from RF; to RF; 11, thereby increasing the
entropy of k! | as in Lemma 16, in Section 3.1. For the sake of readability, we proceed in
two steps: in Lemma 23, we move from RF; to an hybrid between RF; and RF; 1, and in
Lemma 24, we move to RF; 1. Overall, we build in Lemma 23 an adversary Bs;1 such

that:
_ 2k
’AdVG3.¢.1 ('A) - AdVG&z‘.z (A)’ < 2Qpec - Advféfg,oltﬁg,i,l ()‘) + ?7

where (Qpec denotes the number of queries to DecO.
e In Lemma 24, we build an adversary Bs ;s such that:
’AdVG3.¢.2 (‘A) - AdV3-i-3’ < 2QDec : Advffé%g,i,g(/\)7
where (Qpec denotes the number of queries to DecO.

e The transition between Gs;3 and game Gs;11 is symmetric to the transition between
Gs; and Gz, (cf. Lemma 22): we use the MDDH Assumption to “tightly” switch the
distribution of all the challenge ciphertexts in two steps; first, by changing the distribution
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Gy 63 i1]Ga.inl Gais : EncO(mo, m1): Ga Gﬂlj 937@@7@ ‘

CEnc = @, b R {07 ]-} 777777777777777777777777777777
G = (G,p,P) «r GGen(1*); H g H(1"); M7 =0 19 Zy:y = Mr+Moro |

M < Usi.o(p) Ui =1: v enZhy = Mes Mo
M ol st MM =0 K=y K
‘Mo, M; ¢ g L{Qk,kj\ ¢o = Encae(K,mo); ¢1 := Encag(K,m1)
TR — 2 If 7 ¢ Tene U Tpee, return ([y], ds), set
Mg, Mll(*R Ui s.t. Tenc := Tene U {7.}
Span(M-) = Span(Mg, MY) and Cgne := Cenc U {([y], #»)}. Otherwise, return
M™M= (MI)TMO = L.
MM = (\0) M; =0

Pick random RF; : {0,1}" — ng. DecO(yl, 9): ©3.4:63.0.1,63.1.2,63.0

7= H(y); K = [y'k}]
Pick random RF()) : {0,1}1+! — ZF f ([y,¢) € Cenc or I[y],¢) € Cene with
and RF(l) {01} — Zk H([y]) H([¥]) and y’ # y, return L; otherwise,
return Decag (K, ¢). Set Tpec := Tpec U {7}.

Pick random RFE?‘_)I, F(l) {0, 1} — 7k

Kio,..., ka1 ¢r Z3F
For all 7 € {0,1}*, k, := ZJA‘=1 kj.r,
K, :=k, + M*RF;(7;)

K. =k, + MGRF\Y, (7:11) + M{RF ()

K. =k, + M{RF?, (7):41) + MIRFE) (7i11)

Return pk := (g, [M], H, ([MTkj,/aDlng)\’OSggl)

Figure 3.8: Games Gz, (for 0 < i < A),Gs;.1, Gs2 and Gs ;3 (for 0 < i < A — 1) for the proof of
Lemma 21. For all 7 € {0,1}*, we denote by 7); the i-bit prefix of 7. In each procedure, the components
inside a solid (dotted, gray) frame are only present in the games marked by a solid (dotted, gray) frame.

of all the ciphertexts with a tag 7 such that 7,.1 = 0, and then, the distribution of
those with a tag 7 such that 7,41 = 1, using the MDDH assumption with respect to an
independent matrix for each step. In Lemma 24, we build an adversary B3 ;3 such that:

2
‘AdVG&L2 (.A) Advs ;. 3‘ << 2- AdVG 1(33) I;IDDH(/\) X pfl

Putting everything together, we obtain the lemma. ]
Lemma 22: From game G3; to game Gs; 1

For all 0 < i < A—1, there exists an adversary Bs ;o such that T(Bs;0) ~ T(A)+ (Qenc+
Qpec) - poly(A) and

|Advg, ,(A) — Advg, , , (A)] < 2- Advg’j[(s?;zmm()\) n 2

where poly()) is independent of T(A).

Proof of Lemma 22. The proof of this lemma is essentially as the proof of Lemma 15, in
Section 3.1. The difference is that now, only the lower part of the vectors [y] sampled by EncO
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is randomized using the Qgnc-fold Usy ,-MDDH Assumption. The upper part of [y] is used to
compute the tag 7. We call y and y the upper and lower part of y, respectively.

We introduce an intermediate game Gs;o where EncO first picks r <y Z’;,
[¥] := [Mr], 7 := H([y]), and computes the rest of its output as in Gg; 1 if 7,41 = 0, and as in
Gs; if 7,41 = 1; the public key pk and DecO are as in Gg;1. We build adversaries Bj, , and
By ,; o such that T(B5; o) =~ T(B5,) = T(A)+ (Qenc +Qpec) - poly(X) with poly(\) independent
of T(A), and

computes

. ne—Usk k=M
Claim 1: |Advg, ,(A) — Advg, , ,(A)] < Advgfgéj.ozk,k o 3.

Claim 2: |Adve, ,,(A) — Adva, ,, (A)] < Advgg ™ (1),

This implies the lemma by Corollary 1 (U, (p)-MDDH = Qgnc-fold Usy, 1, (p)-MDDH).

Let us prove Claim 1. Upon receiving a challenge (G, [My] € G?** [H] := [hy|...|hg., ] €
Gk Qenc) for the Qgnc-fold Usy ,--MDDH Assumption with respect to Mo <—g Usp x, Bj; o does
as follows:

pk: Bj, o picks M <—g Usi i, k10,...,ky1 <= Zf;k, H < H(1"), and computes pk as described
in Figure 3.8. For each 7 computed while simulating EncO or DecO, Bj, , computes on
the fly RF;(7;), kK := kr + M"RF;(7;), where RF; : {0,1}" — Z2¥ is a random function,
k, = Z;‘:l k-, and 7; denotes the i-bit prefix of 7 (see Figure 3.8). Note that Bj,
can compute efficiently M+ from M.

EncO(mo, m1): on the j'th query, for j = 1,..., Qgnc, B, o samples r < Z];, computes [y] :=
[Mr], 7 := H([y]), and computes [y] as follows:

This way, B, o simulates EncO as in Gg; o when [h;] := [Morg] with ro <5 Z’;, and as
in Gz ; when [h;] < G2k,
DecO(C, ¢): Finally, Bj; , simulates DecO as described in Figure 3.8.
Th f QEnc_u2k,k(p)_MDDH
erefore, |Advg, ,(A) — Advg,, ,(A)| < Advi (A).
%"3.4.0
To prove Claim 2, we build an adversary B, against the Qgnc-fold Uy i (p)-MDDH

assumption with respect to a matrix My <y Uy, independent from My, similarly than
Bs ;.0- [

Lemma 23: From game G3;; to game G3;

For all 0 < i < A—1, there exists an adversary Bs ;1 such that T'(Bs;.1) ~ T(A)+ (Qgnc+
@pec) - poly(A), and
2k

‘AdVG&i.l(A) - AdVGg.i.z (A)| < 2Qpec - Advileé:‘?lg’g‘i,l(A) + ;

where Qgnc, @pec are the number of queries to EncO and DecO, respectively, and poly(\)
is independent of T(.A).
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Proof of Lemma 23. In Gz, we decompose Span(M+) into two spaces Span(Mj) and Span(Mj3),
and we increase the entropy of the vector k/. computed by EncO and DecO. More precisely, the
entropy of the components of k’. that lie in Span(Mj) increases from Gs ;1 to Gs ;2. To argue
that these two games are computationally indistinguishable, we use a Cramer-Shoup argument
[CS03], together with the one-time authenticity of AE.

Let us first explain how the matrices M and M7 are sampled. Note that with probability

— %’“, (M\|(1\20)||(1\911)) forms a basis of Z3*. Therefore, we have Span(M™*) = Ker(M'") =

Ker (M| (yr,))") @ Ker (M| (3,))")-
We pick uniformly M and M7 in Z3*** that generates Ker (M| (1\911))T) and Ker((M|| (1\910))T)7
respectively. This way, for all 7 € {0,1}*, we can write

M*RF;(7;) := MERF (7,) + MERF (7,),

where RFZ(-O), RFEl) :{0,1}° — Z’; are independent random functions.
We define RFl(»g)1 : 0,1} — ZE as follows:

RFZ(O) (T|z) lf Ti+1 — 0

(0)
RF; i =
1) {RFEO’ (1) + RV (7)) i 7 = 1

where RF’Z(O) {01} — Z]; is a random function independent from RFEO). This way, RFZ(»S_)1 is
a random function.

We show that the outputs of EncO and DecO are computationally indistinguishable in Gs ;1
and Gs ;2. We decompose the proof in two cases (delimited with B): the queries corresponding
to a tag 7 € {0, 1}A such that 7,41 = 0, and the queries corresponding to a tag 7 such that

Ti+1 = 1.

Queries with 7,7 =0:

The only difference between Gs; 1 and Gs; 2 is that k. is computed using the random function
RFEO) in G341, whereas it uses the random function RFZ(-?1 in Gz ;.2 (see Figure 3.8). Therefore,
by definition of RFZ(S_)I, for all 7 € {0,1}* such that 7;,1 = 0, k. is the same in Gz, 1 and Gs.,
and the outputs of EncO and DecO are identically distributed. B

Queries with 7,17 = 1:

Observe that for all y € Span(M, (1\9[1)) and all 7 € {0,1}* such that 7,41 = 1,

G3.i.2

y' (k- + MGRF (7)) + MIRF( (7)) + MGRF (7))

=y (k- + MGRF" (7)) + M{RF{Y (7)) + y"MGRF' (7))

=0
Gs.i1

+pp(0 *REU

=y (1l + MGRFO (1) + MiRF 7))

where the second equality uses the fact MM = (1\911)TM8 = 0 and thus y'M{ = 0.
This means that:

e the outputs of EncO that contains [y| whose tag 7 = H([y]) is such that 7,11 = 1 are
identically distributed in Gg ;1 and Gs;.o;
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e the output of DecO on any input ([y], ¢) where 7 = H([¥]), 7i41 = 1, and y € Span(M, (1\21))
is the same in Gz ;1 and Gs,.9.

Henceforth, we focus on the ill-formed queries to DecO, namely those corresponding to 7,411 =
1, and y ¢ Span(M, (1\21)) We introduce intermediate games Gg;1j, and Gy, ; for j =
0,...,Qpec, defined as follows:

o G3;.1.j: DecO is as in G3 ;.1 except that for the first j times it is queried, it outputs L to
any ill-formed query. EncO is as in Gg;.o.

e Gj, 1, DecOis as in Gg ;2 except that for the first j times it is queried, it outputs L to
any ill-formed query. EncO is as in Gg ;..

We show that:

= ~ ~ ~ — /
Gs.i1 = G310 ®ae G311 Rag -+ RAE G301.Qpe = G3.4.1.0pe

GS.z’.l.QDeC ~AE G3.i.1.QDec—1 ~NAE - NAE G3.i.1.0 = G3.i.2

where = denote statistical equality, and ~_4¢ denotes indistinguishability based on the security
of AE.

It suffices to show that for all j =0, ..., Qpec — 1, there exist adversaries Bz ;1,; and By ; ;
against the one-time authenticity of A, such that T(Bs..17) = T(Bj, 1 ;) = T(A) + (Qenc +
Qpec) - poly(A), with poly(\) independent of T(A), and such that:

Claim 1: in Gz ;1 j, if the j+1-st query is ill-formed, then DecO outputs L with overwhelming
probability 1 — Advffgf’g&“_j (A) (this implies Gg.i.1; ~ae G3.i1.j+1)-

Claim 2: in G}, ; j, if the j+1-st query is ill-formed, then DecO outputs 0 with overwhelming
probability 1 — Advffé?ég‘i'l‘j (A) (this implies G5 ;1 ; ~ae G5, 4+1)-

We prove Claim 1 and 2 as in Lemma 16, in Section 3.1, arguing that the encapsulation key
K computed by DecO on an ill-formed j + 1-st query, is completely hidden from A, up to
its j + 1-st query to DecO. The reason is that the vector k;;1 1 in sk contains some entropy
that is hidden from A, and that is “released" on the j + 1-st query, if it is ill-formed. Then,
we use the one-time authenticity of A€ to argue that DecO outputs | with all but negligible
probability.l

O

Lemma 24: From game G3 ;2 to game G3 ;3

For all 0 < i < A—1, there exists an adversary Bs ;2 such that T(Bs3;2) =~ T(A)+ (Qgnc+

QDec) : pOIy()\)v
|AdVG3.i.2 ('A) - AdV3.i.3| < 2QDec : Advffé?ég_ig ()‘)7

where Qgnc, @pec are the number of queries to EncO and DecO, respectively, and poly(A)
is independent of T(A).

Proof of Lemma 24. In Gs; 3, we use the same decomposition Span(M*) = Span(Mj, M) as
that in Gz ;2. The entropy of the component of k. that lies in Span(M7) increases from Gs ; 2 to

Gs.;.3. That is, we use a random function RFSF)1 {0, 1} — Z]; in place of the random function
RFEI) :{0,1} — Zlg. To argue that these two games are computationally indistinguishable, we

use a computational variant of the Cramer-Shoup argument [CS03], exactly as in the proof of
Lemma 23.
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We define RF,EEI — Z’; as follows:

RF () + RED (1)) i 71 = 0
RFZ(I) (Th) if Ti+1 = 1
M

i

RFE}F)I(T“"Fl) = {

. This way, RFY, is

where RF’Z(I) : {0,1}" — ZF is a random function independent from RF i1

a random function.

We show that the outputs of EncO and DecO are computationally indistinguishable in G3 ;1
and Gs 2, similarly that in the proof of Lemma 17, in Section 3.1 (see the latter for further
details). O

Lemma 25: From game G3;3 to game G3 ;1

For all 0 < i < A—1, there exists an adversary Bs ;.3 such that T(Bs;3) ~ T(A)+ (Qenc+
Qpec) - poly(A) and

U (o) p

Adva5 — Advgy 0 (A)] < 2- AVERET ) + 2=

where Qgnc, Qpec are the number of times A queries EncO, DecO, respectively, and poly(X)
is independent of T(A).

Proof of Lemma 25. First, we use the fact that for all 7 € {0,1}*, the vector MSRFE% (Tjit1)
+ M;RF{, (11:41) is identically distributed to MRF;11(7;41), where RFsy : {0, 1} — 72k
is a random function. This is because (M, M%) is a basis of Span(M*). That means A’s
view can be simulated only knowing M+, and not M, M explicitly. Then, to go from Gs3
to Gs;41, we switch the distribution of the vectors [y] sampled by EncO, using the Qgn-fold
Us, 1;(p)-MDDH Assumption (equivalent to the U-MDDH Assumption, see Lemma 2) twice:
first with respect to a matrix My <—g Uay, 1 (p) for ciphertexts with 7,41 = 0, then with respect
to an independent matrix My < Uag k(p) for ciphertexts with 7,11 = 1 (see the proof of
Lemma 22 for further details). O]

Lemma 26: From game G3 ) to Gy

There exists an adversary Bs ) such that T(Bs)) = T(A) + (Qenc + @pec) - poly(A), and

|Advg, , (A) — Adv, (A)] < QpecQEnc - AdviE, | (M) + QZGC,

where Qgnc, @pec are the number of queries to EncO and DecO, respectively, and poly()\)
is independent of T(.A).

Proof of Lemma 26. We use the one-time authenticity of AE to argue that with all but neg-
ligible probability, DecO outputs L on any input ([y],¢) such that for some previous output

(Iy'), ) of EncO, H([y')) = H(7]).

We introduce intermediate games Gz y ; for j = 0,..., Qpec, defined as Gz, except that on
its first j query, DecO is as in Gy, that is, it outputs L to any query corresponding to a tag 7
previously output by EncO.

We show that :

Gz = G300 ®ae Gaa1 Rage - Rag G3.1.Qp. = G,
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where = denotes statistical equality, and ~ 4¢ denotes indistinguishability based on the security
of AE.

Namely, we build adversaries Bs ) ; for j =0, ..., @Qpec — 1, such that T(Bs ;) =~ T(A) +
(QEnc + Qpec) - poly(N), where poly()) is independent of T(A), and

AduG, , (4) = Adve, 11 (A)] < Qene - AV, (1) + .

This implies the lemma.

It suffices to show that in Gs ) ;, with all but negligible probability, DecO outputs L to its
J + 1-st query if it contains [y*] such that H([y*]) = H([¥]), for [y] that was output previously
by EncO.

We build B3y ; as follows.

pk : Upon receiving the description of K := G, B3 ) ;j picks M < Uk i, K1,0,...,kx1 <= Zf;k,
H +x H(1"), and outputs pk as in G4 (see Figure 3.7). It also picks j* ¢ {1,...,Qgnc},
and b <5 {0,1}.

EncO(mg, m1) : On the j*’th query, B3 ) j picks y <& ng, calls the encryption oracle for AE,
EncO(mp, mp) to get ¢y := Encag(K*,mp), for a random K* < G. The rest of the
simulation goes as in Gy (see Figure 3.7), that is: if H([¥]) € Tenc U Tbec, B3.a,; returns
([y, ], ov), sets Tenc := Tenc U{H([¥])} and Cenc := Cenc U{([y], #»)}, otherwise, it returns
L. The other j # j* queries are simulated as in G4.

DecO([y], ¢): the first j queries are simulated as in Gy, the last Qgne — j — 1 as in Gs . For
the j + 1-st query ([y*], ¢*), Bs.n; calls the decryption oracle for AE, DecO([y*], ¢*) to
get Decap (K™, ¢*). The rest of the simulation goes as in Gs;, that is, if ([y*], ¢*) € Cgnc
or I([y],#) € Cenc with H([¥"]) = H([y]) and y* # y, B3 returns L. Otherwise, it
returns Decag (K™, ¢*). Finally, it sets Tpec := Tpec U {H([7*])}-

Assume the j + 1-st query ([y*], ¢*) to DecO is such that DecO([y*],¢*) = L in Gy, but
not in Gy ;. In particular, that means that there exists ([y], ¢) € Cgnc such that y = y* and
¢ # ¢*. Then, with probability 1/Qgnc over the choice of j*, ([y], ¢) is the j*’th query of EncO.
In that case, we show that A’s view is simulated as in Gs ) ; if DecO is the real decryption
oracle, and as in Gy if it is the “always L” function. This implies the lemma.

Indeed, the key K* := [y*" (k,« + MLRF,(7*))] for 7* := H([y*]) is random, independent
from A’s view up to its j + 1-st query on DecO (except what leaks through Encag(K™*, myp)).
This is because:

1. with probability 1/¢ over the random coins of Bz j, ¥* = ng ¢ Span(M).

2. for all [y] contained in EncO outputs or DecO queries that don’t output L, prior to the
j + 1-st DecO query, we have H([y]) # 7*, by definition of Gz ;. That is, the tag 7* is
“fresh”. Therefore, the key

K* = [y (ke + MFRF)\(7%))] = [y ko= + y*" M* RF)\(7%)]
w—/
#0
is random, independent of A’s view up to its j + 1-st query (except what leaks through
EncAE(K*, mb))
This proves that
1

|AdVG34>\.j (A) - AdVG3.>\.j+1(A)’ < QEHC : Adviﬁ;’,oé&xj ()‘) + 5
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Lemma 27: Game Gy

There exists an adversary By such that T(B4) ~ T(A) + (Qenc + @pec) - poly(A), such that

Adve, (A) < Qene - AdvER, (V) + Q;“,

where Qgnc denotes the number queries to EncO, and poly()\) is independent of T(.A).

Proof of Lemma 27. First, we show that the joint distribution of all the values K computed
by EncO is statistically close to uniform over G@«. Then, we use the one-time privacy of AE
on each one of the Qgnc symmetric ciphertexts.

Recall that on input 7, EncO(7) computes

K = [y (k; + MRF,\(7))],

where RF), : {0,1}* — Z2* is a random function, and y <5 Z3F.
We make use of the following properties:

Property 1: all the tags 7 computed by EncO(mg, m), such that EncO(mg,m1) # L, are
distinct.

Property 2: the outputs of DecO are independent of {RF(7) : 7 € Tgnc}. This is because for
all queries ([y], ¢) to DecO such that H([y]) € Tenc, DecO([y], ¢) = L, independently of
RF(7), by definition of Gy.

Property 3: with probability at least 1 — % over the random coins of EncO, all the vectors
y sampled by EncO are such that y"M* # 0.

We deduce that the joint distribution of all the values RF(7) computed by EncO is uni-

formly random over (ZZ%I‘/’)QE“C (from Property 1), independent of the outputs of DecO (from

Property 2). Finally, from Property 3, we get that the joint distribution of all the values K
computed by EncO is statistically close to uniformly random over G@En<, since:

K :=[y" (k. + MTRF\(7)) = [y 'k, + y MT RF,(7)].
N——
#0 w.h.p.

Therefore, we can use the one-time privacy of AE to argue that all symmetric ciphertexts
¢p computed by EncO don’t reveal b (this uses a hybrid argument over the Qg,. challenge
ciphertexts). O
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Chapter 4

Multi-Input Inner-Product
Functional Encryption from Pairings

Overview of the construction

In this chapter, we present a multi-input functional encryption scheme (MIFE) for inner prod-
ucts based on the MDDH assumption in prime-order bilinear groups. The construction ap-
peared in [AGRW17], and was the first MIFE scheme for a non-trivial functionality based on
standard cryptographic assumptions with polynomial security loss, for any polynomial number
of slots and secure against unbounded collusions. We prove in this thesis a stronger security
guarantee than in [AGRW17]|. Namely, the novelty here, is that input slots can collude, and
should not be able to break the security of the encryption for the other slots. The security
notion that captures corruption of input slots is formally described in Definition 23. Moreover,
using a single-input FE that is secure in a multi-instance setting, we obtain a multi-input FE
(see Figure 4.6) that is more efficient that the original scheme from [AGRW17].

Concretely, the set of functionality {F), },cn we consider is that of “bounded-norm” multi-
input inner products: each key is specified by a vector (yi]|---|yn) € Z™", takes as input n
vectors X1, ..., Xy, each of dimension m, and outputs

n

Fn((y1|| B Hyn)7X17 e 7Xn) = Z(X’Hyz)
i=1

We require that the x1,...,X,,y1,...,¥n have bounded norm, and inner product is computed
over the integers. The functionality is a natural generalization of single-input inner prod-
uct functionality introduced by Abdalla et. al [ABDP15], and studied in [ABDP15, BJK15,
DDM16, ALS16, ABDP16], and captures several useful computations arising in the context of
data-mining.

Prior approaches. Prior constructions of MIFE schemes in [BLR*15] require (at least) nm-
linear maps for n slots with m-bit inputs as they encode each input bit for each slot into a fresh
level of a multilinear map. In addition, there is typically a security loss that is exponential
in n due to the combinatorial explosion arising from combining different ciphertexts across
the slots. In the case of inner products, one can hope to reduce the multilinearity to n by
exploiting linearity as in the single-input FE; indeed, this was achieved in two independent
works [LL16, KLM'18]! showing how to realize a two-slot MIFE for inner products over
bilinear groups. We stress that our result is substantially stronger: we show how to realize
n-slot MIFE for inner products for any polynomial n over bilinear groups under standard
assumptions, while in addition avoiding the exponential security loss. In particular, we deviate

!This work is independent of both works.

75
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from the prior approaches of encoding each slot into a fresh level of a multilinear map. We
stress that prior to [AGRW17], we did not even have a candidate for 3-slot MIFE for inner
products in the generic bilinear group model.

A public-key scheme. Our first observation is that we can build a public-key MIFE for inner
product by running n independent copies of a single-input FE for inner products. Combined
with existing instantiations of the latter in [ABDP15], this immediately yields a public-key
MIFE for inner products under the standard DDH in cyclic group G (we use the implicit
representation of group elements as defined in Section 2.2.1).

In a bit more detail, we recall the DDH-based public-key single-input FE scheme from
[ABDP15]:

pk := [w], ctx = ([s], [x + ws]), sky = (w,y).

Decryption computes [(x,y)] = [x +ws]y — [s] - (w,y) and then recovers (x,y) by computing
the discrete log.
Our public-key MIFE scheme is as follows:

pk = ([wi],...,[wn]),
ctx, = ([sd], [xi +Wisi]),
Skyy oy = ((W1L,Y1), .o, (WnyYn))-

We note that the encryption of x; uses fresh randomness s;; to decrypt, we need to know
each (w;,y;), and not just (wq,y1) + -+ + (Wy,yn). In particular, an adversary can easily
recover each [(x;,y;)], whereas the ideal functionality should only leak the sum Y ;" ;(x;,yi).
In the public-key setting, it is easy to see that (x;,y;) is in fact inherent leakage from the ideal
functionality. Concretely, an adversary can always pad an encryption of x; in the i’th slot with
encryptions of 0’s in the remaining n — 1 slots and then decrypt.

Our main scheme. The bulk of this work lies in constructing a multi-input FE for inner
product in the private-key setting, where we can no longer afford to leak (x;,y;). We modify
the previous scheme by introducing additional rerandomization into each slot with the use of
bilinear groups as follows:

msk = {[wil, [v]2, [2i] 7 Fiepn),
ek; = ([wil1, [vi]1, [zi]1),
ctx, = ([si]1, [xi + wWisi]1, [z + visi]1),
sky, yn = ([(W1,y1) Fv1r]2, ..., [(Wn, ¥n) +onrl2, [r]2, [(21 + - - + 20)7] 7).

The ciphertext cty, can be viewed as encrypting x;||z; using the single-input FE, where
Z1,...,2n are part of msk. In addition, we provide a single-input FE key for y;||r in the secret
key, where a fresh r is sampled for each key. Decryption proceeds as follows: first compute

[(xi, yi) + zirle = e[ + wisil1, [yil2) + e([2i + visill, [r]2) — e([si], (Wi, i) + virl2)

and then

n

S b yille = —[(an -zl + 3 Uy + e

i=1 =1
The intuition underlying security is that by the DDH assumption [z;7]7 is pseudorandom
and helps mask the leakage about (x;,y;) in [(X;,y;) + zir|r; in particular,

[(x1,¥1) + 21775 - - [(Xn, Yn) + 2u7]7, [(21 + -+ 20)7]7
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constitutes a computational secret-sharing of [(x1,y1) + - + (Xn,¥n)]7, €ven upon reusing
21,...,2n as long as we pick a fresh r. In addition, sharing the same exponent r across n
elements in the secret key helps prevent mix-and-match attacks across secret keys.

Our main technical result is that a variant of the private-key MIFE scheme we just described
satisfies adaptive indistinguishability-based security under the k-Lin assumption in bilinear
groups; a straight-forward extension of an impossibility result in [BSW11, AGVW13] rules out
simulation-based security. Our final scheme, described in Figure 4.6, remains quite simple and
achieves good concrete efficiency. We focus on selective security in this overview, and explain
at the end the additional ideas needed to achieve adaptive security.

Overview of the security proof. There are two main challenges in the security proof:
(i) avoiding leakage beyond the ideal functionality, (ii) avoiding super-polynomial hardness
assumptions. Our proof proceeds in two steps: first, we establish security with a single challenge
ciphertext per slot, and from which we bootstrap to achieve security with multiple challenge
ciphertexts per slot. We will address the first challenge in the first step and the second challenge
in the second. For notation simplicity, we focus on the setting with n = 2 slots and a single

key query yi||y2.

Step 1. To prove indistinguishability-based security, we want to switch encryptions x?,x9
to encryptions of x1, X%. Here, the leakage from the ideal functionality imposes the restriction
that

(x1,y1) + (x2,¥2) = (x1,¥1) + (%3,¥2)

and this is the only restriction we can work with. The natural proof strategy is to introduce an
intermediate hybrid that generates encryptions of x1,x9. However, to move from encryptions
xY,x9 to this hybrid, we would require that (x9]|x3, y1ly2) = (x1[x3, y1|ly2), which implies the
extraneous restriction (x9,y1) = (x},y1). (Indeed, the single-input inner-product scheme in
[BJK15] imposes extraneous restrictions to overcome similar difficulties in the function-hiding
setting.)

To overcome this challenge, we rely on a single-input FE that achieves simulation-based
security, which allows us to avoid the intermediate hybrid. See Theorem 9 and Remark 11 for
further details.

Step 2. Next, we consider the more general setting with )1 challenge ciphertexts in the first
slot and @2 in the second, but still a single key query. We achieve security loss O(Q1 + Q2) for
two slots, and more generally, O(Q1 + - -+ + @) —as opposed to Q1Q2 - - - @, corresponding
to all possible combinations of the challenge ciphertexts— for n slots.

Our first observation is that we can bound the leakage from the ideal functionality by
O(Q1+ Q2) relations (the trivial bound being @1 - Q2). Denote the j’th ciphertext query in the

1’th slot by xg’b, where b is the challenge bit. By decrypting the encryptions of x%’b, X%’b and

X}’b,x;’b and substracting the two, the adversary learns (xf’b — xi’b,yl) and more generally,

<X{ b —XZ-1 ’b, vi). Indeed, these are essentially the only constraints we need to work with, namely:

1,0 1,0 1,1 1,1
<X1 »Y1> + <X2 7}’2> = <X1 ay1> + <X2 ’YQ>7
<Xg’07X'}707Yi> = <Xg7lix7j1’1ayi>7j:27"-7Qi7i:172~

Next, we need to translate the bound on the constraints to a O(Q1+Q2) bound on the security
loss in the security reduction. We will switch from encryptions of x7  to those of x! 1 as follows:
we write
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We can switch the first terms in the sums from xi1 0 %o X,} )1 using security for a single
j:l _

challenge ciphertext, and then switch x{’o — xg 0 to X; xi1 1 by relying on security of the

underlying single-input FE and the fact that (X{’O — xil’o, vi) = (xg’l — xg’l, vi). Here, we will
require that the underlying single-input FE satisfies a malleability property, namely given A,
we can maul an encryption of x into that of x + A. Note that this does not violate security
because given (x,y),y,A, we can efficiently compute (x + A,y). See Theorem 10 for further

details.

Extension to adaptive security. The previous argument for selective security requires to
embed the challenge into the setup parameters. To circumvent this issue, we use a two-step
strategy for the adaptive security proof of MIFE. The first step uses an adaptive argument (this
is essentially the argument used for the selective case, but applied to parameters that are picked
at setup time), while the second step uses a selective argument, with perfect security. Thus, we
can afford to use to simply guess the challenge beforehand, which incurs an exponential security
loss, since the exponential term is multiplied by a zero term. The idea of using complexity
leveraging to deduce adaptive security from selective security when the security is perfect, also
appears in [Weel4, Remark 1]. See Remark 12 for further details.

Security against corruption of input slots. Proving the stronger security notion requires
solving technical challenges that did not arise in [AGRW17]. In particular, to obtain full
fledged many-AD-IND security, [AGRW17] use a generic transformation that uses an extra
layer of symmetric encryption, to encrypt the original ciphertext. The symmetric key is shared
across input slots, and the i’th share is given as part of any ciphertext for input slot i € [n].
Thus, when ciphertexts are known for all slots ¢ € [n], the decryption recovers all shares of
the symmetric key, and decrypt the outer layer, to get the original ciphertext. The rest of
decryption is performed as in the original multi-input FE.

The problem with this approach is that the encryption algorithm needs to know the sym-
metric key (and not simply a share of it). Thus, corrupting one input slot allows the adversary
to recover the entire symmetric key, and break the security of the scheme. Such problem did
not arise in [AGRW17], which does not consider corruptions of input slots. To circumvent this
issue, as in [DOT18], we use the symmetric key to encrypt the functional secret keys, instead
of encrypting the ciphertexts. Each encryption key ek; for input slot ¢ € [n]| contains the i’th
share of the symmetric key, but the full symmetric key is only needed by the key generation
algorithm, which knows msk. If one share is missing, all the functional secret keys are random.
Security of the overall multi-input FE when zero functional secret keys are queried concludes
the security proof. See Section 2.4.2 for further details.

Theoretical perspective. The focus of this work is on obtaining constructions for a specific
class of functions with good concrete efficiency. Nonetheless, we believe that our results do
shed some new insights into general feasibility results for MIFE. Namely, we presented the first
MIFE for a non-trivial functionality that polynomial security loss for a super-constant number
of slots under falsifiable assumptions. Recall that indistinguishability obfuscation and generic
multilinear maps are not falsifiable, whereas the constructions based on single-input FE in
[AJ15, BV15, BKS16] incur a security loss which is exponential in the number of slots. Indeed,
there is a reason why prior works relied on non-falsifiable assumptions or super-polynomial
security loss. Suppose an adversary makes Qg key queries, and @1, ..., Q, ciphertext queries
for the n slots. By combining the ciphertexts and keys in different ways, the adversary can
learn QoQ; - - - @y, different decryptions. When n is super-constant, the winning condition in
the security game may not be efficiently checkable in polynomial-time, hence the need for either

!The security notion achieved in [KLM*18] is actually a weaker variant of many-AD-IND in which the
adversary is only allowed to perform a single key query at the beginning of the security game.
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a non-falsifiable assumption or a super-polynomial security loss. To overcome this difficulty, we
show that for inner products, we can exploit linearity to succinctly characterize the QoQ1 - - - Qn
constraints by roughly Qo - (Q1 + - - - Q) constraints.

Discussion. Our constructions and techniques may seem a-priori largely tailored to the
inner product functionality and properties of bilinear groups. We clarify here that our high-
level approach (which builds upon [Weel4, BKP14]) may be applicable beyond inner products,
namely:

i. start with a multi-input FE that is only secure for a single ciphertext per slot and one
secret key, building upon a single-input FE whose security is simulation-based for a single
ciphertext (in our case, this corresponds to introducing the additional z1, ..., 2z, to hide
the intermediate computation (x;,y;));

ii. achieve security for a single ciphertext per slot and multiple secret keys, by injecting
additional randomness to the secret keys to prevent mix-and-match attacks (for this, we
replaced 21, ..., 2z, with 217, ..., z,r,r in the exponent);

iii. “bootstrap” to multiple ciphertexts per slot, where we also showed how to avoid incurring
an exponential security loss.

In particular, using simulation-based security for i. helped us avoid additional leakage beyond
what is allowed by the ideal functionality.

Additional related work. Goldwasser et al. [GGG™14] showed that both two-input public-
key MIFE as well as n-input private-key MIFE for circuits already implies indistinguishability
obfuscation for circuits.

There have also been several works that proposed constructions for private-key multi-input
functional encryption. The work of Boneh et al. [BLRT15] constructs a single-key MIFE in the
private key setting, which is based on multilinear maps and is proven secure in the idealized
generic multilinear map model. Two other papers explore the question how to construct multi-
input functional encryption starting from the single input variant. In their work [AJ15] Ananth
and Jain demonstrate how to obtain selectively secure MIFE in the private key setting starting
from any general-purpose public key functional encryption. In an independent work, Brakerski
et al. [BKS16] reduce the construction of private key MIFE to general-purpose private key
(single input) functional encryption. The resulting scheme achieves selective security when the
starting private key FE is selectively secure. Additionally in the case when the MIFE takes
any constant number of inputs, adaptive security for the private key FE suffices to obtain
adaptive security for the MIFE construction as well. The constructions in that work provide
also function hiding properties for the MIFE encryption scheme.

While this line of work reduces MIFE to single-input FE for general-purpose constructions,
the only known instantiations of construction for public and private key functional encryption
with unbounded number of keys require either indistinguishability obfuscation [GGH"13b] or
multilinear maps with non-standard assumptions [GGHZ16]. We stress that the transforma-
tions from single-input to MIFE in [AJ15, BKS16] are not applicable in the case of inner
products since these transformations require that the single-input FE for complex functional-
ities related to computing a PRF, which is not captured by the simple inner functionality.

Road-map. In the rest of this chapter, we first present the selectively-secure MIFE in Sec-
tion 4.1, then show in Section 4.2 how to obtain adaptive security.
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Selectively-Secure, Private-Key MIFE for Inner Products

In this section, we present a private-key MIFE for bounded-norm inner products over Z, that
is, for the set of functionalities { F}"»*Y }, e defined as F™XY 1 IC,, x Xy x - - x X, — Z, with
Ky = [0,Y]™ for all i € [n], &; := [0, X]|™, Z := Z, such that for any (yi||---||yn) € K,

x; € X;, we have:
n

F;L”’X’Y((}HH collyn)s X, Xp) = Z<Xi7}’i>'
i=1

Remark 7: on leakage

Let (xg’o, Xg’l)z‘e[n],je[@i] be the ciphertext queries, and y1]| - - ||y, be a secret key query.
For all slots i € [n], all j € [Q;], and all bits b € {0, 1}, the adversary can learn
j,b 1,b
<X§’ - X 7yl'>
via the ideal functionality. In the IND security game, this means the adversary is restricted
to queries satisfying

g1

j,0 1,0 1,1
g - X 7Yi>:<xz - X ;Yi>-

(x!
In the hybrid, we want to avoid additional constraints such as

i,0 1,0 i,0 1,1 j,1 1,0 j,1 1,1
<Xg - X; 7YZ> = <Xg - X; 7YZ> = <Xg - X; 7YZ> = <Xz - X; 7YZ>

We prove many-SEL security, for static corruptions (see Definition 23), using an asymmetric
pairing group PG = (G, Ge, Gr,p, P1, Py, e) with e : G; x Go — Gr of prime order p, where p
is a 2X-bit prime. Our construction relies on the Matrix Decisional Diffie-Hellman assumption
in G1 and in Gy (see Definition 10), and build upon any single-input FE for inner products, that
satisfies one-SEL-SIM security, along with some additional structural properties. Such single-
input FE can be obtained by straightforwardly adapting the scheme from [ALS16, Section 3],
and is recalled in Section 2.6.1 for completeness. For correctness, we require n;m; X;Y to be
polynomials in the security parameter. This implies that:

n-m-X-Y <Lp.

Our generic single-to-multi input construction is described in Figure 4.1. We present a self-
contained description of the scheme in Figure 4.6.

Selectively-secure, multi-input scheme from single-input scheme

Main construction. We present in Figure 4.1 a private key multi-input FE, MZFE, for
the bounded-norm inner products over Z, starting from any one-SEL-SIM secure, single-input
inner products FE, FE, that additionally satisfies the following requirements.

Additional requirements. The construction and the analysis requires that 7€ := (GSetup’,
Setup’, Enc’, KeyGen’, Dec’) satisfies the following structural properties:

e The scheme can be instantiated over Gi, where the ciphertext is a vector [c]; over G
and the secret key is a vector d; over Z,.

e Enc’is linearly homomorphic. More specifically, we only that, given gpk’, Enc’(gpk’, ek’, x),
and x’, we can generate a fresh random encryption of x + x’; i.e. Enc(gpk’,ek’,x + x').
This property is used in the proof of Lemma 31 and Lemma 32.
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e For correctness, Dec’ should be linear in its input d and [c]y, so that Dec’(gpk’, [d]2, [c]1) =
[Dec’(gpk’, d, ¢)]r € Gr can be computed using a pairing.

e For an efficient MIFE decryption, Dec’ must work without any restriction on the norm
of the output as long as the output is in the exponent.

o Let (G/S;Jp, §e§1/p, EE:, K;;égn) be the simulator for the one-SEL-SIM security of FE.
We require that sz\égn(n:\s}, -,+) is linear in its inputs (y,a), so that we can compute
sz\ézn(r;s/k, [y]2, [al2) = [K%n(r?s/k,y,a)]g This property is used in the proof of
Lemma 29.

Setup(1*, FmXY):

gpk’ GSetup'(l/\7F|7,f+k’X’Y), where gpk’ contains PG := (G, Ga, p, P, P2, €) + PGGen(1?*)
For all i € [n]: (ek}, msk]) « Setup(1*, gpk’, Fjp ™Y, 2, ¢ 7k, ek; == (eki, z;)

pk := gpk’, msk := {msk;,zi}ie[n]

Return (pk, msk, (ek;)ic[n])

Enc(pk, ek;, x;):
Return Enc’(gpk’, ek}, x;||z;)

KeyGen(pk, msk,y1]| - - |lyn):
r <Ry Z’;, z = <Z1 —|—-~'—|—Zn,r>
For all i € [n]: d; + KeyGen'(gpk’, msk’, y;||r)

dky, [ flyn = (1l lyn), {[dil2}iepm [t]2, [2]7)
Return dky, ||... |y,

Dec(pk, dKy - [y s CtLs - - -5 Cp):

Parse dky, .|y, = ((y1]l -+ [yn), {[dil2}iepn, X2, [2]7)
For all i € [n]: [a;]7 <+ Dec'(gpk’, [di]2, ct;)

Return the discrete log of (3°1; [a;]r) — [2]1

Figure 4.1: Multi-input functional encryption scheme MZFE for the bounded norm inner-product
over Z. FE := (GSetup’, Setup’, Enc’, KeyGen’, Dec’) refers to a single-input inner-product FE.

Correctness. By correctness of FE, we have for all i € [n]: [a;]7 = [(x;]|Z, yil|lr)]r. Thus,
decryption computes:

n

O xillzi, yille)) = (21 + -+ zg,x) | = [(xall -+ 1%, 31l - lyn)]p
=1 T

We know 3, (x;,y:) < n-m-X-Y, which is bounded by a polynomial in the security parameter.
Thus, decryption can efficiently recover the discrete log: >, (x;,y;) mod p = >, (x;,yi), where
the equality holds since >, (x;,y;) <n-m-X-Y < p.

Remark 8: Optimization

A more eflicient version of our scheme would be to take z; <x Z’; subject to ), z; = 0.
This way, we don’t have to include the value [z]r in the secret keys, since it would
cancel out. We choose to present the inefficient version which includes the value [z]r for
simplicity.
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Remark 9: Notations

We use subscripts and superscripts for indexing over multiple copies, and never for in-
dexing over positions or exponentiation. Concretely, the j’th ciphertext query in slot 4 is
J

X; -

Security. First, we prove the one-SEL-IND-static security of MZFE, in Theorem 9, that
is, in English: the scheme is secure for only one challenge ciphertext per input slot, in the
selective setting, for static corruptions (see Definition 23). Then, in Theorem 10, we show how
to upgrade the security of the MZFE to many-SEL-IND-static, that is, for many challenge
ciphertexts.

Theorem 9: one-SEL-IND-static security of MZFE

Suppose FE is one-SEL-SIM secure for n instances, and that the Uy (p)-MDDH assumption
holds in Gg. Then, MZFE is one-SEL-IND-static secure.

Recall that the Uy (p)-MDDH assumption is the weakest of all Dy (p)-MDDH assumptions,
for any matrix distribution D (p), according to Lemma 3. In particular, it is implied by the
well-known k-Lin assumption.

’game‘ ct;: ‘ {di}ic[n) in sky: ‘ z in sky: ‘justiﬁcation/remark‘
-SEL-IND-stati
Go,3 Enc’(gpk’,eké,xf”zi) KeyGen'(gpk’, msk, y;||r) z={z1+ ...+ Zn,r) one ) statie
security game
P— — one-SEL-SIM
G, Enc(msk;) KeyGen(msk;, y;||r, <xi'8||zi,yi||r)) z=(z1+...+2n,r) i
security of FE
Ga, Enc(msk;) KeyGen(msk;, y;|r, <xf,yi> + 2z )| z= Ziecs (24, 1) + Zie%szi Di-MDDH

Figure 4.2: Sequence of games for the proof of Theorem 9. Here, for any slot ¢ € [n], ct; refers to the

0 1

challenge ciphertext computed by oracle OEnc(i, (x3,x;)), d; and z refers to the vectors computed by

the oracle OKeygen(y: || - - - [|yn) as part of dky, ... y.,, and (GSetup, g(_e;u/p, E;:, K/e?G/en) is the simulator
for the one-SEL-SIM security of FE.

Proof of Theorem 9. Using Theorem 2, it is sufficient to prove one-SEL-IND-zero-static (i.e.
the scheme is secure when no decryption keys are queried), and one-SEL-IND-weak-static
i.e. we assume the adversary requests a challenge ciphertext for all slots ¢ € HS, where
HS := [n] \ CS denotes the set of slots that are not corrupted) to obtain one-SEL-IND-static
security.

The one-SEL-IND-zero-static security of MZFE follows directly from the one-SEL-IND
security of FE (which is implied by its one-SEL-SIM security). In what follows, we prove
one-SEL-IND-weak-static security of MZFE.

We proceed via a series of games G; g for i € {0,...,2}, § € {0,1}, described in Figure 4.3.
The transitions are summarized in Figure 4.2. Let A be a PPT adversary. For any game G,
we denote by Advg(A) the probability that the game G outputs 1 when interacting with A.
Note that the set of input slots for which a challenge ciphertext is queried, denoted by I in
Figure 4.3, is such that HS C I, since we want to prove one-SEL-IND-weak security.

Games Ggg, for § € {0,1}: are such that Advj’,‘fi%%jND'Weak'Static()\) = |Advg,,(A) —
Advg, , (A)|, according to Definition 21.
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Games Go g, , for 8 € {0,1}:

({xb}icrcmypefo1},CS C [n]) = ALY, F-0Y)
gpk! GSetup'(l/\,Flgﬁk’X’Y), pk = gpk'. For all i € [n]: (eki,msk}) <«
Setup’ (1%, gpk’, %Y 2, «n 7%, ek; = (ekj,z;). For all i € I: ct; := Enc’(gpk’, ek, x” [|z,).

(é&,td) — G/S_e\EEp(lA,Eg+k’X’Y), pk = éﬁ( For all ¢ € [n]: (eNklv, nfﬁ\sT<1> —
Qﬂ/p(l)‘,éﬁ,ﬂg+k’x’y), z; < LY, ek; := (ek;, z;). Foralli € CSNI: ct; := Enc/(gglz, &i,xfﬂzi).
For all i € HS: ct; := Enc(td, msk;).

o+ AOKeveen() (pk, (ct;)ier, (eki)iecs)
Return a.

OKeygen(y1 |-~ [[yn):
By VEHS By s lat o n) 2= Tieaslant) t Xiens )

Vi € [n]: d; + KeyGen' (gpk’, msk}, y;||r), | d; + KeyGen’ (gpvk, r;s/ki,yiﬂr)

Vie HS: d; K/e;/\én (td7 nig(i,yiﬂn <xf||zi7yi|\r>>

dky1|\~--llyn = ({[di]Q}ie[n]a [r]2, [Z]T)
Return dky, ||... |y,

Figure 4.3: Games for the proof of Theorem 9. In each procedure, the components inside a solid
(dotted) frame are only present in the games marked by a solid (dotted) frame. Here, CS denotes the
set of corrupted slots, HS := [n] \ CS denotes the set of honest slots, and I C [n] denotes the set of
input slots for which there is a challenge ciphertext. We have HS C I.
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Games G; g, for 8 € {0,1}: we replace (GSetup’,Setup’, KeyGen’, Enc’) by the simulator
(GSetup, Setup, KeyGen, Envc), using the one-SEL-SIM security of F& for h instances, where h

denotes the size of HS, where HS is the set of honest input slots, that is, HS := [n] \ CS. We
prove in Lemma 28 that there exists a PPT adversary B; such that

|Advg, 5 (A) — Advg, ,(A)| < AdvEERT M (N).

Games Gy, for 3 € {0,1}: we replace the values (z;,r) used by the oracle OKeygen to
Zi <—r Ly, for all slots i € HS, using the Uy (p)-MDDH assumption in Go. Namely, we prove
in Lemma 29 that there exists a PPT adversary By such that:
- 1
|Adve, ,(A) — Adv, , (A)] < AdvE RPN T
Finally, in Lemma 30, we prove that Go g and Gg 1 are perfectly indistinguishable, using a
statistical argument that crucially relies on the fact that we are in the selective security set-

ting, and using the restrictions on the queries to OKeygen and the challenge {xi-’ bie 1C[n],be{0,1}
imposed by the security game. We have:

Advg, ,(A) = Advg, , (A).
Putting everything together, we obtain:

) - 2
ARSIkt (1) < 2. AVRESET M) + 2 AV () 4+
where h < n is the number of honest input slots. ]

Lemma 28: Game Gy g to Gz
There exists a PPT adversary B g such that

Advg, ,(A) — Advg, ,(A) < AdvEEETS ™M),

where h denotes the size of HS, where HS is the set of honest input slots, that is,
HS :=[n]\ CS.

Proof of Lemma 28. In the game G; g, we replace (GSetup’, Setup’, Enc’, KeyGen’) by the simu-

lator (G/S_e\tjp, §e_EU/p, E;'I/C, KeyGen), whose existence is ensured by the one-SEL-SIM security of
FE& (see Definition 20). A complete description of games Gy 3 and Gj g is given in Figure 4.3.
The adversary By g proceeds as follows.

-Simulation of (pk, {ct;}icr, {ek;}ices):

Upon receiving the challenge {x0};c/pef0.1}, and the set of corrupted user CS C [n] from A,
adversary By g samples z; <y ZF for all i € [n], and sends {(Xf ||z;) }iens to the experiment it
is interacting with, upon which it receives the global public key gpk and ciphertexts {ct; };enus-
The global public key gpk is either of the form gpk = gpk’ with gpk’ +— GSetup’(1?, Fp ’Y) if
By s is interacting with the experiment REAL”¢ (1%, By 5.¢), and gpk = gpk with (a)T(,td) +—
G/Sajp(l’\, Flrg’X’Y) if By 5 is interacting with the experiment IDEAL® (1}, By 54) (see Defi-
nition 20 for a description of these experiments, with the one-SEL restriction). The ciphertexts
are of the form ct; := Enc’(gpk’, ek;,XfHZi) or Iﬁ(td,éﬂi, r;s/kz), depending on which experi-
ment By g is interacting with.

For all i € CS, By samples (ek;, msk;) <« Setup'(l’\,gpk,}ﬂ?’x’y). For all CS N I, it
computes ct; := Enc’(gpk, eki,x?Hzi). It sets pk := gpk, and returns (pk, {ct; }ier, {eki}iccs) to
A.
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-Simulation of OKeygen(y1||...[|yn):

For any query (yi] ... Hyn), By g, picks r < Z’;. Then, for all ¢ € CS, it computes d; «
KeyGen'(gpk, msk;, y;||r). It can do so since it knows gpk and msk; for all i € CS. For alli € HS,
By, queries its own decryption key oracle on y;||r, to obtain d; := KeyGen’ (gpk’ msk, y;||r) if

it is interacting with the real experiment, or d; := KeyGen(td msk;, yilr, (x; 51z, yillr)) if it is
interacting with the ideal experiment.

Then, it computes 2 := (z1 + - - + 2p, r) and returns dky, .|y, = ({[di]g}ie[n}, [r]o, [z]T)
to A.

Finally, By s forwards A’s output « to its own experiment. It is clear that when By g inter-
acts with the experiment REALZ¢ (1’\7 By ), it simulates the game Gg g, whereas it simulates
the game G g when it interacts with IDEAL”" (1, By g). Therefore,

_ }pr [REALFS(&BO,/;) =1] - Pr [IDEAL7 (1%, By ) = 1] |
= |Advg, ;(A) — Advg, ,(A)l

Lemma 29: Game Gy 3 to Gy g

There exists a PPT adversary Bs g such that:
U,
Advg, , (A) — Advg, , (A) < Advgl " (A) + L

Recall, from Lemma 3, that for any matrix distribution Dg(p), we have Dy (p)-MDDH
= Uy (p)-MDDH.
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Proof of Lemma 29. Here, we switch {[r]2, [(zi,T)]2}iens used by the oracle OKeygen to {[r]s,
[Zi]2 }iens, where z; <—x Z’;, Zi & Lp, and r < Z’;. Recall that HS denotes the set of honest
slots, that is HS := [n] \ CS.

This is justified by the fact that {[r]a, [(zi,1)]2}iens € G§k+h), where h is the size of HS,
is identically distributed to [Ur|y where U <—g Upin i(p) (wlog. we assume that the upper k&
rows of U are full rank), which is indistinguishable from a uniformly random vector over G§+h,
that is, of the form: {[r]s, [Zi]2}icns, according to the Uy 1 (p)-MDDH assumption. To do the
switch simultaneously for all calls to OKeygen, that is, to switch {[r’]s, [(zi,rjﬂg}ieﬂ&je[%]

to {[r’]a, [gg]g}iey_[s7je[@0}, where Zf + Zp and 17 < Zlg for all j € [Qo], where Qo denotes
the number of calls to OKeygen, we use the Qo-fold Uy, p, 1(p)-MDDH assumption. Namely, we
build a PPT adversary Bj 5 such that

Advg, ,(A) — Advg, 4 (A) < Advgs,_g;k;h,k(p)'MDDH(A).

This, together with Corollary 1 (U (p)-MDDH = Qo-fold Uy1p k(p)-MDDH), implies the
lemma. The adversary Bé’ 5 proceeds as follows.

-Simulation of (pk, {ct;}icr, {eki}iccs):

Upon receiving an Qo-fold Uj,4p,,-MDDH challenge
(PQ, Ul € G(2k+h)xk’ {hlﬂ .. HthL c Gék—i—h)xQO) ’

together with the challenge {Xi‘)}iel,be{Ql} and the set CS C [n] from A, By 4 samples (g/pvk, td) «
Gggap(l)‘,}ﬂg“rk’x’y). For all i € [n], it samples (ek;, msk;) < ézu/p(l)‘,éﬁ(,ﬂgwk’x’y),
Z; <R Zl;, and sets ek; := (Ji,zi). For all i € HS, it samples ct; := ﬁ:(td,gﬁi,r@i).
For all i € CS NI, it samples ct; := Enc’(ébT(,glzi,Xszi). It sets pk := éﬁ(, and returns
(pk, {cti}icr, {eki}iccs) to A.

-Simulation of OKeygen(y1]---||yn):

On the j’th query yi---[lyn of A, Bj 4 sets [r/]y := [hi]y, where hi € Z denotes the
k-upper components of h/ € Z’;*". For all i € CS, it computes d; := KeyGen/(éH(, rﬁg(i,
yillr?). For all i € HS, it computes [d;] := Kgy\égn (td,nTs/Ig,[yiHrj]g, [<xiﬁ,yi> +hi+i]2),
where hi, 4; denotes the k + i’th coordinate of the vector hi ¢ Z];+h. Here we rely on
the fact that K/e;/\G/en(td,n:&,-,') is linear in its inputs (y,a), so that Bé,,@ can compute
Kg/\én(rﬁg(, [¥]2,[a]2) = [K/eil\ézn(nﬁ,y,a)]g. Note that when [th . HhQO}2 is a real MDDH
challenge, B3, 5 simulate game Gy g, whereas it simulates game G2 3 when [hl |- HhQO} ) is uni-

formly random over ngJrn)XQO. O

Lemma 30: Game Gy to Go;

Advg, ,(A) = Advg, , (A).

Proof of Lemma 30. We show that Gy g does not depend on (3, using the fact that for all
yill -+ llyn € (Z")", for all {xbe Zy' Yien) pe{o,1}, the following are identically distributed:

{Zitiens and {Z — (x0,vi) Viens,
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where z; < Z, for all i € HS.

For each query yi|| - - - ||yn, OKeygen(yi| - - - [|yn) picks values z; <—x Z), for i € HS that are
independent of y1|| - - - ||y, and the challenge {x? € Zy' Yien) pefo,1} (note that here we crucially
rely on the fact the games Go g and Ga 1 are selective), therefore, using the previous fact, we can

switch z; to z; — (Xf ,yi) for all i € HS, without changing the distribution of the game. This

way, for all i € HS, OKeygen(yi|| - - |lyn) computes d; « K%n(td,r@i,yi\\r,%), which
does not depend on 3, and

Z = Z <Z¢,I'> + Z Zi — Eie’HS(X?ayi> .

i€CS i€EHS

By definition of the security game, we have x? = x} for all i € CS N I. Thus, we have:

;=

zi= ) (zr)+ D Fi- Sier(x],¥i) -
ieCS 1EHS
Finally, by definition of the security game, we have: 3 ,c;(x%,y;) = >,c/(x},y:). This is
implied by Condition 1 in Definition 23, and the fact that HS C I. That means the value
[z]7 computed by OKeygen does not depend on 3. Finally, for all i € CS, OKeygen(y1|| - - ||yn)
computes d; := KeyGen'(gH<7 n?s@i,yiﬂr), which does not depend on 3. Putting everything
together, we get that Gy 5 is independent of (. O

Remark 10: decryption capabilities

As a sanity check, we note that the simulated secret keys will correctly decrypt a sim-
ulated ciphertext. However, unlike schemes proven secure via the standard dual system
encryption methodology [Wat09], a simulated secret key will incorrectly decrypt a nor-
mal ciphertext. This is not a problem because we are in the private-key setting, so a
distinguisher will not be able to generate normal ciphertexts by itself.

Remark 11: why a naive argument is inadequate

We cannot afford to do a naive hybrid argument across the n slots for the challenge
ciphertext as it would introduce extraneous restrictions on the adversary’s queries. Con-
cretely, suppose we want to use a hybrid argument to switch from encryptions of x?,x9
in game 0 to those of x%,x% in game 2 with an intermediate hybrid that uses encryp-
tions of x},x9 in Game;. To move from game 0 to game 1, the adversary’s query y1||y2
must satisfy (x0(|x9,y1]ly2) = (x}[|x9,y1]/y2), which implies the extraneous restriction
<X(1), y1> = <X%, y1>'

As described in the proof above, we overcome the limitation by using simulation-based
security. Note that what essentially happens in the first slot in our proof is as follows (for
k = 1, that is, DDH): we switch from Enc’(pk},x{|21) to Enc’(pk],x1||z1) while giving
out a secret key which contains KeyGen'(msk/, y1||r!) and [r!]s. Observe that

Xl yallrt) = (< ya) +2rts - (xillznyallr) = (xa,y10) + 2!

may not be equal, since we want to avoid the extraneous restriction (x9,y1) = (x},y1).
This means that one-SEL-IND security does not provide any guarantee that the cipher-
texts are indistinguishable. However, one-SEL-SIM security does provide such a guaran-
tee, because

(7, y1) + 21ima, [r']2) ~e (%1, 31) + 2172, [r']2)

via the DDH assumption in Gs. Since the outcomes of the decryption are computationally
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indistinguishable, the output of the simulated ciphertext would also be computationally
indistinguishable.

Theorem 10: many-yy-IND-static security of MZFE

Let yy € {AD,SEL}. Suppose FE is many-yy-IND secure and MZFE is one-yy-IND-
static secure. Then, MZFE is many-yy-IND-static secure.

Since the construction MZFE from Figure 4.1 is proven one-SEL-IND-static secure in
Theorem 9, we obtain the following corollary.

Corollary 2: many-SEL-IND-static security of MZFE

The scheme MZFE from Figure 4.1 is many-SEL-IND secure, assuming the underlying
FE& is many-SEL-IND secure.

That is, we show that our multi-input FE is selectively secure in the setting with multi-
ple challenge ciphertexts (and since our multi-input FE is a private key scheme, this is not

immediately implied by the one-SEL-IND security).

Proof overview.

. . 1 1,1
e We first switch encryptions of xl’o, ..., x50 to those of x7,...,xb! and for the re-
maining ciphertexts, we switch from an encryption of x!" = (x{’0 — xi1 0y ¢ xi1 0 to

that of (x{’0 — xi1 ’0) + x;''. This uses the one-yy-IND security of MZFE, and the fact

i
that its encryption algorithm is linearly homomorphic, thanks to which encryption of

1’0) + xg’ﬁ can be publicly computed from an encryption of xP

0
(Xg - X i

e Then, we switch from encryptions of

2,0 1,0 1,1 0 1,0 1,1
(x;7 —x;7) +x;° 7"'7(XiQZ7 —x;7) +x;
to those of
2,1 1,1 1,1 1 1,1 1,1
(x;" —x;7) +x; ,...,(x?“ %)+ %7

This uses the many-yy-IND security of F€E.

As described earlier, to carry out the latter argument, the queries must satisfy the constraint

0 1,0 1,1 i1 1,1 1,1 i0 1,0 i1 1,1
((xf —x;7) +X; ,yi>:((X§ —x;7) + %7, yi) = (xf - X; ,yi>:(Xg —X;",Yi)

where the latter is already imposed by the ideal functionality.

Proof of Theorem 10. We proceed via a series of games, described in Figure 4.5. The transi-
tions are summarized in Figure 4.4. Let A be a PPT adversary. For any game G, we denote
by Advg(A) the probability that the game G outputs 1 when interacting with A.

Game Gg: is such that Adv?j}??i‘_lND()\) = |Advg,(A) — Advg,(A)|, according to Defini-
tion 21.

Game Gi: is as game Gg, except we replace the challenge ciphertexts to ct{ = Enc(pk, ek;,
X{’O —xi1 ’0+x3 1) for all i € [n] and j € [Q,], using the one-yy-IND security of MZFE. Namely,
we prove in Lemma 31 that there exists a PPT adversary B such that

Advg, (A) — Advg, (A) < AdVIERE R (A).
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game ct{ : justification/remark
. many-yy-IND
0 Enc(ek;, xf’o — x}’o + xg’o)
security game
1 Enc(ek;, x)° —x}0+ xI!) one-yy-IND security of MZFE
2 Enc(ek;, xg’l ) many-yy-IND security for n instance of FE

Figure 4.4: Sequence of games for the proof of Theorem 10. Here, for any slot i € [n], and j € [Q;],
ct] refers to the j’th challenge ciphertext for slot ¢ € [n]. Changes are highlighted in gray for better
visibility.

r -7
Games G, , L(igj:
CS C [n] + A(1*, EmXY)
(pk, msk, (ek;)iepn]) < Setup(1*, Fm*Y)
o — AOEnc(-,-),OKeygen(-)(pk7 {eki}iGCS)
Return a.

OEnc(i, (x0,xI'1)):

)

J._ 7,0 1,0 1,0
ct] := Enc(pk, ek;,x]" —x;" +x,;7)

J._ 3,0 1,0 1,1
ct] := Enc(pk,ek;,x]" —x;" +x,;77)

=
j L1, 11

 ct! := Enc(pk, ek;, x"" — x; )
L e e e e e e e e e e e e mm— - - .

Return ctg .

OKeygen(y1 -~ [lyn):
Return KeyGen(pk, msk,y1||--- ||yn)-

Figure 4.5: Games for the proof of Theorem 10. In the selective variants of these games, the adversary
sends its challenges {xg’b}ie[n} ,jelQil,befo,1} before seeing the public key and querying any decryption
keys.

Game Gio: we replace the challenge ciphertexts to ctg = Enc(pk,eki,xg’1 — xg’l + X,}’l) =

Enc(pk,eki,xg’l) for all i € [n] and j € [Q;], using the many-yy-IND security of FE for
n instances, which is implied by the single-instance security (see Lemma 5). We prove in
Lemma 32 that there exists a PPT adversary By such that
Advg, (A) — Adva(A) < AdvEEY NP ()).
Putting everything together, we obtain:

AdVITPEE () < AdVZe s, (V) + AdVEEETP (V).

Lemma 31: Game Gj to Gy

There exists a PPT adversary By such that

[Adve, (A) — Adve, (A)] < AV NP ().
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Proof of Lemma 31. In game G1, which is described in Figure 4.5, we replace Enc(pk, ek;, xg’o) =
Enc(pk, eki, x;° + (x2° — x]"*)) with Enc(pk, ek;, x;7" + (x2 — ;")) for all i € [n], ] € [Qy].

7

This is justified by the following properties:

e one-yy-IND security of MZFE;

e the fact Enc’ is linearly homomorphic. Namely, for all i € [n], given Enc’(gpk’, ek’, x; By,
1,0

x1? — x"" and gpk/, we can create a fresh encryption Enc’(gpk’,ek;,xg’ﬁ +x70 —x")

(corresponding to challenge ciphertexts in slots ¢ in game Gg).

The adversary By proceeds as follows.

-Simulation of pk:

In the adaptive variant, i.e. yy = AD, B receives the set CS C [n] from A, sends it to its own
experiment, receives a public key which it forwards to A. A

In the selective variant, i.e. yy = SEL, it receives the challenge {xg’b}ie[n],je[Qi],be{O,l}a and
the set CS C [n] from A. It sends the pair of vectors {Xll e I,pefo,1} as its selective challenge
to its experiment, where I C [n] is the set of indices ¢ € [n] for which @; > 0. It gets back pk,
which it forwards to A, and the challenge ciphertexts {ct;};cr, where ct; = Enc(pk, ek;, xi’ﬁ ),
for g € {0,1}, when B is interacting with the experiment SEL—INDQAIIS(Y\, B1), which is the
selective variant of AD—INDQAI}—S(l)‘, B1) from Definition 23.

-Simulation of OEnc(s, (xg’o,xg’l)):

In the adaptive variant, if j = 1, that is, it is the first query for slot ¢ € [n], then B; queries
its own oracle to get ct; := Enc(pk, ek;, x"?), where 8 € {0,1}, depending on the experiment
By is interacting with. If j > 1, By uses the fact that the single-input inner-product scheme is
linearly homomorphic to generate all the remaining ciphertexts ct} for i € I,j € {2,...,Q;}
by combining ct; = Enc(pk, ek, x;”) = Enc’(gpk’, ek}, x*”||z;) with the vector (x* — x°||0)
to obtain Enc’(gpk',ekg,xi’ﬁ + xg’o — Xil’OHZi) = Enc(eki,xil’ﬂ + Xg’o - X%’O) which matches
the challenge ciphertexts in Game Gg. Note that this can be done using gpk’. B; returns
{ct! e jelqu) to A

In the selective variant, the same thing happens, except queries to OEnc are performed
beforehand.

-Simulation of OKeygen(y1|---||yn):

B simply uses its own secret key generation oracle on input yi||--- |y, and forwards the
answer to A.

Finally, By forwards the output a of A to its own experiment. It is clear that for all
B € {0,1}, when B; interacts with one—SEL-INDéMIJ:E, it simulates the game Gg to A.
Therefore,

one-yy-IND o
AdVMZ}'S,Bl (A) =

‘Pr [one-yy-INDé\AI]:g(l)‘,Bl) = 1] —Pr [one-yy-IND{MI}—S(l)‘, B) = 1” =
|Advg, (A) — Advg, (A)].

Lemma 32: Game G; to Gy
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There exists a PPT adversary By such that

|Adve, (A) — Advg, (A)| < AdvEEY 2 NP ().

Proof of Lemma 32. Tn Game Gy, which is described in Figure 4.5, we replace Enc(gpk’, ek}, x;"' +
(xg’0 —xil’o) |z;) with Enc(gpk’,ekg,xi’1 + (xg’1 —x}’l) l|z:) = Enc(gpk’,ekg,xg’lei), for all
i € [n],j € [Q;]. This follows from the many-yy-IND security of FE for n instances, which we
can use since for each key query yi]| ... |y, and all r, z, we have

1 1,0 1,0 1 7,1 1,1
(xit 4 xl0 = %z, yilr) = (xt FxDt - %)

z,yi||r).

The latter is equivalent to (x/° —x*,y;) = (x)'' —x}'! y;), which follows from the restriction
imposed by the security game (see Remark 7).

We build a PPT adversary By such that:
[Adve, (A) — Adve, (A)| < AdVEEEY NP (N).

Adversary By proceeds as follows. '

First, By samples z; < Z’Ij for all ¢ € [n]. Then, it simulates all challenge ciphertexts ct/
using its own encryption oracle on input (4, (X{’OHZZ', X'g’l |zi)). It simulates all decryption keys
dky,|...|ly, Py first sampling r <5 Z]; , and setting d; as the output of its own decryption key
oracle on input (4,y;[|r). It returns dky, ...y, = ({[di]2}ien), [Y2; [22:(2i, 1)]7)-

Finally, By forwards the outputs a of A to its own experiment. It is clear that for all
g € {0,1}, when By interacts with many-yy-INDéVlZ]:g, it simulates the game Gi44 to A.
Therefore,

many-yy-IND _
Adeg,Bg,n (\) =

’Pr [many-yy-INDOfg (1}, 17, By) = 1} —Pr [many-yy-IND{:g (117, By) = 1” -
|Advg, (A) — Advg, (A)].

Putting everything together

In Figure 4.6 we spell out the details of the scheme in the previous section with a concrete
instantiation of the underlying single-input inner-product scheme, whose one-SEL-SIM security
is proven under the D,-MDDH assumption, which is provided for completeness in Section 2.6.1.
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Setup(1*, F-XY):
PG := (G1,Gq,p, Py, Ps,e) g PGGen(1)), A <5 Di(p). For all i € [n]: W, «p

Zy” v e 2 Y g oy ZE, ek = (20, [WLAL VAL, pk = (PG,[A]Y),
msk := {W;, Vi, 2;}icpn). Return (pk, msk, (ek;)icn)-

Enc(pk, ek;, x;):

—ASZ'
S; ¢ R Z’; return |x; + W;As;
Z; + VzASZ 11
KeyGen(msk, y1l| - - [lyn):
r<—RZ’;. For all i € [n]: d; := Vi ,z2:=(2Z1+ "+ 2Zn,T)
r

Return ({[d;]2}iefn, [T)2, [2]7)

Dec( ({[dil2iequp [l [2)7). {leils iepm )

ldlr =3, e([eil{ , [di]2) — [2]r
Return the discrete log of [d].

Figure 4.6: Our private-key MIFE scheme for the functionality F/™X:Y which is proven many-SEL-
IND-static in Corollary 2, and many-AD-IND secure in Theorem 51. Both rely on the Dy (p)-MDDH
assumption in G; and Go.
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Achieving Adaptive Security

In this section, we prove that MIFE from Figure 4.6 is many-AD-IND-static under Dg(p)-
MDDH assumption in G; and Gy. That is, our scheme is secure with many challenge cipher-

texts, chosen adaptively by the adversary, and handles static corruptions of input slots (see
Definition 23).

Security. The security proof proceeds in two steps, similarly than the many-SEL-IND se-
curity proof in Section 4.1. First, we show in Theorem 11 that the MIFE in Figure 4.6 is
one-AD-IND-static secure, that is, it is adaptively secure when there is only a single challenge
ciphertext, and handles static corruption of input slots.

Then, using Theorem 10 (many-yy-IND security of F€ & one-yy-IND security of MZFE =
many-yy-IND of MZFE) together with Theorem 11 (one-AD-IND security of MZFE) and the
many-AD-IND security of the underlying 7€ (proven in Theorem 4), we obtain many-AD-IND
security of MZFE (Corollary 3)

Theorem 11: one-AD-IND-static security of MZFE

Suppose the Dy (p)-MDDH assumption holds in G; and Go. Then, the multi-input FE in
Figure 4.6 is one-AD-IND-static secure.

That is, we show that our multi-input FE is adaptively secure when there is only a single
challenge ciphertext.

Corollary 3: many-AD-IND-static security of MZFE

Suppose the Dy (p)-MDDH assumption holds in G; and Gy. Then, the multi-input FE in
Figure 4.6 is many-AD-IND-static secure.



Game c; c, c d;: z: justification/remark reference

P one-AD-IND-static -
Go,s As; W,c; +x; | Vic; +z; Wiy, +V/r (z1+ ...+ 2Zp, 1) Definition 23
security game

Gig | Asi+ u | Wic; + x? V,c; +z; Wiy, +V/r (z1+ ...+ 2zp,1) Dy-MDDH in G4 Lemma 33

Gap As; +u | W,c; + XiB V,c; Wiy, +V/ r— at(z,r) (z1+ ...+ 2,,1) inf. theoretic Lemma 34
5 IfieHS: Wiy;+V/r— atz =

Ggﬁ As;,+u | Wc; + X; Vc; ZieCS<zi7 I‘> aF ZiEHS Z5 Di-MDDH in Go Lemma 35

Ifi € CS: Wiy, +V/ r—al(z,r)

) 5 IfieHS: Wiy, +V/r—alz _ ; :
3.8 As;,+u | W,c; +x; Vic; . Yoices(Zit) + D icns Zi selective variant Lemma 36
Ifi € CS: Wiy, +V/ r—alt(z,r)

Figure 4.7: Sequence of games for the proof of Theorem 11. Here, for any slot i € [n], ([—ci]1, [c}]1, [c/]1) is the challenge ciphertext computed by Enc(i,x?,x});

[d;]2 and [z]7 are part of the sky, |...|y, computed by OKeygen(y1]|--[lyn). We use u <— Z&*1\ Span(A) and a® < ZF*! such that ATat =0 and u'a* = 1.
To analyze the games Gg g, we consider the selective variant of these games: G ;. We prove using an information-theoretic argument that G3, and G3; are
identically distributed. Using a guessing argument, we prove the same holds for the adaptive games Ggo and Gg ;.

V6

sgurireq wogj uordAous [euorjoundg jonpoid-euuy jndul-iynpy - oidey)
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Games Gg 3,| Gy g, Go 5, GB,B,Téi/] :

CS C [n] + AL, FpXY), {ébf};q;; — A ERY)

PG < PGGen(1)), A < Dk.( ), pk == (PG, [A]1)

u < ZFH\ Span(A),at < Zk"’l st. ATat =0 and u'al =1
For all i € [n]: Wy < Zp YV e 2 Y g g ZE, ek o= (20, [WiADL [ViA]),

\For all i € HS, ct; := OEnc(i, (XO xl))1

Output a.
77777777777 A
OEnc(s, (x{, x})): Go,5, Glﬁu G2,6,Gs,6, G3 5 |
U J
If i e HS, return 1. s; <—R Z c;:= As; +[u] c; := Wjc; + Xf
=V,c; + z“ c/ = Vici L
L e - - = = -
¢
Return | ¢}
c/
OKeygen(y1[ - - [lyn): Go.5,G1,6: G2, Gs 8,63, 5 |
r g Z; ‘\%{é’#é’;; ;gfzf |

Return ({[di]g, }ie[n], [r]2, [Z]T)

Figure 4.8: Games for the proof of Theorem 11. In each procedure, the components inside a solid
(dotted, gray) frame are only present in the games marked by a solid (dotted, gray) frame. Here, CS
denotes the set of corrupted slots, and HS := [n] \ CS is the set of honest input slots. The oracle OEnc
can be queried at most once per input slot.

Proof of Theorem 11. Using Theorem 2, it is sufficient to prove one-AD-IND-zero-static (i.e.
the scheme is secure when no decryption keys are queried), and one-AD-IND-weak-static i.e. we
assume the adversary requests a challenge ciphertext for all slots i € HS, where HS := [n]\CS
denotes the set of slots that are not corrupted) to obtain one-AD-IND-static security.

The one-AD-IND-zero-static security of MZFE follows directly from the one-AD-IND se-
curity for n instance of the underlying FE (recall that the construction from Figure 4.6 is
simply the implementation of the generic construction from Figure 4.1, with the concrete F&
from Section 2.6.1, which is one-AD-IND secure for n instance). In what follows, we prove
one-AD-IND-weak-static security of MZFE.

We proceed via a series of games described in Figure 4.8. The transitions are summarized
in Figure 4.7. Let A be a PPT adversary, and A € N be the security parameter. For game G,
we define Advg(A) to be the probability that the game G outputs 1 when interacting with A.

Games Gg g, for § € {0,1}: are such that
Adv?\r/]ieI_.é?,:IL\ND_Static(A) = |AdVG0,0 - AdVG0,1|v

according to Definition 23.
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Games G; g, for § € {0,1}: we change the distribution of the vectors [c;]; computed by
OEnc(i, -, ), for all queried i € [n], using the Dy (p)-MDDH assumption. Namely, in Lemma 33,
we prove that there exists a PPT adversary Bj g such that:

N 1
Adve, ,(A) — Adve, ,(A) < Advgr EP () + >

Games Gy g, for § € {0,1}: here, for all slots i € [n], we change the way the vectors [c]; and
[d;]2 are computed, respectively, by OEnc(, -, -) and OKeygen, using an information theoretic
argument. The point is to make it possible to simulate the Gy only knowing [z;]2 (and not
[z;]1), which will be useful later, to use the Uy (p)-MDDH assumption on [z;]2, in Ga. Namely,
we show in Lemma 34 that

Advg, ,(A) = Advg, ,(A).

Games G3 g, for § € {0,1}: we use the Dy(p)-MDDH assumption to switch simultaneously
for all i € HS the values [(z;, r)]2 computed by OKeygen, to uniformly random values over Go.
Recall that HS C [n] denotes the set of honest (that is, non corrupted) input slots. This relies
on the fact that it is not necessary to know [z;]; for i € HS to simulate the games Gy g or G3 3.
Namely, in Lemma 35, we show that there exists a PPT adversary B3 g such that:

1

U, -MDDH

AdVGQ’B (A) — AdVGgﬁ (A) < AdVG];,Bgﬁ (N + E
At this point, we show that Advg,,(A) = Advg,, (A) in three steps. First, we consider the

selective variant of game Gz g, called G§7 3, Where the adversary must commit to its challenge

(x9,x1)iens before receiving pk or making any decryption key queries, where HS C [n] de-

notes the set of input slots which are not corrupted. Further encryption queries can be made

adaptively for slots i € CS. By a guessing argument, we show in Lemma 36 that there exists
PPT adversary A* such that

AdVGgﬁ (A) = (X + 1)2hm . AdVGg’ﬁ (.A*),

where h denotes the size of HS. Then we prove in Lemma 37 that the game Gj is identical
to the game Gj; using a statistical argument, which is only true in the selective setting, and
using the restrictions on the queries imposed by the security game. Namely, we show that for
all adversaries A’:

Advey (A) = Adve; | (A).

Putting everything together, we obtain:

. y M 2
Advﬂ%é?;,la\ND_Statlc()\) <2. AdVg’f,(gz MDDH()\) +2. AdV%ZSgl MDDH()\) + ;

Note that the Uy (p)-MDDH is implied by Dy(p)-MDDH for any matrix distribution Dy (p)
according to Lemma 3. In particular, it is implied by the well-known k-Lin assumption.
O

Lemma 33: Game Gg g to Gy

There exists a PPT adversary By g such that:

-M 1
Advg, ,(A) — Advg, ,(A) < Advgf,lla\i]?;H(M n o
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Proof of Lemma 33. Here, we switch ([A]1, [As;]1) computed by OEnc(i,-,-) to ([A]1, [As; +
u];) simultaneously for all queried i € [n], where A <= Di(p), u < Zi \ Span(A),
s; ¢r ZE
7 R “p-
This change is justified by the facts that:
1. The distributions: {s; };c[n) and {si+s}ic[), where s <5 Z’; and for all ¢ € [n], s; Z’Ij,
are identically distributed.

2. By the Dy-MDDH assumption, we can switch ([A]1, [As]1) to ([A]1, [u]1), where A <
Di, S ¢ r Z’;, and u < Z’;H.

3. The uniform distribution over Z];H and Z’;“ \ Span(A) are %—close, for all A of rank k.

Combining these three facts, we obtain a PPT adversary Bj g such that

- 1

Advg, ,(A) — Advg, ,(A) < Advgf%?;DDH )+ 3

Now we describe the adversary B; g. Upon receiving an MDDH challenge (PG, [A]1, [h]1),

By picks W; < Z;nx(kﬂ), Vi <= Z];X(k+1), and z; <n Z’; for all i € [n], thanks to which
it can compute and send (pk, {ek; }iccs) to A, and simulate the oracle OKeygen, as described

in Figure 4.8. To simulate OEnc(i, -, ), By 3 picks s; < ZF, sets [c;]1 := [A]is; + [h]1, and

computes the rest of the challenge ciphertext from [c;];. Note that when [h]; is a real MDDH
challenge, this simulates game Go g, whereas it simulates Gy 3 when [h]; is uniformly random
over GN*! (within % statistical distance). O

Lemma 34: Game G; 3 to Gy

Adve, ,(A) = Advg, , (A).

Proof of Lemma 34. We argue that games G; g and Gy g are the same, using the fact that for
all A € ZZ(;kH)Xk, uc Z’;‘H\Span(A), and all a* € Z’;*l such that ATat = 0 and (at)"u = 1,
the following distributions are identical:

{Viazi}ie[n] and {Vz - Zi(al)—r 7Zi}i6[n]7

where for all ¢ € [n], V; <—x Z’;X(kﬂ), and z; g Z’;;' . This is the case because the matrices V;

are picked uniformly, independently of the vectors z;. This way, we obtain
d, =W,y + (VI — atz] ) r=W,y;+Vir— alzlr
and
/1= [(Vi— z(@h)" ) (As; + )|+ [z]:
= [Vi(As; + )], — |z u] + [z

= [Vi(As; + u)]l

where we use the fact that (a1)"u = 1 is the last equality, and the fact that ATal = 0 in the
penultimate equality. This corresponds to game Gg g. ]
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Lemma 35: Game Gy 5 to G3 3

There exists a PPT adversary Bs g such that:

-, 1
Advg, , (A) — Advg, ,(A) < Advnggl;m“( N+ .

Proof of Lemma 35. Here, we switch {[r]2, [(2;, r)]2}iens used by OKeygen to {[r]2, [Zi]2 }ienus,
where for all i € [n], z; Z’;, Z1y..+,%n <R Lpand r <5 Z’;. This is justified by the fact that
{[r]2, [(2i,1)]2}icns is identically distributed to [Ur|y where U <—g U4k, where h denotes
the size of HS (wlog. we assume that the upper k rows of U are full rank), which is indis-
tinguishable from a uniformly random vector over G5, that is, of the form: {[r]s, [Zi]2}iens,
according to the Uyyp, ,(p)-MDDH assumption. To do the switch simultaneously for all calls
to OKeygen, that is, to switch {[r/]2, [(z;, 7)]2}iens je(qo] to {[7]2, [2]]2}iens je(qo), Where Qo
denotes the number of calls to OKeygen, and for all j € [Qq], r/ & Z];, and Ef —r Zy for all
i € HS, we use the Qo-fold Uy 1p 1 (p)-MDDH assumption. Namely, we build a PPT adversary
By 5 such that:

Advg, ,(A) — Advg, ,(A) < AdngTBZl’;+h7k(P)'MDDH()\)'

This, together with Lemma 3 (U (p)-MDDH = Qo-fold Uy, (p)-MDDH), implies the lemma.
Adversary 8’37 5 proceeds as follows.

-Simulation of (pk, {ek;}iccs): Upon receiving an Qo-fold Uy4p 1 (p)-MDDH challenge
(PQ, [U]s € ng’—i-h)xk, [hl\l . HhQOL c G§k+n)xgo) ’

By 5 samples A < Di(p), u <& Z’;“ \ Span(A), at < Z’;H st. ATat =0 and u'at =1,

for all ¢ € [n]: W, < ZZ‘X(’““), V; <= ZI;X(HI). For all i € CS: z; < ZE. Tt returns
pk := (PG, [A]1), {ek; := (zi, [WiA]1, [ViA]1) biecs) to A.

-Simulation of Enc(i,x), x}):
5.5 Dicks s; g Zk%, computes [c;]1 == [As]1 + [u]1, [c]] := W[ci]1 + [x?]l, (/1 == Vi[ci1,
¢
and returns | ¢, | to A
/"
¢ |,

-Simulation of OKeygen(y1] - - |lyx):

On the j'th query yill---|lyn, B34 sets [r]a := [hi]5, where hi € Z% denotes the k-upper
components of h/ € Z’;Jrh (recall that h denotes the size of HS). For each i € HS, it uses
one of the h lowest components of h7, call it h/; (a different one is used for each i € HS),
to compute [di]s = [Wlyila + Vi [hi]y — at[h/;]s. For each i € CS, it computes [d;]s =
[Wiyila + Vi[hi]s — at[(z;, h)]>.

Note that when [h1|| e ||hQO]2 is a real MDDH challenge, Bj ; simulate the game Gg g,

whereas it simulates Gz g when [hlﬂ e HhQO}2 is uniformly random over (ngJrh)XQo. O

Lemma 36: Game G35 to Gg,ﬁ
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There exists a PPT adversary A* such that:
Adve, ;(A) = (X + 1) - Adve; | (A"),
where h denotes the size of HS C [n], the set of honest input slots.

Proof of Lemma 36. Upon receiving a set CS C [n] from A, A* guesses the challenge by picking
random: (29,2} )iens <r [0, X]?"™, which it sends, together with CS, to the game G} 5> Which
is a selective variant of game Gz 3. Then it receives a public key pk and ciphertexts {ct biens.
Whenever A queries OKeygen, A* forwards the query to its own oracle, and gives back the
answer to A. When A calls OEnc(i,x?,x}), if i € CS, then A* queries its own encryption
oracle on (i,x?,x}) and forwards the answer to A. If i € HS, then A* verifies its guess was
correct, that is, Whether (x9,x}) = (20, z}). If the guess is incorrect, A* ends the simulation,
and sends « := 0 to the game Gj 3,3- Otherwise, it returns ct; to A, and keeps answering A’s
queries as explained. Finally (if it didn’t end the simulation before the end), it forwards A’s
output o to the game G3 3.8

When A* guesses correctly, it simulates A’s view perfectly. When it fails to guess, it outputs

o := 0. Thus, the probability that A* outputs 1 in G} 5 is exactly (X +1)~ 2hm. Adv, sA). O

Lemma 37: Game Gj, to Gj;

For all adversaries A’, we have:

AdVG§ o (.A/) == AdVG§ 1 (A/)

Proof of Lemma 37. We show that game G ; and G3 ; are perfectly indistinguishable, using an
information theoretic argument that crucially relies on the fact that these games are selective,
and using the restrictions on the oracle queries imposed by the security game.

This proof is similar to the proof of Lemma 30 for the one-SEL-IND-static security of the
MZIFE in Figure 4.1.

Namely, We show that Gj ;5 does not depend on 3, using the fact that for all yill - llyn €

(Zy)", for all {xb e o, X]™}iens,pefo,1}, the following are identically distributed:

(Wi, ZiViens and {W,; — xP(@D)T ,z — 7, yi) Viens,

where 2z; < Z, for all 1 € HS, and al Z'g“ such that ATal =0 and u'at = 1.

For each query yi|| - - |lyn, OKeygen(msk,y1] - - - ||yn) picks values z; <—x Z, and W; <
Zzlx(kﬂ) for i € HS that are independent of y1| - - - ||y, and the challenge {x? € [0, X]™};cns befo.1}
(note that here we crucially rely on the fact the games G3 o and Gj; are selective here), there-

fore, using the previous fact, we can switch z; to z; — (XZB ,yvi) and W; to W; — xf (at)T | for

all i € HS, without changing the distribution of the game.
This way, for all i € HS, OEnc(i,x?,x}) computes:

ci = (W, — xf(ai-)T )c; +Xf = (W, — x?(a )T ) (As; +u) +X = W,c;,

)

using the facts that ATa' =0 and u'a’ = 1. That is, OEnc(i, x? x1) is independent of 3, for
all i € HS. Moreover, for all i € CS N I , by definition of the security game, we have x) = x}.

Thus, OEnc(i,x?,x}) is independent of 3, for all i € [n].
Note that, for all i € HS, OKeygen(msk,y1] - --||y.) computes

di:== (W, - x/(@")T ) y; +V/r—at (Z + (%2 yi) ) =W/yi+V/r—a'z,
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which does not depend on £.
Finally, OKeygen also computes:

z = Z (z,1) + Z Zi — Zie%S(xiﬂayi> :

1€CS i€EHS

Finally, by definition of the security game, we have: 3;cy5(x?,vi) = Yicns (%1, vi), by taking
x) = x} = 0 for all i € CS in Condition 1 from Definition 23. Thus, Gj 5 is independent of

B. O

Remark 12: On adaptive security

To achieve adaptive security, we split the selective, computational argument used for
the proof of Theorem 9, in two steps: first, we use an adaptive, computational argument,
that does not involve the challenges {xﬁ?}ie[n],b{m} (this corresponds to the transition from
game Gg g to Gsg). Then, we prove security of game Gs g, using a selective argument,
which involves the challenges {Xi‘)}ie[an{O,l}v but relies on perfect indistinguishability.
That is, we prove that Gs g is perfectly secure, by first proving the perfect security of its
selective variant, G§7 > and using a guessing argument to obtain security of the adaptive
game Gz g. Guessing incurs an exponential security loss, which we can afford, since it is
multiplied by a zero term. The proof of Theorem 9 essentially does the two steps at once,
which prevents using the same guessing argument (since in that case, the exponential
term would be multiplied by the computational advantage).



Chapter 5

Multi-Input Inner-Product
Functional Encryption without
Pairings

Overview of our construction.

In this chapter we give a (private-key) MIFE scheme for inner products based on a variety of
assumptions, notably without the need of bilinear maps, and where decryption works efficiently,
even for messages of super-polynomial size. We achieve this result by proposing a generic
construction of MIFE from any single-input FE (for inner products) in which the encryption
algorithm is linearly-homomorphic. Our transformation is surprisingly simple, general and
efficient. In particular, it does not require pairings (as in the case of the multi-input inner-
product FE from [AGRW17], presented in Chapter 4), and it can be instantiated with all
known single-input functional encryption schemes (e.g., [ABDP15, ABDP16, ALS16]). This
allows us to obtain new MIFE for inner products from plain DDH, composite residuosity,
and LWE. Beyond the obvious advantage of enlarging the set of assumptions on which MIFE
can be based, this result yields schemes that can be used with a much larger message space.
Indeed, dropping the bilinear groups requirement allows us to employ schemes where the
decryption time is polynomial, rather than exponential, in the message bit size. From a more
theoretical perspective, our results also show that, contrary to what was previously conjectured
[AGRW17], MIFE for inner product does not need any (qualitatively) stronger assumption than
their single-input counterpart.

This result has been published in [ACF*18]. The novelty in this thesis is that security is
guaranteed even when some encryption keys are corrupted. Namely, each user i € [n] receives
a (private) encryption key ek;. Even a collusion of ek; for some malicious users i cannot break
security for the encryption of other slots. This property is obtained without modifying the
scheme from [ACFT18], but requires a novel security proof. It is desirable for practical use
case of MIFE to assume no particular trust between different users, since the setting already
assumes these users do not cooperate or communicate while performing encryption (this would
corresponds to the single-input setting).

Our solution, in more detail. Informally, the scheme from the previous chapter builds
upon a two-step decryption blueprint. The ciphertexts ct; = Enc(x1),...,ct, = Enc(xy)
(corresponding to slots 1,...,n) are all created using different instances of a single-input FE.
Decryption is performed in two stages. One first decrypts each single ct; separately using the
secret key dky, of the underlying single-input FE, and then the outputs of these decryptions
are added up to get the final result.

The main technical challenge of this approach is that the stage one of the above decryption

101
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algorithm leaks information on each partial inner product (x;,y;). To avoid this leakage, their
idea is to let source ¢ encrypt its plaintext vector x; augmented with some fixed (random) value
u;, which is part of the secret key. Moreover, dky, are built by running the single-input FE key
generation algorithm on input y;||r, i.e., the vector y; augmented with fresh randomness r.

By these modifications, and skipping many technical details, stage-one decryption then
consists of using pairings to compute, in Gr, the values [(x;,y;) + w;r]r for every slot 7. From
these quantities, the result [(x,y)]|r is obtained as

n

[T, yi) + wirly — [Zn: w7

i=1 i=1

which can be easily computed if [} ;" u;r|r is included in the secret key.

Intuitively, the scheme is secure as the quantities [u;r]y are all pseudo-random (under the
DDH assumption) and thus hide all the partial information [(x;,y;) + u;r]r may leak. Notice
that, in order for this argument to go through, it is crucial that the quantities [(x;,y;) + wir]r
are all encoded in the exponent, and thus decoding is possible only for small norm exponents.
Furthermore, this technique seems to inherently require pairings, as both u; and r have to
remain hidden while allowing to compute an encoding of their product at decryption time.
This is why the possibility of a scheme without pairings was considered as “quite surprising”
in [AGRW17].

We overcome these difficulties via a new FE to MIFE transform, which manages to avoid
leakage in a much simpler and efficient way. Our transformation works in two steps. First,
we consider a simplified scheme where only one ciphertext query is allowed and messages live
in the ring Zr,, for some integer L. In this setting, we build the following multi-input scheme.
For each slot i the (master) secret key for slot ¢ consists of one random vector u; € Z7".
Encrypting x; merely consists in computing ¢; = x; + u; mod L. The secret key for function
y = (y1ll...|lyn), is just zy = > 7" 1 (u;,y;) mod L. To decrypt, one computes

(x,y) mod L = ((c1,...,¢p),y) — 2y mod L

Security comes from the fact that, if only one ciphertext query is allowed, the above can be
seen as the functional encryption equivalent of the one-time pad®.

Next, to guarantee security in the more challenging setting where many ciphertext queries
are allowed, we just add a layer of (functional) encryption on top of the above one-time
encryption. More specifically, we encrypt each ¢; using a FE (supporting inner products)
that is both linearly homomorphic and whose message space is compatible with L. So,
given ciphertexts {ct; = Enc(c;)} and secret key dk, = ({dky,}i,2y), one can first obtain
{(ci,yi) = Dec(ct;, dky,)}, and then extract the result as (x,y) = >i(ci, yi) — (u,y).

Our transformation actually comes in two flavors: the first one addresses the case where
the underlying FE computes inner products over some finite ring Zj; the second one instead
considers FE schemes that compute bounded-norm inner products over the integers. In both
cases the transformations are generic enough to be instantiated with known single-input FE
schemes for inner products. This gives us new MIFE relying on plain DDH [ABDP15], LWE
[ALS16] and Decisional Composite Residuosity [ALS16, ABDP16]. Moreover, the proposed
transform is security-preserving in the sense that, if the underlying FE achieves adaptive
security, so does our resulting MIFE.

From Single to Multi-Input FE for Inner Product

In this section, we give a generic construction of MIFE for inner product from any single-input
FE for the same functionality. More precisely, we show two transformations: the first one

'"We remark that a similar information theoretic construction was put forward by Wee in [Weel7], as a
warm-up scheme towards an FE for inner products achieving simulation security.
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Setup®t(1*, FmeL): KeyGen® (pk, msk, (y1| - - - [[yn)):
For all i € [n], u; <xr Z7, ek; := u;, | 27 > icfn) (Wi, yi) mod L
pk = L, msk := {ui}ie[n] Return dky, .|y, = (Y1l -+ [[yn, 2)-

Return (pk, msk, (ek;);cn))-

Dec®™ (pk, dKy, .- [y s Ct1, - - - 5 Cty )t
Enc®(pk, ek;, x;): Parse dky, .|y, = V1l [[yn, 2)-
Return x; + u; mod L. Return )7, {(ct;, y;) — z mod L

Figure 5.1: Private-key, information theoretically secure, multi-input FE scheme MZFE® = (Setup®,
Enc®, KeyGen®', Dec™) for the class F™L.

addresses FE schemes that compute the inner product functionality over a finite ring Zj, for
some integer L, while the second transformation addresses FE schemes for bounded-norm inner
product. The two transformations are almost the same, and the only difference is that in the
case of bounded-norm inner product, we require additional structural properties on the single-
input FE. Yet we stress that these properties are satisfied by all existing constructions. Both
our constructions rely on a simple MIFE scheme that is one-AD-IND secure unconditionally.
In particular, our constructions show how to use single-input FE in order to bootstrap the
information-theoretic MIFE from one-time to many-time security.

Information-Theoretic MIFE with One-Time Security

Here we present the multi-input scheme MZFE® for inner product over Zy, that is, for the
set of functionalities {F"},cn defined as F™F : G,y x Xy x -+ x X, — Z, with K, := Z"™,
for all i € [n], X; :=Z™, Z := 7y, such that for any (y1]| - |lyn) € Kn, x; € &;, we have:

n

FK’L((}’lH o lyn)s X1, Xn) = Z<Xia}’i> mod L.
i=1

We prove its one-AD-IND security. The scheme is described in Figure 5.1.

Theorem 12: one-AD-IND security

The MIFE described in Figure 5.1 is one-AD-IND-weak secure. Namely, for any adversary

A, Adv§EAD:IND-weak (3) — 0,

Proof of Theorem 12. Let A be an adversary against the one-AD-IND security of the MIFE.
First, we use a guessing argument to build an adversary B such that:

one-AD-IND-weak -n —2mn one-SEL-IND-weak-static
AdViTFE A (A)<27"-L -AdviizFe s (A)

First, B samples CS C [n] uniformly at random among all subset of [n]. We denote
HS := [n] \ CS. Then, for all i € HS, it samples (z},2) <y Z7™, which is a guess of

1%

the challenge ciphertexts. Then, B sends (CS, {z?}ie%$7b€{071}> to its own experiment, upon

which it receives (pk, {ek; }iccs{cti}icus), where for all i € HS, ct; := Enc(pk, eki,zf), where
B € {0,1} corresponds to the experiment one-SEL-IND(1%, A) the adversary B is interacting
with. It sends pk to A. For every query to OKeygen, B queries its own decryption key oracle
oracle on the same input, and returns the answer to A. For every query i € [n] of A to

OCorrupt, B verifies its guess was correct, namely, that ¢ € CS. If not, B ends the simulation

and returns a = 0 to its experiment. For every query (z',x?,x}) to OEnc, B verifies its guess

is correct, namely, whether (i € CS and x? = x}), or (x?,x}) = (2?,2z}). If it is not the case,

B ends the simulation, and returns a = 0 to its own experiment. If this is case, B does the
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following: if i € CS, then it returns Enc(pk, ek;, x¥) to A (note that it can do so since it knows
ek; for all i € CS); if i ¢ CS, it returns ct; to A. Finally (if the simulation didn’t end before),
B forwards A’s output « to its experiment.

When B’s guess is correct, then it simulates A’s view perfectly. The guess is correct with
probability at least 27" - L=2™"  When the guess is incorrect, then B returns o = 0 to its
experiment. Thus, we obtain Adv{ZRE A0 (A) < 277 L=2mn . Adv§ig 35D weak-static ),

It remains to prove that the MIFE presented in Figure 5.1 satisfies perfect one-SEL-IND
security, under static corruptions. Namely, for any adversary B,

A V'c;\r/llei;EgLEglND-weak—statiC()\) -0

To do so, we introduce hybrid games HB(IA,B) described in Figure 5.2. We prove that for
all B € {0,1}, Hz(1*, B) is identical to the experiment one—SEL—IND—Weak—staticﬁ/‘Iﬁg(1)‘,
B) (this game is defined as m&m‘y—AD—//B\AI]E 8(1’\,6) from Definition 23, with the one, SEL,

weak, and static restrictions). This can be seen using the fact that for all {Xf € Z"M}ieus,
where HS := [n] \ CS, the following distributions are identical: {u; mod L};eys and {u; —
1-6 mod L}ieys, with u; <—x Z7'. Note that the independence of the Xf from the u; is only
true in the selective security game. We denote by I C [n] the set of input slots that is queried
by the adversary. We use the fact that for all i € I NCS, it must be that x? = x}. This is
implied by the definition of the security game, and the fact that HS C I, that is, every honest
slot is queried by the adversary, since we are only proving one-SEL-IND-weak-static security.

Finally, we show that B’s view in H 5(1A7 B) is independent of 5. Indeed, the only information

X

about 3 that leaks in this experiment is Y ;.45 <xf ,¥i). Moreover, by definition of the security
game, we have > ;cys(X),yi) = Y ens(xl,y:i) (this follows by taking x9 = x! = 0 for all
i € CS in Condition 1 from Definition 23). O

Hs(1%, B):

(037 {X?}ielg[n],be{o,l}) «— B(1*, FmL)
For all i € [n]: u; g Z}' .
For all i € CS, ek; = u. OKeygen(y):

For all i € HS, ct; := u;. Return Zie[n]<ui>}’i> — EieHS<X/i67Yi> mod L
For alli € INCS: ct; := u; +X?

a — BOKeygen(J,OCorrupt(')(pk, {eki}iECS> {Cti}iel)
Output «

Figure 5.2: Experiments for the proof of Theorem 12. Note that HS C I, where I denotes the
set of input slots that are queried by A.

Remark 13: Linear homomorphism

We use the fact that Enc® is linearly homomorphic, that is, for all i € [n], x;,x; € Z™,
Enc®(pk, ek;, x;) +x; mod L = Enc®*(pk, ek;, x; +x}), with probability 1 over the choice of
(pk, (eki)ic[n)) < Setup®(1*, F™L). This property will be used when using the one-time
scheme MZFE® from Figure 5.1 as a building block to obtain a full-fledged many-AD-
IND MIFE.

Our Transformation for Inner Product over Z;,

We present our multi-input scheme MZFE for the class F7" in Figure 5.3. The construction
relies on the one-time scheme MZFE® of Figure 5.1, and any single-input, public-key FE for
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the functionality F]TF?’L KX X — Z, with € :=2™, X :=7Z™, Z := Zr, such that for any
y € K, x € X, we have:
L
Fp"(y,x) = (x,y) mod L.

Setup(1*, FmL):

(P, msk, {ek$ }icpn)  Setup® (1Y, FimL), gpk’ < GSetup/(lA,F,?,l’L). For all i € [n],
(ek}, msk) « Setup’(1*, gpk’, Fjp"")

pk := (pk®, gpk’, {eki}icn)), msk := (msk®, {msk}};c(n), for all i € [n], ek; := (ekS", ek})

Return (pk, msk{ek; };c[n)

Enc(pk, ek;, x;):
w; := Enc®(pk®, ek?", x;)
Return Enc’(gpk’, ek}, w;)

KeyGen(msk, y1]| - - [|yn):
FOI' all 7 € [n]7 dk; — KeyGen/(gpklu m5k27yi)7 z = KeyGenOt(pkOt7 mSkOt’yln e ||yn)

dky, -1y, = ({dKi}iepny: 2)
Return dkml\'--llyn

Dec(pk, dky, |- 1y,

Parse dky, .|y, := ({dK}ie[n], 2). For all i € [n], d; := Dec’(gpk’, dk;, ct;)
Return 3¢, di — z mod L

cty,...,cCty):

Figure 5.3: Private-key multi-input FE scheme MZFE := (Setup, Enc, KeyGen, Dec) for the function-
ality F™L from a public-key single-input FE F& := (Setup’, Enc’, KeyGen’, Dec’) for the functionality
FlgL’L, and the one-time multi-input FE MZFE® = (Setup®, Enc®, KeyGen®*, Dec®) for the functional-
ity F™L from Figure 5.1.

Correctness of MZFE follows from the correctness properties of the single-input scheme
FE and the multi-input scheme MZFE. Indeed, correctness of the former implies that, for
all i € [n], d; = (w;,y;) mod L, while correctness of MZFE® implies that i di — 7 =
Dec® (2, W1, ..., Wn) = Yief (Xi> yi) mod L.

Theorem 13: many-AD-IND security

If F€ is many-AD-IND secure, and MZFE® is one-AD-IND-weak secure, then MZFE
described in Figure 5.3 is many-AD-IND-secure.

Since the proof of the above theorem is almost the same as the one for the case of bounded-
norm inner product, we only provide an overview here, and defer to the proof of Theorem 14
for further details.

Proof overview. First, we use Theorem 2 which prove that many-AD-IND security follows
from many-AD-IND-weak and many-AD-IND-zero of MZFE, using an extra layer of sym-
metric encryption on top of the decryption keys (see Figure 2.1). The many-AD-IND-zero
of MZFE follows directly from the many-AD-IND security of FE for n instances (which is
implied by many-AD-IND security of 7€ for one instance, see Lemma 5). Thus, it remains to
prove many-AD-IND-weak security of MZFE.

To do so, we first switch encryptions of Xi’o, ..., x50 t0 those of x%’l, ..., xb1 using the one-
AD-IND security of MZFE®t. For the remaining ciphertexts, we switch from an encryption of
x10 = (x2 —x]%) +x;"" to that of (x) —x;")+x]"!. In this step we use the fact that one can
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compute an encryption of Enc®(u, 1, (Xg’0 - Xil’o) + xil’o) from an encryption Enc®(u, i, Xil’o),
because the encryption algorithm Enc® of MZFE® is linearly homomorphic (see Remark 13).
Finally, we use the many-AD-IND security of F& for n instance (which is implied by many-
AD-IND security of FE for one instance, see Lemma 5) to switch encryptions of

2,0

1,0 1,1 0 1,0 1,1
(x; X)) +x; 7"-7(XZQZ - %) +x;

to those of
1,1

2,1 1,1 1,1 il 1,1
(< —x )+ x x X
Instantiations. The construction in Figure 5.3 can be instantiated using the single-input
public-key FE schemes from [ALS16] that are many-AD-IND-secure and allow for computing

inner products over a finite ring. Specifically, we obtain:

e A MIFE for inner product over Z, for a prime p, based on the LWE assumption. This is
obtained using the LWE-based scheme of Agrawal et al. [ALS16, Section 4.2].

e A MIFE for inner product over Zy where N is an RSA modulus, based on Paillier’s
Decisional Composite Residuosity assumption. This is obtained using the DCR-based
scheme of Agrawal et al. [ALS16, Section 5.2].

We note that since both these schemes in [ALS16] have a stateful key generation, our MIFE
inherits this stateful property. Stateless MIFE instantiations are obtained from the transfor-
mation in the next section.

Our Transformation for Inner Product over Z

Here we present our transformation for the case of bounded-norm inner product. In particular,
in Figure 5.4 we present a multi-input scheme MZFE for the set of functionalities { FY },cn
defined as E™%Y : K, x X1 x - x X, — Z, with IC,, := [0, Y]™", for all i € [n], &; := [0, X]|™,
Z :=17, such that for any (y1]| - |lyn) € Kn, x; € &;, we have:

n

F’r’an7X’Y((y1H e ||Yn)axl7 s 7Xn) = Z<Xz,}’z>
i=1

Our transformation builds upon the one-time scheme MZFE®* of Figure 5.1, and a single-input,
public-key scheme FE& for the class FI?,L’BX’Y.Q We require FE to satisfy two properties. The
first one, that we call two-step decryption, intuitively says that the FE decryption algorithm
works in two steps: the first step uses the decryption key to output an encoding of the result,
while the second step returns the actual result (x,y) provided that the bounds ||x[/c < X,
lyllco < Y hold. The second property informally says that the FE encryption algorithm is
additively homomorphic.

We note that the two-step property also says that the encryption algorithm accepts inputs
x such that [|x||sc > X, yet correctness is guaranteed as long as the encrypted inputs are
within the bound at the moment of invoking the second step of decryption.

Two-step decryption is formally defined as follows.

Property 1: Two-step decryption
An FE scheme FE = (GSetup, Setup, Enc, KeyGen, Dec) satisfies two-step decryption if it
admits PPT algorithms GSetup*, Decy, Decy and an encoding function £ such that:

1. For all \,m,n, X, Y € N, GSetup*(l’\,Fl’g’X’Y,ln) outputs gpk which includes a

2The reason why we need 3X instead of X is due to maintain a correct distribution of the inputs in the
security proof.
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bound B € N, and the description of a group G (with group law o) of order L >
n-m-X -Y, which defines the encoding function £ : Z; x Z — G.

2. For all gpk + GSetup*(lA,FlgL’X’Y, 1™), (ek, msk) < Setup(1*, gpk, F,TS’X’Y), x € Z™,
ctx < Enc(gpk, ek, x), y € Z™, and dk, < KeyGen(gpk, msk,y), we have

Dec; (gpk, ctx, dky) = £((x,y) mod L, noise),

for some noise € N that depends on cty and dk,. Furthermore, it holds that for
all x,y € Z™, Pr[noise < B] = 1 — negl(\), where the probability is taken over the
random coins of GSetup*, Setup, Enc and KeyGen. Note that there is no restriction
on the magnitude of (x,y) here, and we are assuming that Enc accepts inputs x
whose norm may be larger than the bound.

3. Given any 7 € Zr,, and gpk, one can efficiently compute £(v,0).

4. The encoding £ is linear, that is: for all v,+" € Zr,, , noise, noise’ € Z, we have

E(, noise) o £(v', noise’) = £(y ++' mod L, noise + noise’).
5. For ally <n-m-X .Y, and noise < n - B, Decy(gpk, £(v, noise)) = 7.

The second property is as follows.

Property 2: Linear encryption

For any FE scheme FE = (GSetup, Setup, Enc, KeyGen, Dec) satisfying the two-step prop-
erty, we define the following additional property. There exists a deterministic algorithm
Add that takes as input a ciphertext and a message, such that for all x,x’ € Z™, the
following are identically distributed:

Add(Enc(gpk, ek, x),x’), and Enc(gpk, ek, (x + x’ mod L)),

where gpk GSetup*(l)‘,Ezf’X’Y), (ek, msk) < Setup(1*, gpk, Ff,?XY). Note that the
value L € N is defined as part of the output of the algorithm Setup* (see the two-step
property above). We later use a single input FE with this property as a building block
for a multi-input FE (see Figure 5.4); this property however is only used in the security
proof of our transformation.

Instantiations. It is not hard to check that these two properties are satisfied by known
functional encryption schemes for (bounded-norm) inner product. In particular, in Section 5.2,
we show that this is satisfied by the many-AD-IND secure FE schemes from [ALS16]. This
allows us to obtain MIFE schemes for bounded-norm inner product based on a variety of
assumptions such as plain DDH, Decisional Composite Residuosity, and LWE. In addition to
obtaining the first schemes without the need of pairing groups, we also obtain schemes where
decryption works efficiently even for large outputs. This stands in contrast to the previous
result in the previous chapter, where decryption requires to extract discrete logarithms.

Correctness. The correctness of the scheme MZFE follows from (i) the correctness and
Property 1 (two-step decryption) of the single-input scheme, and (ii) from the correctness of
MIFE® and the linear property of its decryption algorithm Dec®'.
More precisely, consider any vector x := (x1]| - - - ||xp) € Zm?/ ,y € Z™", such that ||x||ec <
X, lylle <Y, and let (pk, msk, {ek;}ic[n)) Setup(1*, F,P’ ), dky KeyGen(pk msk,y),
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Setup(1*, Fm-X:Y).

(Pk®, msk®, {ek{ }icn)) < Setup® (1%, F=Y), gpk’ GSetup*(l/\,FfEf‘BX’Y7 17), for all i € [n],
(ek}, msk}) « Setup’ (1%, F** Y 17, ek; := ek?*

pk := (gpk, {ek; }icpn]), msk := (msk, {msk}};c(n))

Return (pk, msk, {eki}ie[n])

Enc(pk, ek;, x;):
w; := Enc®(pk®", ek, x;)
Return Enc’(gpk’, ek}, w;)

KeyGen(pk, msk, y1 - - [lyn):

For all i € [n], dk; < KeyGen'(gpk’, msk},y:), z + KeyGen®*(pk®*, msk®, y1| - - [|yn)

diy, -1y, = ({dkibiern) 2)

Return dky, |...|jy,,

DeC(dkyIHA..”yn, cty, ... ,Ctn):

Parse dky, |...[ly, = ({dK}ie[n], 2). For all i € [n], £((x; + u;,y;) mod L, noise;) < Decy (dk;, ct;)

Return Decs (£((x1 4 uy,y1) mod L, noise;) o - - 0 E((X,, + Uy, yn) mod L, noise,,) 0 E(—2,0))

Figure 5.4: Private-key multi-input FE scheme MZFE = (Setup, Enc, KeyGen, Dec) for the functional-
ity F™XY from public-key single-input FE scheme F€ = (GSetup’, Setup’, Enc’, KeyGen’, Dec’) for the
functionality Fjp"**"" and the one-time multi-input FE MZFE® = (Setup®, Enc®, KeyGen®, Dec®")
from Figure 5.1.

and ct; < Enc(pk, ek;, x;) for all i € [n].

By (2) of Property 1, the decryption algorithm Dec(dky, cty,. .., ct,) computes £((w;, y;) mod
L, noise;) + Decy (dk, ct;) where for all i € [n], noise; < B, with probability 1 — negl()).

By (4) of Property 1 (linearity of £), and the correctness of MZFE we have:

E((w1,y1) mod L, noisey) o -+ 0 E((Wy, yn) mod L, noise,,) o £(—z,0)
=& (Dec°t(z,wl, Ce W), Z noisei) =& ((x,y) mod L, Z noisei) .
i€[n] i€[n]
Since (x,y) <n-m-X-Y < L and > ic[n) NOise; < n - B, we have
Decy (£((x,y) mod L, Y noise;)) = (x,y),
i€[n]

by (5) of Property 1.
Proof of Security. In the following theorem we show that our construction is a many-AD-

IND-secure MIFE, assuming that the underlying single-input FE scheme is many-AD-IND-
secure, and the scheme MZFE® is one-AD-IND secure.

Theorem 14: many-AD-IND security

Assume that the single-input FE: F&, is many-AD-IND secure and the multi-input FE
MIFE® is one-AD-IND-weak secure. Then the multi-input FE MZFE in Figure 5.4 is
many-AD-IND secure.

Proof of Theorem 1. Using Theorem 2, it is sufficient to prove many-AD-IND-zero (i.e. the
scheme is secure when no decryption keys are queried), and many-AD-IND-weak i.e. we assume
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’ Game‘ ct! ‘ justification /remark
Go | Enc(pk, ek;,x?? — X;’O + xil’o) many-AD-IND-weak; "7 (A4, 1) security game

3

G1  |Enc(pk, ek;, xz’o — xz’o + xg’l )| one-AD-IND-weak security of MZFE®", Lemma 33

Go Enc(pk, ek;, xf-"l ) many-AD-IND security of FE for n instances, Lemma 34

Figure 5.5: An overview of the games used in the proof of Theorem 14.

|
Games: Gy, , 1Gg 1;
L |

(pk°*, msk®, {ek?t}ie[n]  Setup® (12, FmXY) | gpk’ < GSetup’(1>‘,17|7|;“?’X’Y)7 for all ¢ € [n],
(ekj, msk;) < Setup' (1%, gpk, F/3%Y) | ek; := ek{", pk := {gpk’, ek} }ic[n]
a — AOKeygen(~),OEnc(~,~),OCorrupt(‘)(pk)

Return a.

(0 0 1.
OEnc(i, (xj,x]7)):
Jo._ ot ot ot _j,0 1,0 ,
w; = Enc” (pk®™, ek; , x]" —x;" +x
J . ot ot ot _j,0 1,0 1,1
w; = Enc” (pk®™, ek; ,x]" —x;" +x;7)

L e e e e e e e e e e e m = E

Return ct! := Enc’(gpk’, ek}, w?).

OKeygen(y):

For all i € [n], dki < KeyGen'(gpk’,mskl,y;), z + KeyGen® (pk®, msk® yi| - ||yn),
dky, [y, = ({dKi}iepn): 2)

Return dky, ... 1y,

OCorrupt(i):

Return ek$"*

Figure 5.6: Games for the proof of Theorem 14.

the adversary requests a challenge ciphertext for all slots i € HS, where HS := [n]\CS denotes
the set of slots that are not corrupted) to obtain many-AD-IND security.

The many-AD-IND-zero security of MZFE follows directly from the many-AD-IND secu-
rity of FE for n instances (which is implied by the security for a single instance, see Lemma 5).
In what follows, we prove many-AD-IND-weak security of MZFE.

We proceed via a series of games G; for i € {0,...,2}, described in Figure 5.6. The
transitions are summarized in Figure 5.5. Let A be a PPT adversary. For any game G, we
denote by Advg(.A) the probability that the game G outputs 1 when interacting with A. Note
that the set of input slots for which a challenge ciphertext is queried, denoted by I in Figure 5.6,
is such that ‘HS C I, since we want to prove many-AD-IND-weak security.

According to Definition 21, we have: Advﬁ%ﬁ?&lND_mak(}\) = |Advg,(A) — Advg, (A)|.

Game Gi: is as game Gg, except we replace the challenge ciphertexts to ctg = Enc(pk, ek;,
xg’o - x} 0 —in1 Y for all i € [n] and j € [Q;], using the one-AD-IND-weak security of MZFE®.
Namely, we prove in Lemma 33 that there exists a PPT adversary B; such that

Adve, (A) — Adva, (A) < AdVIARNP (V).
Game Gy: we replace the challenge ciphertexts to ctg = EnC(pk,eki,)Cg’1 — Xz‘l’l =+ X}’l) =

Enc(pk,eki,xg’l) for all ¢ € [n] and j € [Qi], using the many-AD-IND security of FE for
n instances, which is implied by the single-instance security (see Lemma 5). We prove in
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Lemma 34 that there exists a PPT adversary Bs such that
Adv, (A) — Advg, (A) < AV PN ().
Putting everything together, we obtain:

many-AD-IND-weak one-AD-IND-weak many-AD-IND
AdV i 7re A (A) S AT Feoi i, o (A) +Advze ) (A).

Lemma 38: Game Gy to G;

There exists a PPT adversary By such that

|Advg, (A) — Advg, (A)| < AdVEE AR " (A).

0
20y =

1

Proof of Lemma 38. In game Gy, which is described in Figure 5.6, we replace Enc(pk, ek;, x
Enc(pk, ek;, le’o + (xg’o - xl’o)) with Enc(pk, ek;, X;’l + (xg’o — xl’o)) for all i € [n],j € [Qi].

7 7

This is justified by one-AD-IND-weak security of MZFE®. The adversary B; proceeds as
follows.

-Simulation of pk:

Adversary By receives pk° from its experiment. Then, it samples gpk’ < GSetup’(1*, F]Tg’gX’Y),
and for all i € [n], (ek}, msk}) «+ Setup’(l’\,gpk’,lﬂg’gx’y). It sends pk := (pk®, {eki};c[)) to
A.

-Simulation of OEnc(s, (xg’o,xg’l)):

If j = 1, that is, the first query for slot i € [n], then B; queries its own encryption oracle
to get wi = Enc°t(pk°t,ek§t,x}’ﬁ), where 5 € {0,1}, depending on the experiment Bj is
interacting with. If j > 1, By uses the fact that the MZFE® from Figure 5.1 is linearly
homomorphic (see Remark 13) to generate all the remaining Wg =w!+ xg’o — xi1 Y mod L =

Enc®(pk®, ek®*, X{’O + X,} - x?), which corresponds to the challenge ciphertexts in game Gpg.

Finally, By returns Enc’(gpk’, ek}, w?) to A.

-Simulation of OKeygen(y1|---||yn):

By uses its own secret key generation oracle on input yil|--- ||y, to get z := KeyGen®(y1||
-+ |lyn). For all i € [n], it computes dk; := KeyGen'(gpk’, msk},y;). It sends dky, .|y, =

({dki}icin)s 2) to A.

Finally, By forwards the output « of A to its own experiment. It is clear that for all
g € {0,1}, when B interacts with many—AD—IND—weakjﬁ\/lI]E ‘9Ot, it simulates the game Gg
to A. Therefore,

many-AD-IND-weak _
Adv i rreot B, () =

| Pr | many-AD-IND-weak) """ (1, B) = 1]
—Pr [many—AD—IND—weak{VtIfgot(1A,Bl) = 1} | =
|Adv, (A) — Advg, (A)].
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Lemma 39: Game G; to Gy

There exists a PPT adversary By such that

[Adve, (A) — Adve, (A)] < AdVEIEAP NP ().

Proof of Lemma 39. In Game Gy, we replace Enc’(gpk’, ek, x| "'+ (x2° — x;°) ||z;) with Enc(gpk’,
ek, x4+ (xI' —x;"") ||z;) = Enc(gpk’, ek!, x?"!||z;), for all i € [n],j € [Q,]. This follows from
the many-AD-IND security of FE for n instances, which we can use since for each key query
vill---|lyn and all r, z, we have
1,1 0 10 1,1 0 1,0
(Enc®(pk®, ek, x; " +x/" — ;7 yi) = (W + %7 +x}7 — %7, yi)
= (u; + x,}’l + xg’l — xz-l’l, Vi)
= (Enc®*(pk®t, ek°t,xil’1 + Xg’l - Xl-l’l,}’i>
The second equality is equivalent to (xg’o — x} 0, Vi) = (xf 1 xi 1 yi), which follows from

the restriction imposed by the security game (see Remark 7).
We build a PPT adversary By such that:

[Adve, (A) — Adve, (A)] < AdVEZEAP NP ().

Adversary By proceeds as follows.

-Simulation of pk:

Adversary By receives (gpk’, {ek;};cp,) from its experiment. Then, it samples (pk®, msk,
{ek§*}iepn) < Setup® (1A, F*Y), and sends pk := (pk®, gpk’, {eki};c[n)), to A.

-Simulation of OEnc(s, (x{’o,xg’l)):

For all b € {0,1}, By computes W{’b = xg’l + xg’b — Xil’b,

on input (i,w{’o,wg’l), to get Enc’(gpk’,ek;,wg’ﬁ), which it forwards to A, where 5 € {0,1},
depending on the experiment Bs is interacting with.

and queries its own encryption oracle

-Simulation of OKeygen(y1||---[|yn):

for all # € [n], By uses its own decryption key generation oracle on input y; to get dk; :=
KeyGen'(gpk’, mskl, ;). It computes z := KeyGen®(pk®, msk®, y1| ---|yn), which it can do
since it knows msk®. It sends dky, ||y, := ({dki}icfn), 2) to A.

-Simulation of OCorrupt(i):

By returns ek to A.

Finally, By forwards the outputs a of A to its own experiment. It is clear that for all
B € {0,1}, when By interacts with many-AD-INDg—g(lA, 1", By), it simulates the game G143
to A. Therefore,

many-AD-IND
AdvADIND () =
‘Pr [many-AD-IND{ff (12,17, By) = 1} —Pr [many-AD-INng (11,17, By) = 1” -
|Adve, (A) — Advg, (A)].
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Concrete instances of FE for Inner Product

In this section we discuss three instantiations of our generic construction from Section 5.1.3.
In particular, we show that the existing (single-input) public-key FE schemes proposed by
[ALS16] (that are proven many-AD-IND-secure) satisfy Property 1 (two-step decryption) and
Property 2 (linear encryption). These schemes are presented Section 2.6, recalled here for
completeness.

Inner Product FE from MDDH

Here we present the FE for bounded norm inner product from [ALS16, Section 3], generalized
to the Dy (p)-MDDH setting, as in [AGRW17, Figure 15]. It handles the following functionality
FrY K x X — Z, with X = [0, X]™, K = [0,Y]™, Z:=Z, and for all x € X,y € ), we
have:

Fig'(y,x) = (x,y)-

In [ALS16], it was proven many-AD-IND secure under the DDH assumption. In Sec-
tion 2.6.1, we extend the many-AD-IND security proof from [AGRW17] to the multi-instance
setting. We also show in this section that it satisfies Property 1 (two-step decryption) and
Property 2 (linear encryption).

m,X,Y\,
GSetup(1*, Fip ™" ):

G := (G,p, P) « GGen(1*), A < Dy(p), gpk := (G, [A])
Return gpk

Setup(1*, gpk, Fjp"™*"):

Wy Z0 D ek = [WA], msk := W
Return (ek, msk)

Enc(gpk, ek, x):
r <g le@
Ar

Return [x + WAr

:| c GkerJrl

KeyGen(gpk, msk,y):

=
Return (W y> S Z§+m+1
y

Dec(gpk, [c], d):
C:=[c"d]
Return log(C)

Figure 5.7: F&, a functional encryption scheme for the functionality F,ZL’X’Y, whose many-AD-IND
security is based on the D (p)-MDDH assumption.

Proof of Property 1 (two-step decryption).

1. The algorithm GSetup*(l)‘,Fl?’X’Y, 1™) works the same as GSetup except that it addi-
tionally uses n to ensure that n-m - X -Y = poly(\) (which implies n-m - X - Y < p).
Also, it returns the bound B := 0, L := p, G as the same group of order p generated by
GGen(1%), and the encoding function £ : Z, x Z — G defined for all v € Z,, noise € Z as

E(7, noise) := [v].
We let Dec; and Decs be the first and second line of Dec in Figure 5.7 respectively.
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2. We have for all x,y € Z™,
Decy (dky, cte = [¢]) = [c] "dky = [(x,3)] = £((x,¥) mod p,0).
3. It is straightforward to see that £(,0) is efficiently and publicly computable.
4. It is also easy to see that £ is linear.
5. Finally, for all v € Z such that y<n-m-X-Y,
Decy(€(y mod p,0)) := log([y mod p]) =y mod p = 7,

where the log can be computed efficiently since v < n-m - X -Y is assumed to lie in a
polynomial size range.

Proof of Property 2 (linear encryption).

For all x' € Z™ and [c] € G™ T let Add([c],x’) := [c] + )(:, . Then, for all x,x’ € Z™, and
—Ar
[c] := Enc(gpk, ek, x) = . WAr]’ we have:
N 0| —Ar _ /
Add((e], %) = [c] + M S +WAr] — Enc(gpk, k, (x + %’ mod p)).

Inner Product FE from LWE

Here we show that the many-AD-IND secure Inner Product FE from [ALS16, Section 4.1]
and recalled in Figure 5.8, satisfies Property 1 (two-step decryption) and Property 2 (linear
encryption).

Property 1 (two-step decryption).

1. The algorithm GSetup*(1*, E?’X’Y, 1™) works the same as Setup except that it uses n to
set K :==n-m-X-Y, and it also returns the bound B := | %], L := ¢, G := (Zq, +),
and the encoding function £ : Z; x Z — G defined for all v € Z;, noise € Z as

E(y mod ¢, noise) := 7 - Uﬁ,J + noise mod gq.

Also, parameters M, ¢, « and distribution D are chosen as explained in Section 2.6.2, as
if working with input vectors of dimension n - m.

We let Decy and Decy be the first and second line of Dec in Figure 5.8 respectively.

2. We have for all x,y € Z™,

.
Dec; (dky, cty = (co, ¢1)) = (22) dky mod g

= (x,y) - LQ(J +y'e1 —e(Z"y mod g
= £((x,y) mod g, noise),
where noise := y"e; — e;Z"y, and Pr[noise < B] = 1 — negl(A).

3. It is straightforward to see that £(,0) is efficiently and publicly computable.
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GSetup(1?, FI?’X’Y):

Let integers M, q > 2, real a € (0,1), and distribution D over Z™*M chosen as explained
in Section 2.6.2; K :=m-X -Y, A <+ Z(]I\/[X/\, gpk := (K, A).

Return gpk

Setup(1*, gpk, FIZL’X’Y):
Z D, U:i=ZA € ZI", ek := U, msk := Z.
Return (ek, msk)

Enc(gpk, ek, x € Z™):

S <_R Z;\, e(] <_R D]Z\/,[Oéq7 (3] FR Dgfaq
co = As +eg € ZY!

ci:=Us+e +x-|&|cZy
Return ctx := (cg,c1)

KeyGen(gpk, msk,y € Z™):

-
Return dky = (Zyy) c ZM+m

Dec(gpk, dky, ctx):
T

/ €o
= k .
I o dky mod ¢

Return g € {—K +1,..., K — 1} that minimizes || %]u — /|-

Figure 5.8: Functional encryption scheme for the class Flg"X’Y, based on the LWE assumption.

4. Tt is also easy to see that £ is linear.
5. Finally, for all v € Z such that y <n-m-X -Y, and noise < n - B,
Deca(€(y mod ¢, noise)) = v,

follows by the same decryption correctness argument in [ALS16], with the only difference
that here we used a larger bound K.

Property 2 (linear encryption). Forallx’ € Z™ and (co,c1) € Z) ™ let Add((co,¢1),x') :=
(co;c1) 4+ (0,x" - [#£]) mod ¢. Then, for all x,x" € Z™, and (co,c1) := (As+ep,Us+e; +x-
| #]) € ZY*™, we have:

Add((co,c1),x') = (As +ep,Us+e; + (x+x)- bq(J) mod ¢ = Enc(mpk, (x + x" mod ¢)).

Inner Product FE from DCR

Here we show that the Inner Product FE from [ALS16, Section 5.1] and recalled in Figure 5.9
satisfies Property 1 (two-step decryption) and Property 2 (linear encryption).

Property 1 (two-step decryption).

1. The algorithm GSetup*(1*, FITQ’X’Y, 1™) works the same as Setup except that it addition-
ally uses n to ensure n-m - X - Y < N. Also, it returns the bound B := 0, L := N,
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GSetup(1*, Fip»Y):

Choose primes p = 2p' + 1, ¢ = ¢’ + 1 with prime p’,¢’ > 2! for an I(\) = poly(\) such

that factoring is A-hard, and set N := pg ensuring that m - X - Y < N. Sample ¢ <—r Z}:,
12N 2

g:=¢"" mod N-.

Return gpk := (N, g)

Setup(1*, gpk, Fip" " ):
s < Dzm o, for standard deviation o > VA - N°%?2 and for all j € [m)], h; := g% mod N2

ek == {h;}je(m), msk = {s;}je(m)
Return (ek, msk)

Enc(gpk, ek,x € Z™):
r<gr{0,...,[N/4]}, Co:=g" € Zy:, for all j € [m], Cj := (1 +a;N)-h} € Zye
Return cty := (Co,...,Cp) € Z%;H

KeyGen(gpk, msk,y € Z™):

d:= Z]G[m] yJS] c 7.
Return sky := (d,y)

Dec(gpk, sky := (d,y), ctx):
C = (Ieqm €Y ) - C5 " mod N2,

Return log 4 n)(C) = C—1+10dl\72

m,X,Y
Fip

Figure 5.9: Functional encryption scheme for the class , based on the DCR assumption.

G as the subgroup of Z},, of order N generated by (1 + NN), and the encoding function
E:Zn X Z — G defined for all v € Zy, noise € Z as

£(v, noise) := 1+~ - N mod N2
We let Dec; and Decs be the first and second line of Dec in Figure 5.9.
2. We have for all x,y € Z™,

Deci (dky := (d,y), ctx) := ( 11 Cj’ﬂ) -Cy?mod N% = £({(x,y) mod N,0).
Jj€[m]

3. It is straightforward to see that see that £(,0) can be efficiently computed from public
information.

4. It is also easy to see that £ is linear.

5. Finally, for all v € Z such that y <n-m-X-Y < N, it holds

E(7,0) — 1 mod N2
N -7

Deca(E(,0)) :=

Property 2 (linear encryption). For all x' € Z™ and (Cy,CY,...,Cl,) € ZE;‘I, let
Add((Co, C1, ..., Cp),x') computes C} = Cj - (1 + z;N) mod N2 for all j € [m] and out-
puts (Co,C4,...,Cr.). Then, for all x,x’ € Z™, and (Cy,C1,...,Cp) == (¢",(1 + 21N) -

Ri,....,(1+x,N) - hy,) € ZY., we have:
Add((Cy, C1,...,Cp), %) = (¢", (1 + (21 + 2})N) - b} mod N?, ...
,(1+ (zp +2,,)N) - A7, mod N?)
= Enc(mpk, (x + x' mod N)).
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Chapter 6

Multi-Client Inner Product
Functional Encryption

Overview of our construction.

We build the first MCFE for inner product from standard assumptions. Our construction
goes in four steps. First, we build an MCFE for inner product that only satisfies a weak
notion of security, namely, one-AD-IND-weak security (see Definition 51). That is, our scheme
is only secure when there is only one challenge ciphertext per input slot i € [n] and label £.
Moreover, the security notion does not take into account the information that can be extracted
from a partial decryption of ciphertexts. Recall that decryption usually operates on pk, msk,
and ciphertexts ct; for all slots ¢ € [n]. But it is still possible to extract information from
ciphertexts ct; for some, bot not all slots i € [n]. The information on the underlying messages
that is leaked by such partial decryption is not captured by the weak security notion. The
security of this construction relies on the DDH assumption, in the random oracle model. This
work has appeared in [CDG™18a].

Second, we show how to transform our one-AD-IND secure MCFE for inner product into a
many-AD-IND secure MCFE, thereby allowing an adversary to obtain many challenge cipher-
texts, using an extra layer of single-input FE for inner product.

Third, we show how to remove the aforementioned limitation in the security model, using
a layer of secret sharing on top of the original MCFE. This layer ensures that given only
ciphertexts ct; for some, but not all input slots ¢ € [n], one learns no information whatsoever
on the underlying messages. This transformation is generic: it takes as input any MCFE
with xx-AD-IND-weak security and turns it into an xx-AD-IND secure MCFE, where xx €
{many,one}. It can also be seen as a decentralized version of All-Or-Nothing Transforms
[Riv97, Boy99, CDH'00]. We propose a concrete instantiation in pairing-friendly groups,
under the Decisional Bilinear Diffie-Hellman problem, in the random oracle model. When
applied on our one-AD-IND-weak secure MCFE, we get an one-AD-IND secure MCFE.

Fourth, we propose an efficient decentralized algorithm to generate a sum of private inputs,
which can convert our many-AD-IND secure MCFE for inner product into a decentralized
many-AD-IND secure MCFE. This technique is inspired from [KDK11], and only applies to
the functional decryption key generation algorithm, and so this is compatible with the two
above conversions. We now expose our MCFE and SSE constructions in more details.

MCFE for inner product with one-AD-IND-weak security. We briefly showcase the
techniques that allow us to build efficient MCFE for inner product. The schemes we introduce
later enjoy adaptive security (aka full security), where encryption queries are made adaptively
by the adversary against the security game, but for the sake of clarity, we will here give an
informal description of a selectively-secure scheme from the DDH assumption, where queries

117
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’ Scheme \ MCFE \ [ABDP15] ‘
Setup : Vi € [n]: :Ii(:_:i‘ z;" Vi € [n]: :i(:_j [Zsil
Enc(pk, eki, x;, £) : return[?(]:i:]::H[(g + ;7] return ([r]?: [ci]R:Zi[xi + ;7))
KeyGeno k1 19| oy (] ) | rotums Gl )
Discrete logarithm of

Discrete logarithm of
Dec(pk, dky, 1y, s Ctis - -+ s Ctn, ) : Sulelyi] — [r-d] Z.[cTy-]g— e
where [r] := H({) i g

Figure 6.1: Comparison of the Inner-Product FE scheme from [ABDP15] and a similar MCFE
obtained by introducing a hash function H.

are made beforehand. Namely, the standard security notion for FE is indistinguishability-
based, where the adversary has access to a encryption oracle, that on input (mg,m;) either
always encrypts mg or always encrypts mq. While for the adaptive security, the adversary can
query this oracle adaptively, in the selective setting, all queries are made at the beginning,
before seeing the public parameters.

We first design a secret-key MCFE scheme building up from the public-key FE scheme
introduced by [ABDP15] (itself a selectively-secure scheme) where we replace the global ran-
domness with a hash function (modeled as a random oracle for the security analysis), in order
to make the generation of the ciphertexts independent for each client. The comparison is illus-
trated in Figure 6.1. Note that for the final decryption to be possible, one needs the function
evaluation to be small enough, within this discrete logarithm setting. This is one limitation,
which is still reasonable for real-world applications that use concrete numbers, that are not of
cryptographic size.

Correctness then follows from:

Zc;—yifr-d:Z(xi+sir)—ryifr-2y;rsi :ZX;I—YZ'-

In [CDG'18a, Appendix B, this scheme is proven selectively secure under the DDH as-
sumption. To obtain adaptive security, we adapt the adaptively secure inner product FE from
[ALS16] in the same manner than described for the FE from [ABDP15].

Secret Sharing Encapsulation. AS explained, in order to deal with partial ciphertexts,
we introduce a new tool, called Secret Sharing Encapsulation (SSE). In fact, the goal is to
allow a user to recover the ciphertexts from the n senders only when he gets the contributions
of all of them. At first glance, one may think this could be achieved by using All-Or-Nothing
Transforms or (n,n)-Secret Sharing. However, these settings require an authority who operates
on the original messages or generates the shares. Consequently, they are incompatible with our
multi-client schemes. Our SSE tool can be seen as a decentralized version of All-Or-Nothing
Transforms or of (n,n)-Secret Sharing: for each label ¢, each user i € [n] can generate, on his
own, the share Sy ;. And, unless all the shares S;, have been generated, the encapsulated keys
are random and perfectly mask all the inputs.

We believe that SSE could be used in other applications. As an example, AONT was used
in some traitor tracing schemes [KY02, CPP05]. By using SSE instead of AONT, one can get
decentralized traitor tracing schemes in which the tracing procedure can only be run if all the
authorities agree on the importance of tracing a suspected decoder. This might be meaningful
in practice to avoid the abuse of tracing, in particular on-line tracing, which might break the
privacy of the users, in case the suspected decoders are eventually legitimate decoders.
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MCFE with one-AD-IND-weak security

Here we present a multi-client scheme MCFE for inner product over Z, that is, for the set of
functionalities { F7>XY}, oy defined as FXY : [C, x Xy x - - - x &, — Z, with K, := [0, Y]™",
for all i € [n], &; := [0, X|™, Z := Z, such that for any (y1|| ‘- |lyn) € Kn, x; € X, we have:

n

Er S (vl lya)s s %n) = D (%0, yi).
i=1

We prove its one-AD-IND-weak security under the Dy (p) in prime-order group (a particular
case being the DDH assumption). Note that we do not require pairing-friendly groups. As
explained in the introduction of this chapter, this scheme will be used to build many-AD-IND
secure MCFE for inner product. The scheme is described in Figure 6.2.

Setup(1*, FmXY);
G = (G,pP) ot GGen(1%), | KeyGen(pk, msk, (y1]| - - - [lyn)):
H : {0,1}* —» G be a full do- | 4._ Sicn] S|y,
main hash function modeled as a random L
Return dky ..y, == (il llyn,d).
oracle. (54+1)
For all i € [n], S8 <= Zy""" | o0 gk ).
ek; := S;, pk = G, msk := {S;}ic[n]- ec(pk, dky, |- ly,.. [e1], - - -, [en], €):
Return (pk, msk, (ek;)iem])- Parse dky, |...|y, = (Y1l [[yn,d).
Compute [r] := H(¢).
Enc(pk, eks, x;, £): Return the discrete log of Y7 [¢/ yi] —
b 19 19 M T
Compute [r] := H(¥). v d].
Return [c;] := [x; + S;r].

Figure 6.2: Private-key, one-AD-IND-weak secure, multi-client FE scheme MCFE = (Setup, Enc,
KeyGen, Dec) for the class F/™X:Y one-AD-IND-weak secure under the Dy (p)-MDDH assumption in G.

Correctness of MCFE follows from:

> lelyil —[rdl =) [(xi +Sir) r' Z Syl = Z X yi]-

A 7

We know >, (x;,y:) < n-m-X-Y, which is bounded by a polynomial in the security param-
eter. Thus, decryption can efficiently recover the discrete log: Y, (x;,y;) mod p = Y, (xi,¥i),
where the equality holds since >, (x;,y:) <n-m-X Y < p.

Theorem 15: one-AD-IND-weak security

The scheme MCFE from Figure 6.2 is one-AD-IND-weak secure assuming the Dg(p)-
MDDH assumption in G, in the random oracle model.

Proof of Theorem 15. We proceed via a series of games G; for i € {0,...,2}, described in
Figure 6.3. The transitions are summarized in Figure 5.5. Let A be a PPT adversary. For any
game G, we denote by Advg(A) the probability that the game G outputs 1 when interacting
with A.

According to Definition 21, we have:

AdVRZEE A D (N) = |Advg, (A) — Advg, (4)].
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Games Gg, G,

G2, (G3.4.1)qe[0+1]s (G3.4.2, G3.4.3)¢e[q] ‘, Gy

G = (G,p,g) « GGen(1*), pk := G. For all i € [n], S; < Z**™V) ek, := S, msk := {S;}..
A < Dy(p), at < ZETI\ {0} st. ATat =0
o — AOEnc(~,‘,~),OKeygen(-),OCorrupt(~),RO(‘)(pk).

Return « if Condition 1 and Extra condition from Definition 25 of one-AD-IND-weak security
are satisfied, 0 otherwise.

RO(¢): // Go, [CEI} Ga, Gs.4.1, G3.4.2, G343 |, G4

On the ¢’th (fresh) query: [uy] := A - RF'(¢) + RF"(¢) - a*
Return [ug].

OEnc(i, (x?,x7),0): // Go, G1, G2, | G3.4.1, G3.q.2, G3.q3 |,' Gsa

(R ?

[uf] = RO(g),
[ei] == [x{ + Siw]
‘If [ug] is computed on the j-th RO-query, for j < ¢: [¢;] := [x} + S;uy] ‘

If [u/] is computed on the ¢g-th RO-query: [c;] := [x} + S;uy]

Return fc;] 777777

OKeygen(y): Return >, S/ y;. //Go, G1, G2, G3.4.1,G3.4.2, G3.4.3, Ga
OCorrupt(i): Return S;. // Go, G1, Ga, G3.4.1,Gs.9.2, G3.4.3, G4

Figure 6.3: Games for the proof of Theorem 15. Here, RF, RF’, RF” are random functions
onto GFt1, Zlg, and Z,, respectively, that are computed on the fly. In each procedure, the
components inside a solid (dotted, gray) frame are only present in the games marked by a solid
(dotted, gray) frame. Note that A’s queries must satisfy the condition from Definition 25,

including the extra condition, since we are only proving one-AD-IND-weak security.

Game G;: we replace the hash function H by a truly random function onto G?, that is
computed on the fly. This uses the pseudorandomness of the hash function H. Namely, in the
Random Oracle Model:

Advg,(A) = Advg, (A).

Game Gy: here, the outputs of RO are uniformly random in the span of [A] for A < Di(p).
This uses the Q-fold Dy (p)-MDDH assumption, where @ is the number of call to RO(+), which
tightly reduces to its 1-fold variant, using the random-self reducibility (see Lemma 1). Namely,
there exists a PPT adversary B such that
Ad Dy (p)-MDDH 1

Note that we use the fact that the Condition 1 and Extra condition from Definition 25
of one-AD-IND-weak security are efficiently checkable. This allows adversary B to decide
efficiently whether to forward the output « of A, or 0 (in case the conditions are not satisfied)
to its own experiment.

Game Gj311: is exactly game Gs. Thus,

AdVG2 (A) = AdVG3.1.1 (-A)
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From game G3,; to game G3,2: we first change the distribution of the output of RO
on its ¢'th query (note that two queries with the same input are counted once, that is, we
only count fresh queries), from uniformly random in the span of [A] to uniformly random over
G**1, using the Dy (p)-MDDH assumption. Then, we use the basis (Alja't) of Z’;“, to write a
uniformly random vector over Z’;“ as Au; 4+ us-at, where uj < Z];, and ug < Zjp. Finally,
we switch to Auj + usg - at where u; +x Z’; ,and ug g Z;, which only changes the adversary
view by a statistical distance of 1/p. Thus, there exists a PPT adversary B3 4.1 such that

- 1
Advg, , , (A) — Advg, , ,(A) < Advgig? PP () + »
Once again, we rely on the fact that Condition 1 and Extra condition from Definition 25
of one-AD-IND-weak security are efficiently checkable.

From game G342 to game G3,3: We prove:
AdVGSAq,Z (-’4) = AdVGs.qu (A)

Note that if the output of the ¢’'th fresh query to RO is not used by OEnc, then the games
G342 and G343 are identical. We consider the case where the output of the ¢’th fresh query
to RO is used by OEnc. We show that we also have Advg, ,,(A) = Advg, ,,(A) in that case,
in two steps.

In Step 1, we show that for all PPT adversaries B3 4.2 and B3 , 5, there exist PPT adversaries
B3 .2 and Bs 4.3 such that Advg, , ,(Bs.q.2) = (1!)2m+1)”'Adng'q‘2 (B3.,.2) and Advg, , 4(Bs.q.3) =
(p?™ 4+ 1) - Adve; (B3.,.3), where the games G}, 5 and G} , 5 are selective variants of games
G342 and Gg 4.3 respectively (see Figure 6.4). Note that those advantage are conditioned on
the fact that the output of the ¢’th fresh query to RO is used by OEnc.

In Step 2, we show that for all PPT adversaries B*, we have Advgy (B*) = Advgy . (B),
where again, these advantages are conditioned on the fact that the output of the ¢’th fresh
query to RO is used by OEnc.

Step 1. We build a PPT adversary Bj , , playing against G} , 5, such that Advg, ,,(Bs.q2) =
(P*™ +1)" - Adves ,(B542)-

Adversary B3, o first guesses for all i € [n], z; +—x Z%m U{L}, which it sends to its selective
game Gj 5. That is, the guess z; is either a pair of vectors (x%,x}) € ng queried to OEnc, or
1, which means no query to OEnc. Then, it simulates A’s view using its own oracles. When
Bg.q_2 guesses successfully (call E that event), it simulates Bz 42’s view exactly as in G3 4.2.

Since event E happens with probability (p?™ + 1)~", we obtain:

AdVGg.q.Q (B§q2)
= | P11 < G} 5| B] - Pr[E] + Pr[l = Gj ;o[ ~E] - Pr[~E]

=Pr[1<7G3,q_2] =0
= PI‘[E] . ]Pr[l — G3_q.2”
= (P*" +1)7" - Advg, , , (B.q.2)
Adversary Bs 4.3 is built similarly. As for prior reductions, we use the fact that Condition

1 and Extra condition from Definition 25 of one-AD-IND-weak security, and the validity of
the guess {2;}ic|n], can be checked efficiently.
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Step 2. We assume the values (Zi)ie[n] sent by B* are consistent, that is, they don’t make the
game end and return 0. We also assume Condition 1 and Extra condition from Definition 25
of one-AD-IND-weak security are satisfied. We call F this event.

We show that games G3,, and Gj 3 are identically distributed, conditioned on E. To
prove so, we use the fact that the following are identically distributed: (Si)ie[ 0 x1) and

n]7zi:(xi X
(Si +y(x} - X?)(aJ-)T) ‘ , where a® < ZF+1\ {0} such that ATa' =0, and for
i€[n],zi=(x p
me(k—i—l)
P

0 x1

all i € [n]: S; +—x , and 7y <—g Z,. This is true since the S; are independent of the z;
(note that this is not true in adaptive games). Thus, we can re-write S; into S;+v(x} —x?)(a+) T
without changing the distribution of the game.

We now take a look at where the extra terms v(x} — x¥)(at)" actually appear in the
adversary’s view. They do not appear in the output of OCorrupt, because we assume event F
holds, which implies for all i € [n], either 2; = 1, and there is no extra term; or z; = (x¥, x}),
but by Condition 1, we must have x? = x!, which means there is again no extra term.

They appear in OKeygen(y) as

dky = > Slyi+ at -y X o) (X = X)) Tyi s
1€[n]
where the gray term equals 0 by Condition 1 and Extra condition from Definition 25 of
one-AD-IND-weak security.

Finally, the extra terms y(x} — X?)(aj-)T only appear in the output of the queries to OEnc
which use [uy] computed on the ¢’th query to RO, since for all others, the vector [u,] lies in the
span of [A], and ATa' = 0. For the former, we have [c] := [S;up + x¥ + y(x} — x0)(at) Tuy].
Since u/ a® # 0, the above [c] is identically distributed to [S;u; + x} + v(x} — x?)(at) Tuy].
Finally, reverting these statistically perfect changes, we obtain that [c] is identically distributed
to [Siug + x;], as in game Gj 5.

Thus, when event E happens, the games are identically distributed. When —F happens,

the games both return 0. Thus, we have

Advg; (B*) = Advg; . (B%).

From game G3,3 to game G3411.1: this transition is the reverse of the transition from
game Gz 41 to game Gs 42, namely, we use the Dy (p)-MDDH assumption to switch back the
distribution of [uy] computed on the ¢’th (fresh) query to RO from uniformly random over
G**! (conditioned on the fact that u/at # 0) to uniformly random in the span of [A]. We
obtain a PPT adversary B3 4.3 such that

AdVGs.q.s (A) — AdVG3.q+1.1(~A) < Adngéf,);ZmDH()\) + ]1)
From game G3 1.1 to G4: First, we switch the distribution of all the vectors [u,] output by
the random oracle to uniformly random over G¥*!, using the Dy, (p)-MDDH simultaneously for
all queried labels ¢, using the random self reducibility of the MDDH assumption (cf Lemma 1).
Then, we using the random oracle model to argue that the output of the real hash function
H are distributed as the output of a truly random function computed on the fly (this is the
reserve transition than transition from gma eGp to game Gp). We obtain a PPT adversary By

such that: .
AdvG, .1 (A) = 6o < AVERE™0) L
Putting everything together, we obtain a PPT adversary B such that
- 2 2
VIS4 (0) < (20 +2) - AL )+ 22 2

where @ denotes the number of calls to the random oracle. O
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Games (Gg.q.% Gg.q.S)QE[Q]:

(state, (Zz € ng U {J—})ze[n]) — A(1>‘, 1”)

S:=10,G:=(G,p,P) + GGen(1*), pk := G, A < Dr(p), a* +x Z’;H \{0}s.t. ATat =0. For
alli € [n], S; <& Z;nx(kﬂ)-

o — AOEnc(-,-,-),OKeygen(-),OCorrupt(~),RO(-)(pk’State).

If 3i € [n] \ S such that z; # L, the game ends, and returns 0.

Return « if Condition 1 and Extra condition from Definition 25 of one-AD-IND-weak security
are satisfied, 0 otherwise.

RO(é) // G§.q.27 Gg.qﬁ
[ud = [AI‘@], with rp := RF/(f)
On the ¢’th (fresh) query: [uy] := [A - RF'(¢) + RF”(¢) - at]

Return [uy].

OEnc(i, (x°,x1), £): // 7 G343
[u] := RO(0),

[c] := [x° + S;uy]

If [u/] is computed on the j'th (fresh) query to RO with j < ¢: [c] := [x! + S;u,].
If [ug] is Computed on the ¢’th (fresh) query to RO, then:
o if (x0,x1) ;é zz, the game ends and returns 0

e otherwise, _+ x! +S;u|, S:=SU{i}.
Return [c].

OKeygen(y): /1G5 4.2, G5 43
Return Y, S y;.

OCorrupt(4): /] G34.2,G5 4.3
Return S;.

Figure 6.4: Games Gj , , and G} , 3, with ¢ € [Q], for the proof of Theorem 15. Here, RF, RF’
are random functions onto G**!, and Z’;, respectively, that are computed on the fly. In each
procedure, the components inside a solid (gray) frame are only present in the games marked
by a solid (gray) frame.
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From one to many ciphertext for MCFE

In this section, we add an extra layer of public-key, single-input inner product FE on top of the
inner product MCFE from Section 6.1, to remove the restriction of having a unique challenge
ciphertext per client and per label. Our construction works for any public-key single-input
inner product FE that is compatible with the inner product MCFE from Section 6.1, that is,
an FE whose message space is the ciphertext space of the MCFE. Namely, we use a single-input
FE whose encryption algorithm can act on vectors of group elements, in G™, where G is a
prime-order group, as opposed to vectors over Z. Decryption recovers the inner product in
the group G, without any restriction on the size of the input of the encryption and decryption
key generation algorithms. The message space of the FE is G, for some dimension m, its
decryption key space is Z,', where p is the order of G, and for any x] € G™, y € L' the
decryption of the encryption of [x]| together with the functional decryption key associated with
y yields [x"y].

For correctness, we exploit the fact that decryption of the MCFE from Section 6.1 computes
the inner product of the ciphertext together with the decryption keys. For security, we exploit
the fact that the MCFE is linearly homomorphic, in the sense that given an input x, one can
publicly maul an encryption of x’ into an encryption of x + x’. This is used to bootstrap the
security from one to many challenge ciphertexts per (user,label) pair, similarly to the security
proof in Chapter 4 in the context of multi-input inner product FE. In fact, the construction
in Chapter 5 uses a one-time secure multi-input FE as inner layer, and a single-input inner
product FE as outer layer, while we use an inner product MCFE as inner layer, and a single-
input inner product FE as outer layer.

Before presenting our construction in Figure 6.5, we remark that the MCFE from Section 6.1
satisfies the following properties.

e Linear Homomorphism of ciphertexts: for any i € [n], x;,%} € Zy', and any label £, we
have [¢;] + [x]] = Enc(pk, ek;, x; + x}, ), where [c;] = Enc(pk, ek;, x;, £).

e Deterministic Encryption. In particular, together with the linear homomorphism of ci-
phertexts, this implies that for any x;, x; € Z;" and any label £, we have: Enc(pk, ek;,x;, £)—
Enc(pk, ek, x}, ¢) = [x; — x]].

Correctness. By correctness of ZPFE, we have for all i € [n], and any label £: [ay;] =
[yerxi + Sue)] = [(yixa)] + [l TSTys. Thus, Silaes] = [(y,3)] + [ue] (5 STy:). Since
d'= 5, 8Ty;, we have S, [ag] = [{y, %)] + [u]Td, hence [o] = [(x,y)].

We know (x,y) = >,;(x;,y:) < n-m-X-Y, which is bounded by a polynomial in the security
parameter. Thus, decryption can efficiently recover the discrete logarithm: »°,(x;,y;) mod p =
> i(xi,yi), where the equality holds since Y ,(x;,yi) <n-m-X-Y < p.

Security proof.

Theorem 16: many-AD-IND-weak security of MCFE

The scheme MCFE from Figure 6.5 is many-AD-IND-weak secure, assuming the under-
lying single-input FE ZPFE is many-AD-IND secure, and using the fact that the scheme
MCFE' from Figure 6.2 is one-AD-IND-weak secure.

Proof overview. The proof is similar than the proof of Theorem 10, in Chapter 4, which
proves the many-time security of our multi-input FE from its one-time security. In the one-
AD-IND-weak security game, the adversary only queries OEnc on one input (4, (x?, x}), ) per
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Setup(1*, FmXY);

pk’, msk’, (ek);crny) ¢ Setup’(1*, F™XY) gpk < IP.GSetup 1)‘,Fm’X’Y, for all ¢+ € [n],
i)i€[n] n IP

(IP.ek, IP.msk;) < IP.Setup(1*,gpk, Fipo™Y), ek; := ek}, pk := (pk',gpk, {IP.eki}icin)),

msk := (msk’, {IP.msk; };c[n))-

Return (pk, msk, {ek; }ic[n))-

Enc(pk, ek;, x;, £):
[cf,i] — Enc/(pk/, ek;jaxiv é)
Return Cy; := IP.Enc(gpk, IP.ek;, [ce,i])

KeyGen(pk, msk,y :=y1|| - [|lyn):
dky « KeyGen'(pk, msk’, y), and for all i € [n]: dky, < IP.KeyGen(gpk, IP.msk;, y;).
Return dky := (dk},, {dky, }ic[n))-

Dec(pk, dky, {Of,i}ie[n] y 6)

Parse dky = (dkj,{dky,}ic(n), where dki, = (y,d). For all i € [n], compute [oy;] +
IP.Dec(gpk, Cy.i, dky,). Then [u] = H(¢), [a] = [, api] — [ug]Td. Finally, it returns the dis-
crete logarithm o € Z,.

Figure 6.5: MCFE, a many-AD-IND-weak secure MCFE for inner product. Here, MCFE' :=
(Setup’, Enc’, KeyGen’, Dec’) is the one-AD-IND-weak secure from Section 6.1, and ZPFE :=
(IP.GSetup, IP.Setup, IP.Enc, IP.KeyGen, IP.Dec) is a many-AD-IND secure, public-key, single-input inner
product FE. Here, H denotes the hash function that is part of pk’.

input slot ¢ € [n] and label £. In the many-AD-IND-weak security game, however, we may
have many such queries, and we use an index j € [Q;¢] to enumerate over such queries, where
Qi ¢ denotes the number of queries to OEnc which contain the input i € [n] and the label £.
That is, we call (xg’o, X{’l) the j’th query to OEnc on label ¢ and slot i. The proof goes in two
steps:

o We first switch encryptions of x%’o, ..., x19 to those of x%’l, ..., x5! all at once, and for
the remaining ciphertexts, we switch from an encryption of xg’o = (xg’o - Xil ’O) + xg 0 to
that of (XZ 0 xl-1 ’0) —i—xl-l 1. We can do so using the one-AD-IND-weak security of MCFE,
and the fact that its encryption algorithm is linear homomorphic. In particular, given
an encryption of x} P for B € {0,1}, and the vector (xg’0 — xi1 ’0), we can produce (only
with the public key) an encryption of (xg’O — Xil ’O) + xl-1 B, Thus, we can generate all the
challenge ciphertexts only from the security game where there is only a single ciphertext
in each slot and label.

e Then, we switch from encryptions of

2,0 1,0 1,1 0 1,0 1,1
(Xi7 _xi7)+xi7""7(sz“ _xz'7)"i_xz'7
to those of
2,1 1,1 1,1 i1 1,1 1,1
(x;" —x;7) +x a"'a(XiQZ —x;7) + %7

To carry out the latter hybrid argument, we use the fact that the queries must satisfy the
constraint:

T 1,1 0 10T
[coyil = [x; +x77 —x;7]
= [X}’l + Xi’l - X}’l]TYi + [Siwg] "y

= [c14] i,
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where Enc’ denotes the encryption algorithm of MCFE’ from Figure 6.2, and for all b € {0,1},
[Cpi] == Enc’(pk’,ekg,xil’1 + xg’b — x}’b,ﬂ).

The second equality is equivalent to <xg’0 — xi1 0 vi) = <xg’1 — Xil 1 yi), which follows from
the restriction imposed by the security game (see Remark 7).

Thus, we can use the many-AD-IND security of the single-input FE ZPFE for n instances
(which is implied by the single instance many-AD-IND security, see Lemma 5), to switch
simultaneously all the challenge ciphertexts for all slots i € [n]. As explained in the beginning
of this section, the construction is essentially the same construction than multi-input FE for
inner product as in Section 5.4, except we replace the perfectly, one-time secure MIFE used in

the inner layer, by the one-time secure MCFE from Figure 6.2.

Proof of Theorem 16. We proceed via a series of games, described in Figure 6.6. Let A be
a PPT adversary. For any game G, we denote by Advg(.A) the probability that the game G
outputs 1 when interacting with A. Note that we have:

AdvTjEf{Q[j('ND'Weak()\) = |Advg, (A) — Advg, (A)],

according to Definition 25.

Game Gi: is as game Gy, except we replace the challenge ciphertexts to ctz = Enc(pk, ek;,
x1? —x}0 4 x") for all i € [n] and j € [Q;], using the one-AD-IND-weak security of MZFE’.
Namely, we prove in Lemma 40 that there exists a PPT adversary B; such that:

Advg, (A) — Advg, (A) < Adviiere B (V).

Game Gs: we replace the challenge ciphertexts to ctg = Enc(pk, eki,xg’1 - xl-l’1 + xil’l) =
Enc(pk,eki,xf’l) for all i € [n] and j € [Q;], using the many-AD-IND security of ZPFE for
n instances, which is implied by the single-instance security (see Lemma 5). We prove in
Lemma 41 that there exists a PPT adversary Bs such that:

Advy(A) — Adva(A) < AdvERY 2P ().
Putting everything together, we obtain:

many-AD-IND-weak one-AD-IND-weak many-AD-IND
Adv yiore A (A) < Advilicrer s, (A) +Advzpre g, n (M)

Lemma 40: Game Gy to G;

There exists a PPT adversary B; such that

|AdVG0 (.A) — AdVG1 (A)| < Advﬂ%é?77ng_weak(A).

Proof of Lemma 40. In game Gy, which is described in Figure 6.6, we replace Enc(pk,ek;,
xg’o,f) = Enc(pk, ek, X}’O + (xg’o — x1"),¢) with Enc(pk, ek;, x}’l + (x? — %1%, 0) for all

7 ) )

i € [n],7 € [Q;]. This is justified by the following properties:
e one-AD-IND-weak security of MCFE’;

o the fact that Enc’ is linearly homomorphic. Namely, for all i € [n], given Enc’(pk’, ek},
xg’ﬁ), Xf’o - Xil’O and pk’, we can create an encryption Enc’(pk',ek;,xg’ﬁ + xg’o - x}’o)

(corresponding to challenge ciphertexts in slot ¢ in game Gg).

The adversary B proceeds as follows.
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Games Go, , [(52]2

(pk, msk, (ek;);en)) = Setup(1*, FrXY)

a — AOEnc(~,',~),OKeygen(~),OCorrupt(~)(pk’ {eki}iecs)

Return « if condition 1 and extra condition from Definition 25 of many-AD-IND-weak
security are satisfied; otherwise, return 0.

OEnc(z, (x{’o, x{’l)7 0):
ct] = Enc(pk, e, ! — x1 + x1)

K3
50 10, 11
i x;" +x;7)

ctg := Enc(pk, ek;, x

-
L i1 11, 114
\ct! := Enc(pk, ek;,x" —x;7 +x;77)

L

Return ctg .

OKeygen(y1| -~ - [lyn):
Return KeyGen(pk, msk,y1]|---||yn)-

OCorrupt(i):
Return ek;.

Figure 6.6: Games for the proof of Theorem 16.

-Simulation of pk:

The adversary B samples gpk < GSetup(l’\,Flgl’X’Y), and for all i € [n], (ek;, msk;) <«
IP.Setup(l’\,gpk,Fl?’X’Y). It receives a public key pk’ from its own experiment. It returns

pk := (pk’, gpk, {IP.ek; }icn)) to A.

-Simulation of OEnc(i, (x/*,x/"), ):

(k)
If j = 1, that is, it is the first query for slot i € [n] and label ¢, then B; queries its own

oracle to get [c}

IR Enc’(pk',eké,xi’ﬁ,é), where 3 € {0,1}, depending on the experiment
By is interacting with. If j > 1, By uses the fact that MCFE' is linearly homomorphic to
generate all the remaining ciphertexts ct] for i € [n], j € {2,...,Q;} by combining ct; =
Enc’(pk',ek;,xil’ﬁ,f) with the vector xg’o —

1,0 1,0
Js — X’ E

5 ;. 0), which matches the challenge ciphertexts in Game Gg. Note that this can be
done using pk” only. Moreover, there is no need to rerandomize the challenge ciphertext, since
the encryption is deterministic in MCFE’. Then, for all i € [n] and all j € [Q;], Bi computes

ct] := IP.Enc(gpk, IP.ek;, [¢!]), and returns {Ctg}ie[n],jE[Qi] to A.

xz-l’o to obtain an encryption Enc'(pk’,ek;,xg’ﬁ +
X

-Simulation of OKeygen(y :=yil|---|yn):

B uses its own secret key generation oracle to get dk;, <+ OKeygen'(y), and for all i € [n],
computes dky, < IP.KeyGen(gpk, IP.msk;, y;). It returns (dky, {dky, }icn)) to A.

-Simulation of OCorrupt(i):

By uses its own oracle to get ek «+— OCorrupt’(i), which it returns to A.

Finally, B; forwards the output « of A to its own experiment. It is clear that for all
g € {0,1}, when B interacts with one—AD—INDgACFS, it simulates the game Gg to A.



128 Chapter 6. Multi-Client Inner Product Functional Encryption

Therefore,

-AD-IND
Advs AN () =
’Pr one- AD-IND{"“7¢ (1%, By) = 1] — Pr [one- AD-IND{'7¥' (1%, B;) = 1” =

|Advg, (A) — Advg, (A)].

Lemma 41: Game G; to Gy

There exists a PPT adversary By such that

|Adve, (A) — Advg, (A)] < AdvTRY e (A).

1

Proof of Lemma 41. In Game Gy, we replace Enc(pk,eki,xi’ + (xg’0 - xil’o) ,0) with Enc(pk,

ek, XZ-1’1+ (xg’1 — x?’l) ,0) for all i € [n], j € [Q;]. This follows from the many-AD-IND security

of ZPFE for n instances, which we can use since for each key query yi||...||yn, we have
1,1 j,0 1,0
[C(—l)—,iyi] = [Xi + Xg —X; ]Tyi + [Sz é] yi

=[xt =]

yi+ [Siudyi
= [e14] " yi
where for all b € {0,1}, [cp,] := Enc’(pk’, ek!, x}"! + xI* — x]"* 0).

7
The second equality is equivalent to (x] 0 _ xi1 ’O, Vi) = <xg’1 - Xil ’1, yi), which follows from

the restriction imposed by the security game (see Remark 7).
We build a PPT adversary By such that:

|Adve, (A) — Advg, (A)] < AdvFRY e 0 (A).

Adversary By proceeds as follows.

-Simulation of pk:

Adversary By receives (gpk, {IP.eki};c(n)) from its experiment. Then, it samples (pk’, msk’,
{eki}iem) < Setup’(1*, E™%Y) | and sends pk := (pk’, gpk, {IP.ek; }igpn)), to A.

-Simulation of OEnc(s, (xg’o,xg’l),é):

For all b € {0,1}, By computes [¢/’] « Enc’(pk’, ek}, x}"! + x7* — x}*,0), and queries its own
encryption oracle on input (, ([c%], [¢”'])), to get IP.Enc(gpk, IP.ek;, [cg’ﬁ]), which it forwards

)

to A, where 8 € {0,1}, depending on the experiment Bs is interacting with.

-Simulation of OKeygen(y :=y1l| - |lyn):

For all ¢ € [n], By uses its own decryption key generation oracle on input y; to get dky, :=
IP.KeyGen(gpk, IP.msk;,y;). It computes dky := KeyGen'(pk’, msk’,y), which it can do since it
knows msk’. It returns (dky,, {dky, }icjn)) to A.
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-Simulation of OCorrupt(7):

B; returns ek, to A.

Finally, By checks whether condition 1 and extra condition from Definition 25 are satis-
fied. Note that involves checking an exponential number of equation for general functionalities.
But in the case of inner-product, B2 just has to look at spanned vector sub-spaces. Namely, all
queries (z’,xgi’o,xgi’l,ﬁ)ie[nme@i} to OEnc and all queries y := (y1| - [lyn) to OKeygen must
satisfy: Zi(xg“o,yi) = Zi<xgi’1,yi>. This is an exponential number of linear equations, but,
as noted in the beginning of Chapter 4, it suffices to verify the linearly independent equations,

of which there can be at most n - m. This can be done efficiently given the queries.

If these conditions are satisfied, then By forwards A’s output « to its own experiment,
otherwise it sends 0 to its own experiment. It is clear that for all 5 € {0,1}, when By interacts
with many-AD-IND%Pf 5(1A, 1™, By), it simulates the game Gy to A. Therefore,

-AD-IND
Adv?;r}fyg,zsz,n (A) =
‘Pr [many-AD-INDgpff (12,17, By) = 1} —Pr [many-AD-IND{”’” (12,17, By) = 1” =
|Adv, (A) — Adve, (A)].

Secret Sharing Encapsulation

As explained in the introduction of this chapter, in the xx-AD-IND-weak security notion,
incomplete ciphertexts were considered illegitimate. This was with the intuition that no ad-
versary should use it since this leaks no information. But actually, an adversary could exploit
that in the real-life. We wish to obtain xx-AD-IND security, where the adversary can use in-
complete ciphertexts. We upgrade the scheme from the previous section so that no information
is leaked in such a case.

Namely, we present a generic layer, called the Secret Sharing Encapsulation (SSE), that
we will use to encapsulate ciphertexts. It allows a user to recover the ciphertexts from the n
senders only when he gets the contributions of all the servers. That is, if one sender did not
send anything, the user cannot get any information from any of the ciphertexts of the other
senders. More concretely, a share of a key Sy ; is generated for each user ¢ € [n| and each label
¢. Unless all the shares S; y have been generated, the encapsulation keys are random and mask
all the ciphertexts.

After giving the definition of SSE, we provide a construction whose security is based on
the DBDH assumption in asymmetric pairing groups.

Definitions
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Definition 28: Secret Sharing Encapsulation (SSE)

A secret sharing encapsulation on C over a set of n senders is defined by four algorithms:

e SSE.Setup(1*): Takes as input a security parameter 1* and generates the public
parameters pke, and the personal encryption keys are eksse; for all i € [n];

e SSE.Encaps(pkee, ¢): Takes as input the public parameters pkg, and the label ¢ and
outputs a ciphertext Cy and an encapsulation key K, € IC;

e SSE.Share(eksse s, £): Takes as input a personal encryption eksse; and the label ¢,
outputs the share Sy ;;
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o SSE.Decaps(pksse, (St,i)icn), ¢, Cr): Takes as input all the shares Sy ; for all i € [n],
a label ¢, and a ciphertext Cp, and outputs the encapsulation key Kj.

Correctness. For any label ¢, we have: Pr[SSE.Decaps(pkese; (St,i)ic[n) £ Ce) = Ki] =
1, where the probability is taken over (pksse, (€ksse,i)ic[n)) < SSE.Setup(X), (Cp, K¢) <
SSE.Encaps(pkese, £), and Sy; < SSE.Share(eksse , ¢) for all i € [n].

Security. We want to show that the encapsulated keys are indistinguishable from random
if not all the shares are known to the adversary. We could define a Real-or-Random security
game [BDJR97a] for all the masks. Instead, we limit the Real-or-Random queries to one label
only (whose index is chosen in advance), and for all the other labels, the adversary can do
the encapsulation by itself, since it just uses a public key. This is well-known that a hybrid
proof among the label indices (the order they appear in the game) shows that the One-Label
security is equivalent to the Many-Label security. The One-Label definition will be enough for
our applications.

Definition 29: 1-label-IND security for SSE

An SSE scheme SSE := (SSE.Setup, SSE.Encaps, SSE.Share, SSE.Decaps) over n users is
1-label-IND secure if for every stateful PPT adversary A, we have:

AdVEEESNP () = |Pr [1-label-INDFS? (1%, A) = 1] — Pr [1-label-IND§S (1%, A) = 1”
— negl(\),

where the experiments are defined for 8 € {0, 1} as follows:

Experiment 1-label-IND5%% (14, A):
i* < A(1M 1)

(pkssev (eksse,i)ie[n}) — Setup(l’\)
o %AOEncaps(~),OShare(-,~),OCorrupt(-)(pk)

Output: «

On input a label ¢, the oracle OEncaps(¢) computes (Cy, Ky) < SSE.Encaps(pkege, ),
Ko = Ky, K1 <& K, and returns (Cy, K3). On input i € [n], and a label ¢, the oracle
OShare(i, £) returns S; ; <— SSE.Share(eksse 4, ¢). On input ¢ € [n], the oracle OCorrupt(7)
returns eksse ;-

We require that the oracle OEncaps is only called on one label £*, OShare is never called
on input (i*,£*), and OCorrupt is never called on ¢*. If this condition is not satisfied, the
experiment outputs 0 instead of «.

Construction of the Secret Sharing Encapsulation

We build an SSE from the DBDH assumption in asymmetric pairing groups, in the random
oracle model, in Figure 6.7.

We stress here that K is not unique for each label /: whereas Sy ; deterministically depends
on ¢ and the slot i, K, is randomized by the random coins r. Hence, with all the shares, using
a specific Cy one can recover the associated K,. Correctness follows from the fact that the
above decapsulated key K, is equal to

¢ (Z ti - H(0), [T]z) =e (H(ﬁ), > ti]2> :

1€[n] i€[n]
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SSE.Setup(1*):

PG = (Gy,Ga,p, P, P,) + PGGen(1?), H: {0,1}* — G, be a full domain hash function modeled
as a random oracle.

For all 7 € [’/l], tl' R Zp7 eksse’i = ti, pksse = (Pg, H7 [Zie[n] tl]g)

Return (pkye, (€ksse,i)ie[n])-

SSE.Share(pkeee, €ksse, i, £):
Return Sy; :=1; - H(¢) € G;.

SSE.Encaps(pkee, £):
7 4R Ly, Cp = [r]a, K¢ = e(H(0),r- 32, ti)- Return (C, Ko).

SSE.Decaps(pksse; (Si,e)iem]s £ Ce):
Return K, := e(zie[n] Se.i,Ce).

Figure 6.7: SSE based on DBDH in asymmetric pairing groups.

where the pair (Cy, Ky) has been generated by the same SSE.Encaps call, with the same random
r. The intuition for the security is that given all the Sy; = t;-H(¢) for a label ¢, one can recover
the masks Ky = e(H(€), [r - Xoicpn til2) using Cp = [r]s. However if Sy; is missing for one slot
1, then all the encapsulation keys K, are pseudo-random, from the DBDH assumption.

Our construction is reminiscent from the Identity-Based Encryption from [BF01], where
a ciphertext for an identity ¢ is of the form e(H(¢), [msk - r]3) for a random r <y Z,, and a
functional decryption key for identity £ is of the form H(¢£)™k. In our construction, we share
the master secret msk into the {?;};c|,, and each Sy; represents a share of the functional
decryption key for identity £.

Security proof.

Theorem 17: 1-label-IND security of SSE

The SSE scheme presented in Figure 6.7 is 1-label-IND secure under the DBDH assump-
tion, in the random oracle model.

Proof of Theorem 17. We build a PPT adversary B such that
AVEEPSTND () < (14 aw) - AdviSgs " (A),

where gy denotes the number of calls to the random oracle prior to any query to OEncaps,
either direct calls, or indirect via OShare. The integer ¢g,. denotes the number of calls to
the oracle OEncaps. We will then conclude using the random self reducibility of the DBDH
assumption (see Lemma 4).

The adversary B receives a ggnc-fold DBDH challenge (Pg, [a]1, [b]1, [b]2, {[ci]2, [Si]T}ie[qEnc}>’
where ggnc denotes the number of queries of A to its oracle OEncaps, and receives i* € [n] from
A.

Then, B guesses p <—x {0,...,qy}. Intuitively, p is a guess on when the random oracle is
going to be queried on £*, the first label used as input to OEncaps (without loss of generality, we
can assume OEncaps is queried at least once by A, otherwise the security is trivially satisfied),
with p = 0 indicating that the adversary never queries H on ¢* before querying OEncaps.

Then, B samples t; <—x Z,, and sets eksse ; := t; for all i € [n], i # i*, and sets [tij]2 := [b]2.
It returns pkese == (PG, [Xicpy til2) to A.

For any query OCorrupt(i): if i # i*, B returns ekgse i, otherwise B stops simulating the
experiment for A4 and returns 0 to its own experiment.
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For any query to the random oracle H, if this the p’th new query, then B sets H(¢,) := [a];.
For others queries, B outputs [h]; for a random h <y Z,. B keeps track of the queries and
outputs to the random oracle H, so that it answers two identical queries with the same output.

For any query to OEncaps(¢): if ¢ has never been queried to the random oracle H before
(directly, or indirectly via OShare) and p = 0, then B sets H(¢) := [a];; if £ was queried to
random oracle as the p’th new query (again, we consider direct and indirect queries to H, the
latter coming from OShare), then we already have H(¢) = [a]1. In both cases, B sets Cy < [c;]2,
for the next index j in the ggnc-fold DBDH instance, computes Ky < [s;]7 +e([al1, (3,2« ti) -
[cj]2), and returns (Cy¢, K;) to A. Otherwise, the guess p was incorrect: B stops simulating
the experiment for A, and returns 0 to its own experiment. Moreover, if A ever calls OEncaps
on different labels ¢, then B stops simulating this experiment for 4 and returns 0 to its own
experiment.

For any query to OShare(i, £): if the random oracle has been called on ¢, then B uses the
already computed input H(¢); otherwise, it computes H(¢) for the first time as explained above.
If i = ¢* and ¢ = {,, then B stops simulating the experiment for A and returns 0 to its own
experiment. Otherwise, that means either 7 # ¢*, in which case B knows t; € Zj, or £ # {,, in
which case B the discrete logarithm of H(¢). In both cases, B can compute Sy ; := t;-H(¢) € Gy,
which it returns to A.

At the end of the experiment, B receives the output « from A. If its guess p was correct,
B outputs « to its own experiment, otherwise, it ignores o and returns 0.

When B’s guess is incorrect, it returns 0 to its experiment. Otherwise, when it is given
as input a real genc-fold DBDH challenge, that is s; = abc; for all indices j € [ggnc], then B
simulates the 1-label-IND security game with b = 0. Indeed, since b = t;x, for the j-th query
to OEncaps, we have:

K = [sjlr + e([aly, (D 1) - [¢j]2) = labej]r + e(aly, (3 ) - [ej]2)

i#i* i
= e([a]1, [bejla) + e([alr, (D ti) - [ej]2) = e([aly, [besla + (D i) - [ej]2)
ii* i#i*
= e(lal, (b+ D ti) - [ejla) = ellaly, O ta) - [¢]2) = e(H(£*), ¢; - To)
i i

where Cy» = [¢j]2. When given as input a a random ggnc-fold DBDH challenge, the simulation
corresponds to the case b = 1. Finally, we conclude using the fact that the guess p is correct
with probability exactly qu+1’ O

Strengthening the Security of MCFE Using SSE

We now show how we can enhance the security of any MCFE for any set of functionality
{F,}nen, using a Secret Sharing Layer as defined in Section 6.3. Namely, we show that the
construction from Figure 6.8 is xx-AD-IND secure if the underlying MCFE is xx-AD-IND
secure, for any xx € {one,many}, thereby removing the complete-ciphertext restriction. We
stress our transformation is not restricted to MCFE for inner product, but works for any
functionality.

Generic construction of xx-AD-IND security for MCFE

We present an xx-AD-IND secure MCFE, where xx € {one,many}, for the set of functionalities
{Fp}nen, from any xx-AD-IND-weak secure MCFE for {F}, },en, 1-label-IND secure SSE, and
symmetric encryption scheme. The generic construction is presented in Figure 6.8.
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(Pk/, msk/7 (ek;)ze[n]) < Setup/(l)\7 Fn)7 (pksse’ (ek5567i)i€[n]) AN SSESGtUp(lA)
pk = (Pk/7 pksse)7 msk := m5k17 and for all i € [n]’ eki = (ek;7eksse,i)'
Return (pk, msk, (ek;);c[n))-

Enc(pk, ek, z;, £):
Cj; + Enc(pk’ ek}, zi,£), (Cp, Ky) < SSE.Encaps(pkgse,f), Sei < SSE.Share(pkyse, eksse,is £)-
Return the ciphertext Cp; := (Dy; := SEI’]C(K@,Czi%Cz,Sg’i).

KeyGen(pk, msk, k):
Return KeyGen'(msk’, k).

Dec(pk, dky, {Ce,i}icin), £):

For all i € [n], parse Cy; = (Dy,i, Cy, Sp,i). Compute Ky <~ SSE.Decaps(pKse; (Se,i)ic[n)» £ Cr). For
all i € [n], computes C;; <— SDec(Ky, Dy,;).

Return Dec’(pk’, dky, {Ch.iYiem)-

Figure 6.8: MCFE with xx-AD-IND security from any 1-label-xx-IND secure MCFE MCFE' =
(Setup’, Enc’, KeyGen’, Dec’), SSE scheme SSE := (SSE.Setup, SSE.Encaps, SSE.Share, SSE.Decaps), and
symmetric encryption SKE := (SEnc,SDec). Here, xx € {one,many}. Recall that the algorithm
SSE.Encaps is randomized, thus, different invocation of SSE.Encaps(pk,,¢) on the same input will
produce different outputs.

Correctness: follows straightforwardly from the correctness of the underlying MCFE’, SSE
and SKE.

Security proof.

Theorem 18: Security

The MCFE from Figure 6.8 is xx-AD-IND secure assuming MCFE’ is xx-AD-IND-weak
secure, SS& is 1-label-IND secure, and SKE& is one-time secure.

We stress that this security result keeps all the properties of MCFE’ and SSE:
o if MCFE' and SSE are both secure against adaptive corruptions, then, so is MCFE;
o if MCFE' is many time secure (xx = many), then, so is MCFE.

Proof of Theorem 18. The proof uses a hybrid argument that goes over all the labels 41, ..., ¢y,
used as input to the queries A makes to the oracle OEnc. We define the hybrid games G,,
for all p € {0,...,L} in Figure 6.9. For any hybrid game G,, we denote by Advg,(A) the
probability that the game G, outputs 1 when interacting with A. Note that Advﬁ'@ﬁé!ﬁD()\)
|Advg,(A) — Advg, (A)|. Lemma 42 states that for all i € [L], |Advg, ,(A) — Advg,(A)| is

negligible, which concludes the proof. O



6.4 Strengthening the Security of MCFE Using SSE 135

Games G,, | Gj, Hpp | forall p€{0,...,L}:

i* +r {0,...,n} ‘, (pk’, msk’, (ek});cn)) < Setup’(1*, Fy,), (PKgse, (eksse,i)ic(n]) ¢ SSE.Setup(1?),

pk := (pk’, pkese), msk := msk’, and for all i € [n], ek; := (ek}, eksse;)-
a (_AOEnc(~,~,~),OKeygen(‘),OCorrupt(‘)(pk)

Return «a if Condition 1 from Definition 25 is satisfied,

(i* # 0 is never queried to OCorrupt and (¢,41,7*) is never part of a query to OEnc) OR
(i* = 0 and OEnc is queried on all slots i € HS for label ¢, 1) ’

0 otherwise.

and:

OEnc(i, (29, x}),¢;):

(R 3

Ifj <p, C’éjﬂ- + Enc'(pk’, ek}, z},¢;). If j > p, Céj)i + Enc'(pk’, ek}, 29, ¢;).

i

(Cv;, Ky;) < SSE.Encaps(pkge; £5), Se,.i < SSE.Share(pkgse, eksse,)-
If j = p, Cy; + Enc'(pK ek}, 2, £;), K¢, <n K .

(2 1

Return (Dy, ; = SEnc(ng,C’éj’i),CgJ,ng,,;).
OKeygen(k): return KeyGen(msk, k)

OCorrupt(i): return ek;

Figure 6.9: Games for the proof of Theorem 18. Here, HS := [n] \ CS, the set of honest slots,
where CS is the set of slots queried to OCorrupt. Recall that the algorithm SSE.Encaps is
randomized, thus, different invocation of SSE.Encaps(pkeee, ;) on the same input will produce
different outputs.
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Lemma 42: From game G,_; to game G,

For any PPT adversary A, for all p € [L], there exist PPT adversaries B,, B, and B
such that:

Advxx—AD-IND—Weak )+
|Advg, , (A) — Advg, (A)] < (n+1).< meres, o (A) )

2- AdV‘ls_‘lsasb,?slz,lND()\) +Ge - Adv?%g,sg(A)

where ¢, denotes the number of queries to OEnc.

Proof of Lemma 42. Two cases can happen between games G,_; and G,, for each p € [L]:
either all the challenge ciphertexts are generated under £, or not all of them. We first make
the guess, and then deal with the two cases: if they are all generated (for honest slots, that
is, slots that are not queried to OCorrupt), we use the xx-AD-IND-weak security of MCFE’,
otherwise there is an honest slot 7* for which the ciphertext has not been generated, and we
use the 1-label-IND security of SS&, together with the one-time security of the symmetric
encryption scheme.

Guess of the Case for the /,: We define a new sequence of hybrid games Gj for all
p €1{0,..., L}, which is exactly as G,, except that a guess for the missing honest-slot ciphertext
i* under ¢, is performed (i* = 0 means that all the honest-client ciphertexts are expected to
be generated under £,). Recall that a slot is called honest if it is not queried to OCorrupt.
The games are presented in Figure 6.9. Since G and G, are the same unless the guess is
incorrect, which happens with probability exactly 1/(n+ 1), for any adversary A: Advg,(A) =
(n+1) - Advgs (A).

All the ciphertexts are generated under /,: We build a PPT adversary B, against the
xx-AD-IND-weak security of MCFE’ such that

Advg: | (AN =0) = Advg, (AN i* = 0)] < AdVEEER 0K (B,).
The adversary B, simulates A’s view as follows:

e First, it obtains pk’ from its own xx-AD-IND-weak security game for MCFE’, samples
(Pksses (€ksse,i)ien]) = SSE.Setup(1*) and returns pk = (pk’, pky.) to the adversary A.

e OEnc(i, (2%, 21),¢;): if j < p, it uses its own encryption oracle OEnc’ to get C'
OEnc’(i,(ml,xl),gj); if 7 > p, it uses its own encryption oracle OEnc’ to get C «
OEnc/(i, (2%, 20),¢;); if j = p, then it uses its own encryption oracle to get C' <
OEnc'(i, (z°,2'),£,). Then, it computes (Cy,, Ky,) < SSE.Encaps(pkee,?;), and Sp
< SSE.Share(eksse,i, £;). Finally, it computes and returns the ciphertext (SEnc(Ky;,C),
Co;,S¢;.4)-

e OKeygen(k): it uses its own oracle to get dkj, < OKeygen'(k), which it returns to A.

e OCorrupt(i): it uses its own corruption oracle to get ek} - OCorrupt’(i), and returns
ek; = (ek, eksse,i)-

e Finally, B, checks that OEnc is queried on all slots i € HS for label £,,. If this is the case,
it forwards the output a from A. Otherwise, it returns 0 to its own experiment.

First, note that when simulating A’s view, B, only queries its encryption oracle on input
(20, 2') with 2 # 2! for a unique label £,. Moreover, when the guess i* = 0 is correct, then the
extra condition from Definition 25 is satisfied: OEnc is queried for label £, on all slots ¢ € HS
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(that is, all slots which are not queried to OCorrupt). Thus, we can use the xx-AD-IND-weak
security of MCFE' to switch Enc’(pk’, ek}, 2% ¢,), as in game Gy_; to Enc’(pk’, ek}, 2!, ¢,), as
in game G.

Some ciphertexts are missing under /,: For € {0,1}, we define the games H, g for all
p €1{0,...,L}, and B € {0,1}, as G}, except that OEnc(i, (2%, x1),4,) computes the encryption
of 2, and samples Ky, < K instead of using (Cy,, Ky,) < SSE.Encaps(pkge, £). These games
are described in Figure 6.9.

Now, we build PPT adversaries B, and B,; against the 1-label-IND security of SS& such
that:

[Advey | (AN #0) = Advi, (AN 7 0)] < Advsses, )P (V)
[Adve; (AN # 0) = Advi, (AN 7 0)] < AdvssE, TP (V-

Let 5 € {0,1}. We proceed to describe B, 3. First, B, 3 samples the guess i* < {0,...,n}. If
i* = 0, then B, 3 behaves exactly as the game G,*)—1 +p- Otherwise, it does the following, using
the 1-label-IND security game against SSE:

e First, it generates (pk’, msk’, (ek})icpn)) Setup’(1%), and sends * to receive pke, from
its own experiment. It returns pk = (pk’, pke) to the adversary A.

e OEnc(i, (2%, 21),¢;): if j < p, it computes C = Enc’(pk’, ek}, 2!, ¢;); if j > p, it computes
C = Enc/(pk’,ek}, 20, ¢;); and if j = p, it computes C = Enc’(pk’,ek;, 2%, £;). Then it
calls its own oracle to get Sy, ; = OShare(i, ;). If j # p, it computes (Cy,, Ky;)
SSE.Encaps(pksge, £5), if j = p it calls (Cy,, K¢,) <= OEncaps({,). Finally, it returns the
ciphertext (SEnc(Ky;,C), Cy;, Se; 4)-

e OKeygen(k): it returns KeyGen'(msk’, k).

e OCorrupt(7): it uses its own corruption oracle to get eksse; — OCorrupt(z), and returns
ek; = (ek!, ekese,i)-

e Finally, B, 3 forwards A’s output a to its own experiment.

Game G, which encrypts z! under £, just differs from H, 1 with real vs. random keys Kp,, as
emulated by B, 1, according to the real-or-random behavior of the 1-label-IND game for SSE.
Game G}_;, which encrypts 2Y under £, just differs from H p,0 With real vs. random keys Ky,
as emulated by B, o, according to the real-or-random behavior of the 1-label-IND game for
SSE. Note that if adversary A makes queries that satisfy condition 1 and that the guess i*
is correct, and different from 0, then the queries of B, g satisfy the conditions required by the
1-label-IND security game for SS&, namely, OEncaps is only queried on one label £,, OCorrupt
is never queried on i*, and OShare is never queried on (i*,¢,).

Since the encapsulation keys Ky, are uniformly random in games H, o and H, 1, we can use
the one-time security of SK&, for each ciphertext for the label /,, to obtain a PPT adversary
B} such that:

|Advi, o (A AT # 0) = Advu, , (AN i* # 0)] < ge - AdvEle i1 (M),

where g, denotes maximum number of ciphertexts generated under a label.
Putting everything together, for the case ¢* # 0, we obtain PPT adversaries B;) and B;)’
such that:

Advg: (AN Q" #0) — Adves (A A% # 0)] < 2- Advs&NP(B)) + g - AdvE{e (By))

Since for any game G and any adversary A, Advg(A) = Advg(A A i* = 0) + Advg(A A i* # 0),
this concludes the proof of Lemma 42.
[



138 Chapter 6. Multi-Client Inner Product Functional Encryption

Decentralizing MCFE

In decentralized MCFE, the master secret key msk is split into [n] secret keys sk;, on for each
client and the generation of the functional decryption keys is distributed among the clients.
We focus on non-interactive protocols to generate the decryption keys, namely, clients can first
run independently an algorithm KeyGenShare that only requires the secret key ek;, and that
generates a partial key. Then, all these partial decryption keys can be combined via KeyComb,
that only requires the public key. This way, there is no need for different clients to interact
with each other. The master secret key is only used during the setup. See Definition 26 for
further details.

The correctness property essentially states the combined key corresponds to the functional
decryption key. The security model is quite similar to the one for MCFE, except that

e for the KeyGen protocol: the adversary has access to transcripts of the communications,
thus modeled by a query OKeyShare(i, f) that executes KeyGenShare(sk;, f).

e corruption queries additionally reveal the secret keys sk;;

e the distributed key generation must guarantee that without all the shares, no information
is known about the functional decryption key.

Distributed Sum

In the MCFE for inner product from Section 6.1 the functional decryption keys are of the form
dky = (y, > SiTyi), and msk = {S;};c[,)- We split the master secret key into sk; := S; for
all i € [n], and we use a non-interactive prototol to compute the sum of all the S]y;, each of
which can be computed by each client ¢ € [n] independently.

The same protocol can be used to decentralize the setup of the SSE scheme from Section 6.3,
since the public key pke, contains [}, ¢;]2.. In this section, we present such a protocol that is
similar to [KDK11].

Definition 30: Ideal Protocol DSum

A DSum on abelian groups G, G’ among n senders is defined by three algorithms:

° DSSetup(l)‘): Takes as input the security parameter 1*. Generates the public pa-
rameters pp and the personal secret keys sk; for all i € [n].

e DSEncode(z;, ¢,sk;): Takes the group element x; € G to encode, a label ¢, and the
personal secret key sk; of the user i. Returns the share M, ; € G’

e DSCombine({My,; }ic|n)): Takes the shares { My ;};c[y) , and returns the value 3, My; €
G'.

Correctness. For any label £, we want Pr[DSCombine({My;}icn) = >2; i) = 1, where
the probability is taken over M, ; < DSEncode(x;,¢,sk;) for all i € [n], and (pp, (ski)i) <
DSSetup(1?) .

Security Notion. This protocol must guarantee the privacy of the x;’s, possibly excepted
their sum when all the shares are known. This is the classical security notion for multi-party
computation, where the security proof is performed by simulating the view of the adversary
from the output of the result: nothing when not all the shares are asked, and just the sum of
the inputs when all the shares are queried. We also have to deal with the corruptions, which
give the users’ secret keys.



6.5 Decentralizing MCFE 139

Our DSum Protocol

We present a DSum protocol for n users, with groups G = G’ = Zy'. The security relies on the
CDH assumption in a group G of primer order p. Similar protocol can be found in [KDK11].

e DSSetup(1?): generates G := (G, p, P) + GGen(1%), and a hash function H onto Zy'. For
all i € [n], t; <= Zp, ski == t;, pp := (G, H, ([t:]):). It returns pp, {sk; }icp)-

e DSEncode(x; € Zy',¢,sk;): computes hy;; = H([tmin{ij})s [tmax{ijl ti - [E5],€) = heji €
Zy' for all i, j € [n], and returns:

Jj<t Jj>i

e DSCombine({My,;}icjn)): returns 3°; My ;.

Correctness. The correctness should show that the sum of the shares is equal to the sum
of the x;’s: the former is equal to

5] G SIS S ) ES SRS 3 S S 3

i J<i j>t i j<i i j>1
SOIEED 3D DSES ) BMTED B¢
% i <t 7 i<g 7

Security Analysis

We will prove that there exists a simulator that generates the view of the adversary from the
output only. In this proof, we will assume static corruptions (the set CS of the corrupted
clients is known from the beginning) and the hardness of the CDH problem. However, this
construction will only tolerate up to n— 2 corruptions, so that there are at least 2 honest users.
But this is also the case for the MCFE.

W.lo.g., we can assume that HS = {1,...,n — ¢} and C§S = {n —c+1,...,n}, by simply
reordering the clients, when CS is known. We will gradually modify the behavior of the
simulator, with less and less powerful queries. At the beginning, the DSEncode-query takes all
the same inputs as in the real game, including the secret keys. At the end, it should just take
the sum (when all the queries have been asked), as well as the corrupted x;’s.

Game Gp: The simulator runs as in the real game, with known CS.

Game G;: The simulator is given a pair ([t], [t?]).

e DSSetup: forall 1 <i<mn—c: a; ¢ Zyp, [ti] = [t+;]. Foralln —c <i <n: t; < Zy.
Forall 1 <i,j <n—c Y;; = [+ (i +qj) t+ ajay]. Foralll <i<n—e¢, and
n—c<j<nYij=[t+a)tj],and Y;; =Y, ;. Foralln—c<i,j<n,Y;:=][t t].
It returns pp := {[ti]};ic|n) and the secret keys t; of the corrupted users.

e DSEncode(x;,/): the simulator generates all the required hy; ; using the X;’s and Y; ;’s,
querying the hash function, and returns M, ; = x; — ZKZ- hy;; + Zj>i hy; ;.
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Game Gy: The simulator does as above, but just uses a random [t'] < G instead of [t?], to
answer the DSEncode-queries.

This can make a difference for the adversary if the latter asks for the hash function on some
tuple (Xmin{i,j}» Xmax{i,j}» [titj], ), for i, j < n—c, as this will not be the value hy; ;, which has
been computed using Y; ; # [t;-t;]. In such a case, one can find [t;-t;] = [t>+(c; +a;) t+a;a  in
the list of the hash queries, and thus extract t? = [t?]. As a consequence, under the hardness of
the square Diffie-Hellman problem (which is equivalent to the CDH problem), this simulation
is indistinguishable from the previous one.

Game G3z: The simulator does as above excepted for the DSEncode-queries. If this is not the
last-honest query under label ¢, the simulator returns M, ; = — ZJ-Q. hy; ;+ Zj>i hy; ;; for the
last honest query, it returns My; = Sy — > ;i heqj + > 55, e j, where Sp =370y X5

Actually, for a label ¢, if we denote iy the index of the honest player involved in the last
query, the view of the adversary is exactly the same as if, for every i # iy, we have replaced
hy, i, by hy,;,+x; (if ig > i) or by hy;;, —x; (if i, < ). We thus replace uniformly distributed
variables by other uniformly distributed variables: this simulation is perfectly indistinguishable
from the previous one.

Game G4: The simulator now ignores the values hy; ; for honest 7, j. But for each label, it
knows the corrupted x;’s, and can thus compute the values My ; for the corrupted users, using
the corrupted x;’s and secret keys. If this is not the last honest query, it returns a random
M, ;. For the last honest query, knowing S = Zj X;, it outputs My; = S — Z#i My ;.

As in the previous analysis, if one first sets all the hy; ;, for j # iy, this corresponds to
define hy; ;, from My ;, for i # iy.

Application to DMCFE for Inner Products

One can convert the MCFE from Section 6.1 whose decryption keys are of the form 3, S/ y;
into an decentralized MCFE. Each client computes SZTyZ- independently, and we use the DSum
protocol to compute the sum, where the label is the vector y itself. Namely, we have:

e KeyGenShare(sk;,y := (y1|| - - ||yn)): outputs My ; < DSEncode(S, y:,y, ski);

o KeyComb((My i)ic[n),y): outputs dky = (y,dy), where dy is publicly computed as
DSCombine({M ,i}ie[n]);

Using the last simulation game, we can now show that all the KeyGenShare(sk;,y) are first
simulated at random, and just the last query needs to ask the KeyGen-query to the MCFE
scheme to get the sum and program the output. Hence, unless all the honest queries are asked,
the functional decryption key is unknown.

Consequently, we can convert the MCFE from Section 6.1 into a decentralized MCFE.
Note that the transformation from Section 6.2 and Section 6.4, which remove the one chal-
lenge ciphertext restriction, and the incomplete ciphertext restriction, respectively, preserve
the decentralized feature of the DCMFE obtained from using the DSum on the MCFE from
Section 6.1. At the end, combining all transformations, we obtain a decentralized MCFE for
inner product that is many-AD-IND secure.

Decentralizing the setup. Note that the setup of the MCFE from Section 6.1 is already
decentralized, in the sense that each ek;, msk; can be generated independently for all i € [n],
and dynamically (the users only have to agree on a particular group and hash function to use).
Applying the transformation from Section 6.2 preserves that feature, since an independent
single-input FE is used for each slot i € [n]. Finally, the SSE from Section 6.3 can have a
distributed setup if we use a DSum protocol to compute the value [}, ;]2 from the public key
pkee. Consequently, we obtain a scheme where there is no need of a trusted authority.



Chapter 7

Functional Encryption for Quadratic
Functions

In this section, we present the first public-key FE scheme based on a standard assump-
tion that supports a functionality beyond inner product, or predicates. In our scheme, ci-
phertexts are associated with a set of values, and secret keys are associated with a degree-
two polynomial. This way, the decryption of a ciphertext Cay,....0n)EZp with a secret key
dkpez,[X1,.... X,].deg(P)<2 Tecovers P(z1,...,x,). The ciphertext size is O(n) group elements,
improving upon [ABDP15, ALS16], which would require O(n?) group elements, since they build
an FE scheme for inner product. Our FE scheme is proved selectively secure under the Matrix
Diffie-Hellman assumption [EHK13], which generalizes standard assumptions such as DLIN
or k-Lin for k > 1, and the 3-PDDH assumption [BSWO06]. Constructions whose security is
justified in the generic group model can be found in [BCFG17, DGP18]. See also [Linl7, AS17]
for private-key variants. The state of the art for functional encryption for quadratic functions
is summarized in Figure 7.1.

Overview of our construction

The difficulty is to have ciphertexts ct(,, . 5.y of O(n) group elements, that must hide the
message (1,...,2Ty) € Zy, but still contain enough information to recover the n? values z; - xj
for i, j € [n]. To ensure the message is hidden, the ciphertext will contain an encryption of each
value z;. Since we want to multiply together these encryptions to compute products z;-x;, and
since these encryption are composed of group elements, we require a pairing e : G; X Go — G,
where G1, G2, and Gr are additively written, prime-order groups. Namely, decryption pairs
encrypted values in G; with encrypted values in Gs. For this reason, it makes sense to re-write

References security  |public or private key
[AS17] sel. GGM private-key
[Linl7] sel. SXDH private-key

[BCFG17, DGP18]| ad. GGM public-key

[BCFG17] sel. standard public-key

Figure 7.1: Existing functional encryption for quadratic functions. Here, ad. and sel. de-
note adaptive and selecive security respectively, SXDH stands for Symmetric eXternal Diffie
Hellman assumption, and GGM stands for Generic Group Model.

141
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the function as: X' :=Zj x Z', K := Zy™, and for all (x,y) € X, a € K,

F((x,y),a) = Z Q; jT5Y5
i€[n],j€[m)]

Private-key, one-ciphertext secure FE. Our starting point is a private-key FE for inner
product, that is only secure for one challenge ciphertext:

Ctixy) = {[Ar; + b )1 Ve, {[Bs; + aysla}jeim), dka ==Y o ri ABs;]r,
i
where A, B < Dy, and (A[b"), (Bla’) are bases of ZE*! such that a* € orth(A) and bt €
orth(B), ala [CGW15]. The vectors [Ar;]; and [Bs;]s for i € [n], j € [m], at and b' are part of
a master secret key, used to (deterministically) generate cty y and dk,. Correctness follows from
the orthogonality property: decryption computes 37, ; a; je([Ar; + blx]], Bs; +aty;ls) =
dkg + (at) bt - [F(F, (x,y))]r, from which one can extract F(a, (x,y)) since [(a’) bt]r is
public, simply by enumerating all the possible values for F'(a, (x,y)). This is efficient as long

as the output always lies in a polynomial size domain.

Security relies on the Dy-MDDH Assumption [EHK 13|, which stipulates that given [A]1, [B]a

e k+1)xk
drawn from a matrix distribution Dy, over Z,S +1)x ,

[Ar]; =, [u]; =, [Ar 4+ b1]; and [Bs], =, [v]z . [Bs + at]s,
where r,s ¢ Z’;, and u,v <5 Z’;“. This allows us to change Cl(x(0) y(0)) IO Cti) y1)y, but
creates an extra term [x(l)TFy(l) — X(O)TFy(O)}T in the secret keys dk,. We conclude the proof
using the fact that for all the a queried to OKeygen, F(a, (x(9,y()) = F(a, (x1),yM)), as

required by the security definition for FE (see Definition 19), which cancels out the extra term
in all secret keys.

Public-key FE. We now present how to obtain to modify this simple scheme to obtain a
public-key FE.

e In the public-key setting, for the encryption to compute [Ar; + btz;] and [Bs; + aty;]

fori € [n],j € [m] and any x € Z!,y € Z", the vectors [a*]3 and [b*]; would need to be

part of the public key, which is incompatible with the MDDH assumption on [A]; or [B]s.

Albt |0 >

To solve this problem, we add an extra dimension, namely, we use bases < 0 1

Blat
and ( |(? (1) ) where the extra dimension will be used for correctness, while (A|b™)

and (Blat) will be used for security (using the MDDH assumption, since a' and b are
not part of the public key anymore).

e To avoid mix and match attacks, the encryption randomizes the bases

Albt |0 d Blat |0
o |1 )™ 0 |1

[ Abt |0 Blat |0
W 1 W'
< 0 1 > and ( 0 1

into

for W <—g GLy 2 a random invertible matrix. This “glues" the components of a ciphertext
that are in Gy to those that are in Gs.

e We randomize the ciphertexts so as to contain [Ar;-v]; and [Bs; - ola, where v, 0 < Z,
are the same for all ¢ € [n], and j € [m], but fresh for each ciphertext. The ciphertexts
also contain [y - o]y, for correctness.
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Related works. We note that the techniques used here share some similarities with Dual
Pairing Vector Space constructions (e.g., [0T08, OT09, Lew12, CLL*13]). In particular, our
produced ciphertexts and private keys are distributed as in their corresponding counterparts
n [OT08]. The similarities end here though. These previous constructions all rely on the
Dual System Encryption paradigm [Wat09], where the security proof uses a hybrid argument
over all secret keys, leaving the distribution of the public key untouched. Our approach, on
the other hand, manages to avoid this inherent security loss by changing the distributions of
both the secret and public keys. Our approach also differs from [BSWO06] and follow-up works
[BW06, GKSW10] in that they focus on the comparison predicate, a function that can be
expressed via a quadratic function that is significantly simpler than those considered here.
Indeed, for the case of comparisons predicates it is enough to consider vectors of the form:
[Ar; + z;b1]1, [Bs; + y;at]e, where x; and y; are either 0, or some random value (fixed at
setup time, and identical for all ciphertexts and secret keys), or are just random garbage.

The work of [Lin17, AS17] present constructions of private-key functional encryption schemes
for degree-D poly- nomials based on D-linear maps. As a special case for D = 2, these schemes
support quadratic polynomials from bilinear maps, as ours. Also, in terms of security, the
construction of [Linl7] is proven selectively secure based on the SXDH assumption, while the
scheme of [AS17] is selectively secure based on ad-hoc assumptions that are justified in the
multilinear group model.

In comparison to these works, our scheme has the advantage of working in the (arguably
more challenging) public key setting. [BCFG17] also gave an adaptively secure construction in
the generic group model. We only present the construction whose security is based on standard
assumption. Namely, we start by giving the private-key FE whose security only handles one
challenge ciphertext. We then present the full-fledged public-key FE.

Private-key FE with one-SEL-IND security

We give in Figure 7.2 a private-key FE for quadratic functions, that is, the functionality

Fam" 1 K x X — Z, with K := [0, K]"™, X := [0,X]" x [0,Y]™, Z = [0,nmKXY], such

that for any a € K, (x,y) € X, we have:

KXY
Fquad (o, (x,y)) = Zaz’,jwiyj-

For correctness, we require that nmK XY is of polynomial size in the security parameter. The
one-SEL-SIM security relies on the Dy (p)-MDDH assumption in asymmetric pairing groups.

Correctness. For any (x,y) € X, i € [n],j € [m], we have:
e(leilr, [€j]2) = [r] ATBs; + (b*) atauy;lr,

since ATal = B"b! = 0. Therefore, for any («; j);; € K, the decryption computes

= ZaierATst zaijxiyj -(bH)Tatr — e(K, [1)2) — e([1]1, K)

7.7

_Zal,jxly] bJ_)T J_] .

Note that (b+)"a' # 0 with probability 1 — (p) over the choices of A,B < Dy, a®- <x

orth(A), and b+ < orth(B) (see Definition 9). Therefore, one can enumerate all possible
v € Z and check if v - [(b+)Tat]r = D. This can be done in time |Z| = nmK XY + 1, which
is of polynomial size in the security parameter.
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GSetup(1?, qu;f’y):

Pg = (GlaG27 GTvpa Plv P2a 6) R PGGen(l/\)
Return gpk := PG

Setup(1*, gpk, F):
A, B g Dy, at g orth(A), bt <y orth(B). For i € [n],j € [m], rys; <r Z].
ek := ([A]1, [b*]1, [Bz, [a*]2), msk := (A,aJ-,B,bJ‘, {ri7sj}ie[n],je[m])

Enc(gpk, ek, (x,y) € X):

For i € [n]: ¢; := Ar; +bla;,
For j € [m]: €; := Bs; +a'y;,
Ctxy) = {leiln, [€5], bl jerm)

Return ct(x,y) € GrtD  grlk+D)

KeyGen(gpk, msk, o € K):
U R Zi’” K= [Zie[n],je[’m] aivjr—irATst]l - [u]lv [? = [U]Q
Return dk,, := (K, K) € G1 x Gy

Dec(gpk, ct(x,y), dkq):

D =Y seim @i - e([eil] [€]2) — e(K, [1]2) — e([1]y, K).
Return v € Z, such that [v- (b+) at]y = D.

Figure 7.2: FEgne, a private-key FE for inner product, selectively secure under the Dy (p)-MDDH
assumption in asymmetric pairing groups.

Theorem 19: one-SEL-IND security

The FE from Figure 7.2 is one-SEL-IND secure under the Dy (p)-MDDH assumption in
G1 and Gs.

Remark 14: one-SEL-SIM security

WE note that the FE from Figure 7.2 is in fact one-SEL-SIM secure, which implies one-
SEL-IND security. This is clear from the fact that in the last hybrid game in the proof of
Theorem 19, the simulator is only required to know the value «; ;2;1;. Since we only need
one-SEL-IND for our public-key FE, which is the main focus of this chapter, we omit the
one-SEL-SIM security proof of the private-key FE.

Proof of Theorem 19. We use a sequence of hybrid games defined in Figure 7.3. Let A be
a PPT adversary. For any game G, we denote by Advg(A) the probability that the game G
returns 1 when interacting with A.

Note that we have: Adv,?EfEL'lND(A) = 2 x |Advg,(A) — 1/2|. This follows from the fact
that for all i € [n], j € [m], we have:

Czej _ ;ATBS]' + $(B)y§»6) (bL)TaL.

i
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r -7
Go,| Gy, Go 1
L d

(x@,y @), (x®), y1)) « A(1*)
PG = (G1,Ga,Grp,p, P1, Pa,e) <x GGen(l’\), gpk := PG, A,B  Dj, at g orth(A),bJ- R
orth(B), pk := [(a) "b*]r, B <—r {0,1}. For i € [n],j € [m]: r; < ZK, s; <1 Z

c; := Ar; + ac(ﬂ)bL C; <R G’f“

¢ —Bs, +yPal e Gk+ﬂ
j = j T Y; AT, G <R

Ct = {[cz]lv [Cj]l}ze[n].,je[m]
B’ AOKeveen() (gpk, pk, ct)
Return 1 if 8’ = 3, 0 otherwise.

(s

OKeygen(a € K):
wn Ly, K =[5, e el =[5, i oWyl - (b at]y — [uly, K = [u]
Return dk,, := (K, K)

Figure 7.3: Games for the proof of Theorem 19. In each procedure, the components inside a solid
(dotted) frame are only present in the games marked by a solid (dotted) frame.

Thus, in game Go, for all a € Zp*™, OKeygen(a) computes:

K = Zalj cl CJ |- Za’h]x(ﬁ) (6 (bL)TaL]l _ [u]l

= Zai’j I‘iA BSj]l — [uh
Z"j

Game Gj: is the same as game Gy except that the vectors [c;] from the challenge cipher-
text are uniformly random over G’f“. In Lemma 43 we show that Gy is computationally
indistinguishable from G; under the Dy (p)-MDDH assumption in G;.

Game Gy: is the same as game G; except that the vectors ¢; from the challenge ciphertext
are uniformly random over GS“. In Lemma 44 we show that G; is computationally indis-
tinguishable from Gg under the Dy (p)-MDDH assumption. Finally, we show in Lemma 45
that the adversary’s view in this game is independent of the bit 5, and thus the adversary’s
advantage in this game is zero, which concludes the proof. O

Lemma 43: From game Gj to G;

There exists a PPT adversary By such that

[Adv, (A) — Adve, (A)] < 2 AdvEEEPPH(3) 4 9=00Y),

Proof of Lemma 43. Here, we use the Dy(p)-MDDH assumption on [A]; to change the dis-
tribution of the challenge ciphertext, after arguing that one can simulate the game without
knowing at or [A]s.

Namely, we build a PPT adversary Bj, against the n-fold Dx-MDDH assumption in G such
that |Advg, (A) — Advg, (A)] < 2- Advgl’pé“o(p)_MDDH()\) + 272N, Then, by Lemma 1, this implies
the existence of a PPT adversary By such that |Advg,(A) — Advg, (A)| < 2- Advgf’(gg_MDDH()\) +
279N,
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B,(PG, [AlL, [y - - [hy,]1):

((X(O),y(o))7 (x(l),y(l))) — A(IA)

gpk := PG, B < Dy, bt < orth(B), z < ZE*!, pk := [(b*) "2]7, § < {0,1}. Forall j € [m]:
sj +r Z&, € = Bs; +y V. Foralli € [n]: ¢; :=h; + 27", et = {[ci]1, [€]2}icin] jeim)

B’ < A(gpk, pk, ct)

Return 1 if 8 = 3, 0 otherwise.

OKeygen(a € Zp*™):
wn Ly, K= 3, 0l — [uly — 0, 5 oy [(04)72]y, K = [uly
Return dk,, := (K, K)

Figure 7.4: Adversary Bj, against the n-fold Dy (p)-MDDH assumption, for the proof of Lemma 43.

Adversary B, simulates the game to A as described in Figure 7.4. We show that when B} is
given a real MDDH challenge, that is, [hy|- - - [hy,]; := [AR] for R < ZE*" then it simulates
the game Gg, whereas it simulates the game G; when given a fully random challenge, i.e. when
[hy] - |hy]1 <& ngﬂ)xn, which implies the lemma.

We use the following facts.

1. For all s € Z&, B € 2y ™ b’ € orth(B), and a* € Z¥*!, we have:

(bH)Tat = (b1)"(Bs +at).
2. For all y\”) € Z,, s € Z%:

({Sj }je[m])

= ({si + 1"} e

S; <—RZP Sj <—RZP

(Bs + al) S (Z)zeRZ’;“’

A,B(—RD;C,aL(—Rorth(A),S%RZIZ Q(lp)
since (Bla™t) is a basis of Z];H, with probability 1 — QL over the choices of A, B, and

(p)
a’ (see Definition 9).

Recall that we use = to denote equality of distribution, and =, to indicate that two distributions
are statistically e-close.
Therefore, we have for all y(® Lyt

(A, b, {Bs; +y"a } jep), (b*) 2t

where A, B < Dy, a’ < orth(A), b* < orth(B),s; ¢ Zj,

= (A,b", {Bs; + "'} ¢y, (b)) (Bs +at))

where A, B < Dy, a® < orth(A), b* < orth(B), s ¢ ZE .s; < Z) (by 1.)

= (A,b", {Bs; + /" (Bs +a% )};cp), (b') (Bs +a*))

where A, B <y Dy, a’ < orth(A), bt < orth(B),s,s; < Z’; (by 2.)
~ 1 (Abh (Bs;+ 4" 2} e, (b1) 2)

Q(p)

where A, B < Dy, a’ < orth(A), bt < orth(B), z < Z’;“ ,Sj <R Z’; (by 3.)
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81 (PQ, [B]Q, [h1| e |hm}2)

(<9 y), <D,y D)) e A1)

gpk := PG, A g Dy, B <= {0,1}, at <5 orth(A), v < Z,, pk := [v]r. For all i € [n]:
c; r ZEVL. For all j € [m]: €; == hy +yVa’, ct:= {[ei)r. [€)2}ict.jcpm)

5/ . AOKeygen(-)(gpk’ pk,Ct)

Return 1 if 8’ = 3, 0 otherwise.

OKeygen(a € Zp*™):

usn Ly, K =3, s ajleiesls — [ulz — X, ity - o)y, K = [uly

Return dk, := (K, K)

Figure 7.5: Adversary B; against the Dy (p)-MDDH assumption, for the proof of Lemma 44.

Lemma 44: From game G; to game Gy

There exists a PPT adversary B; such that

|Adve, (A) — Adve, (A)] < 2 AdvgrE ™M) +

Proof of Lemma 44. Here, we use the Dy (p)-MDDH assumption on [Bls to change the dis-
tribution of the challenge ciphertext, after arguing that one can simulate the game without
knowing bt or [B];.

Namely, we build a PPT adversary B} against the m-fold Dy (p)-MDDH assumption in Gy

such that |Advg, (A) —Advg, (A)| < 2-Advg;?7(p)_MDDH()\). Then, by Lemma 1, this implies the
)

existence of a PPT adversary By such that |Advg, (A) —Advg,(A)| < 2- Advg;"’(gg_MDDH()\) - p%l.
Adversary Bj simulates the game to A as described in Figure 7.5. We show that when B is

given a real MDDH challenge, that is, [hy| - - [hy,]s := [BS]y for S = ZEX™, then it simulates

the game Gi, whereas it simulates the game Go when given a uniformly random challenge, i.e.

when [hy]--- |hy,]2 < Ggﬁ_l)xm, which implies the lemma.

(k+1)xk

We use the fact that for all A,B € Z, ,

(B> aL7 (bL)TaL)aJ-<—Rorth(A),bJ-<—Rorth(B) = (B> aly U)M—RZP) .

Note that the leftmost distribution corresponds to gpk, pk, {ci}ie[n], and OKeygen distributed
as in games G; or Gy (these are identically distributed in these two games), while the last
distribution corresponds to gpk, pk, {Ci}ie[n}7 and OKeygen simulated by Bj.

Finally, when Bj is given a real MDDH challenge, i.e., when for all j € [m], h; := Bs;, for

Sj < r Z’;, we have ¢; := Bs; + y](-ﬂ )aJ-, exactly as in game Gi, whereas ¢; is uniformly random
over Z];H when B is given a random challenge, i.e., when for all j € [m], h; < Z';H, as in

game Go. O
Lemma 45: Game Gy
Advg, (A) = 0.

Proof of Lemma 45. By definition of the security game, for all a queried to OKeygen, we have:

>ij aivsz(ﬂ )y;ﬁ ) — i amxz(o)yj(.o). Therefore, the view of the adversary in Gy is completely

independent from the random bit 3 <5 {0,1}. O
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Public-key FE

A . . . . . . KXY
We give in Figure 7.6 a public-key FE for quadratic functions, that is, the functionality F; quad

defined in the previous section. It builds upon the private-key from the previous section, as
explained in the overview. We prove one-SEL-IND security, which implies many-SEL-IND
security via a standard argument, since we are in the public-key setting. This is proved under
the Dy (p)-MDDH assumption in both G; and Gg, as well as the 3-PDDH assumption (see
Definition 15).

KXY
GSetup(1*, Fypig ™ ):

PG = (GDG%GTvpa Plv-PQve) A PGGen(lA)7 gpk =Pg
Return gpk

Setup(1*, gpk, F;j;f’y):

A,B < Dy. Fori € [2n],j € [2m], ry,s; ¢x Zk.
Return pk := {[Ar;]1, [Bs;]2}

and msk := (A,B7 {ri,s;}

i€[2n],j€[2m]

ie[2n1,je[2m})

KeyGen(gpk, msk,a € Zp*™):

K =Y icmiepm) % (rfA™Bs; + 1, ,A"Bs;,,)]1 — [u]; € Gy

K= [u]z € G, where u g Z,.
Return dk,, := (K, K) € G1 X Gy

Enc(gpk, pk, (x,y) € Zy x Z"):
W7V R GLkJrz(p)7 Y R Zp; co = 60 =y for all i € [n]d c [m]

T T

o (B5) v (B9
2n(k+2)+1 % GZm,(k+2)+l
2

Ct(x,y) ‘= {[co]1; [Co]2; [ci]1; [C)l2tiezn] je2m) € G

Dec(gpk, pk7 Ct(x,y)7 dka):

A7 = i) jeim @ (e(leilr, [€512) + e([enyilt, [Bmii12)) — e(lcor, K) — e(K, [col2)
Return d.

Figure 7.6: F&, a scheme for the functionality F, qf;)d(’y, whose one-SEL-IND security relies on

the Dy (p)-MDDH assumption and 3-PDDH assumption in asymmetric pairing groups.

Correctness. For any (x,y) € X, i € [n],j € [m], we have:
e([ei]1, [€5]2) = [v - r; ATBs; + 2yl
Moreover, for any i € {n+1,...,2n}, 5 € {m+1,...,2m}, we have:
e([cil, [€j]2) = [v - r; A'Bsjlr.

Therefore, for any « € KC, the decryption computes

—

[d]T = [Z Qi r}—ATBSj + Z amxiyj]T — €(K, [60]2) — 6([00]1, K)

1,7 7‘»]
=D aijziyslr.
i
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Games Go,|G1,; G2, G3 |, Gy |, Gs :
(<, yO), (1, yD)) e A1)
Pg = (GlaG27GT;p7 P17P2ae) R PGGen(l)\)7 A7B R Dk(p>7 B R {0?1}7
‘aL < orth(A), bt <« orth(B) ‘
For i € [2n],j € [2m]: v; g ZK, s; < Z
gpk := PG, pk := { {Ari + Jcl(-ﬁ)bL , {Arnﬂ» — cho)bL , | Bs; + yj(-ﬂ)aL
1 1 2

1

Bs,ij + |y
{ Smta T{Y; # z}ie[n],je[ml

L
vAr; + 'yacl(ﬂ)bL +va§ﬂ)bL | —
25 _ 5

C; =

0+ 20

i

r N T
YAr, 4 ; — vxgo)bJ‘ - vxgo)bl 1
Cn4i = : i 4] v

N Bs; + y](ﬂ)aL R Bsmi; +|y; a

GEWL e | S
Y~ Y 0+ y;

ct := {[col1, [Co]2, [cil1, [€5]2 }ie[2n),je[2m)

B’ AOKeveen() (gpk, pk, ct)

Return 1 if 8/ = 3, 0 otherwise.

OKeygen(a € Zy*™):

U g Zyp

K = [Zie[n],je[m] @i ;j(rfATBs; + 1] ATBs, ;)] — [u)y € Gy
K :=[u], € Gy

Return dk, := (K, K) € Gy x Gy

Figure 7.7: Games for the proof of Theorem 20. In each procedure, the components inside
a solid (dotted, gray) frame are only present in the games marked by a solid (dotted, gray)
frame.

Since 3, ; o jT;y; € [0, nm K XY] which is of polynomials size, one can efficiently recover the
discrete logarithm d € Z.

Theorem 20: one-SEL-IND security

The scheme from Figure 7.6 is one-SEL-IND secure, assuming the Dy (p)-MDDH assump-
tion in G1 and Gg, as well as the 3-PDDH assumption.

Proof of Theorem 20. The proof uses hybrid games defined in Figure 7.7. Let A be a PPT
adversary. For any game G, we denote by Advg(.A) the probability that the game G returns 1
when interacting with A.

Game Gq: is such that Adv??ijL"ND()\) = 2 x|Advg,(A) —1/2|. For the sake of the proof, we
look at the public key elements {[Ar;]1, [Bsj]2}ic(on) jejom] @S a ciphertext of the FEqne
scheme encrypting vectors (0,0) € Z2" x Z2™.
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Game G;p: with the above observation in mind, in this game we change the distribution of the
public key elements so as to be interpreted as an FE,,e ciphertext encrypting the vectors

. X ®) o
(va) = << _X(()) ) ifi(o) S Z?, X ZZ%

In Lemma 46 we show how to argue that game G; is computationally indistinguishable
from game Gp based on the selective, single-ciphertext security of FEgne (that in turn
reduces to Di(p)-MDDH).

Game Go: in this game we change the distribution of the c; components of the challenge
ciphertext. We switch from using {yAr; +Z; - yb* Viejon) to {yAT; +7; - (v + U)bL}ie[Qn}7
for a random v <—y Zj,. In Lemma 47 we prove we can do this switch using the 3-PDDH
assumption.

Game Gj : by using a statistical argument we show that in this game the challenge ciphertexts
can be rewritten as

Ar; + (v + 11)33(-”8)bL ! 1

c; = VAT 'YO i wL

0
Ly

0 T
Cnti 1= <7Ar”+i —(+ v)x£ )bJ_> v

(0)
c; =W (st * yj('ﬁ)aL) ;Cm+j =V (Bsm+j EE)?J- aL) :
0 Y;

This step essentially shows that the change in game Go made the ciphertexts less depen-
dent on the bit 3.

Game Gy4: in this game we change again the distribution of the challenge ciphertext compo-
nents ¢; switching from using {yAr; +7; - (’y—i—v)bL}ie[gn] to {vAr; +; -’be—}ie[Qn}. This
change is analogous to that introduced in game Gg, and its indistinguishability follows
from the 3-PDDH assumption.

The crucial observation is that the public key in this game can be seen as an FEgpne
ciphertext encrypting vector (X,y), while the challenge ciphertext of game G4 can be
seen as an encryption of vectors

0 0 W om
((x«n >7<y<o> ))625» x L,

using such public key. At a high level, the idea is that we moved to a game in which the
dependence on the challenge messages (x(ﬁ), y(ﬁ)) is only in the public key.

Game Gs: in this game we change back the distribution of the public key elements so as to
be interpreted as an FEqne ciphertext encrypting vectors (0,0). The fact that game G3
and game G4 are computationally indistinguishable can be argued based on the selective,
single-ciphertext security of the FEq,e scheme.

The proof is concluded by arguing that in this game the view of the adversary is inde-
pendent of the bit 5.

We now prove the lemmas needed to prove the above theorem.
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Lemma 46: from game Gy to game G;

There exists a PPT adversary By:

|Advg, (A) — Advg, (A)] < 2- AdVgEi_nes,%lf)_lND()\)-

Proof of Lemma 46. Using the one-SEL-IND security of the underlying private-key scheme
(which is exactly the scheme in Figure 7.2), we can change the distribution of the public key
elements from {[Ar;], [st]g}ie[gnwe[gm} to

{[Ari +2PbH, [Ar — Vb,

[Bs; +y,”a']

2, [BSpmij + ya('O)aL]z}z‘e[n} jelm]

In order to apply the one-SEL-IND security of the private-key FE (Theorem19) we rely on the
fact that the public key of 7€ can be seen as an FEqn encryption of longer vectors

%0 =0 € z2 and 3 = 0 € Z2™ in Gy,

~(1 0 2n v 0 2m.
D = (x®))| - x) ¢ Z;" and v = (yDy0) € Z," in Gi.

Also, secret keys in FE can be seen as FEqne secret keys corresponding to matrices

~ al0 2 2
— Z nx m.
Q (—‘—0 o ) € 4y,

Note that we are using the matrix representation for functions o € Z;™, since more convenient
here. In particular, for any vector x € Zy, y € Z,', we denote by x'ay = >ij ijriy;. With
this observation in mind, it can be seen that the restriction

x0T oy = 5O 4 (0)

in the queries made by A translates into legitimate queries by By since x(9)T a y(#) —x(OT o y(0) =
0 and XOT a5 = %" 551 = 0. Thus, by Theorem 19 (one-SEL-IND security of private-
key scheme), we obtain the lemma. O

Lemma 47: From game G; to game G,

There exists a PPT adversary B; such that:

|Advg, (A) — Advg,(A)| < 2- Adv%‘g’%?H()\) + 9790,

Here, we change the distribution of the challenge ciphertexts, using the 3-PDDH assump-
tion.

Proof of Lemma 47. Upon receiving a 3-PDDH challenge (PG, [al1, [b]2, [c]1, [c]2, [2]1) (see Def-
inition 15), and the challenge messages (x(©),y(©) (x(M) y(M) B, picks A,B <5 Dy; 3 =
{0,1}; at <x orth(A),bt «y orth(B), and sets [y]1 := [¢]: and [y]2 := [c]a. Then, for
i € [2n],j € [2m], Ba picks r; <& Z’;, Sj ¢ r Zlg and computes

pk := { {Ari + aaﬁgﬁ)bL]l , [ArnH - axgo)bﬂl , {st + by§6)aL]2 ; {Bsmﬂ + byj(-o)aLL}ie[n] icim]”
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It picks W, V & GLg+2(p) and implicitly sets

-1 -1
o Bprat|o & Blp-at|o
W._W< 5 1) andv._v< 0 : :

Here we use the fact that (B|bat) is full rank with probability 1 — % over A,B <y Dy,

at < orth(A), and b < Z, (see Definition 9).
Then, for i € [n],j € [m], it computes

wi \ [ ATB 0 s
[cii =]z xz(ﬂ) 0 [(Hralt|o | W™ and [ := A yy('ﬁ)
(8) ()
&y 0 0 1 1 y )
T
Y+ A'B 0 0 St
[Cntili = || -2 xl(o) 0 [®HTat|o |V and [€nijle:= |V yj(o)
0 0 1 ) 0 )

By computes [co]1 = [7]1, [co]2 := [V]2, gpk := PG, ct := {[co]1, [co]2, [€il1, [€j]2}ic2n) jef2m)-
It returns (gpk, pk,ct) to \A. Then, it simulates OKeygen as in Gy (see Figure 7.7). Finally,
when A outputs 8, By outputs 1 if 3/ = 3, and 0 otherwise.

It can be seen that when [z]; is a real 3-PDDH challenge, i.e., [z]1 = [abc];, then Bs
simulates game G;; whereas it simulates game Go when [z]; <—x Gi. In particular, while this
is easy to see for the elements of the public key and for ciphertexts [Cj]2, [Cm4jl2, for the
ciphertext elements [c;]1, [Cn+i]1 We observe that they can be written as

+BT Ar; ! 1 B T
ci=1z- x(ﬂ) . (bJ_)TaJ_ ( Blb- a- |0 ) WL = <7Ari +zb 51 'xz(ﬂ)bL> w-!
" a® o |1 2
YBTAr,,; ! N -1 B 0 T
Copi == | —2- xEO) . (bJ_)TaJ_ ( B‘b(;a (1) ) vl — <7Arn+i + Zé’ ! ZEE )bl> v-L
0

So, if z = abc, then zb~! = avy and the ciphertexts are distributed as in Gq; otherwise if z is
random zb~ ! is identically distributed to (ay+v) as in Gg. This proves |Advg, (A)—Advg, (A)| <
AdvE RO (N) 4+ 2790, O

Lemma 48: From game G, to Gg
|Adv, (A) — Advg, (A)| < 2790,

Here, we change the distribution of the challenge ciphertexts, using a statistical argument.
Proof of Lemma 48. First, we use the fact that for all v € Z,:
(0 +V)oerz, = (1 V)vrz,-
Therefore, we can write the challenge ciphertexts as follows. For all i€ [n],j € [m]:

. BpL\ " (0 1\ T
ci = <7Arl +(Z;E’ b ) W e, = <7Ar"+’ vai b ) vL

)

Then, we use the facts that:
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o (V<R Zpy) ~1 (v ¢—g Zj) such that v+ 1 # 0 mod p.

1 ~ 1 :
e (A,B,a )AvBHRDk,aL%ROTth(A) Nﬁ (A,B,a )A,B(*R'Dk,al(—Rorth(A)\Span(B)’ by Defini-
tion 9.

e For any v € Zj, such that v+1 # 0 mod p, W <y GLj12(p) is identically distributed than
I
— ( B|aL 0 > ‘ Dka 0 0 ‘ ( B|aL 0

W - 0 v 1
0 |1 FES M e 0 |1
0 -1 1

A, B <5 Dy, and a’ < orth(A) \ Span(B).

-1
) , where W <5 GLj12(p),

Therefore, we can change the distribution of {c;, €;}ic[n) je[m) as follows:

(B o) (el 0 Lo (o
~ v 1
Cj:W‘<01>‘ U sl = B
0 | -1 1 yP)
J
S
_ . (Blat|o #)
=Wl 1)' Y,
0
0
and
yr; AB| o0 o M| 0] 0 \ 7' N 1
c; = vxl(ﬁ) 0 ‘(bL)TaL‘O . 0 ,Uil Ml_l ‘<B‘(§i (1)> w-!
2 o] o 1 0 | -1]1
LY A™B 0 n -1
=\|v xEB) 0 (bJ_)TaJ_ v_+11 . ( B’(E;' (1) ) .W_l
$Z(ﬂ) 0 (bJ_)TaJ_ vL-i-l
T
Vi A'B 0 0 1 -1
=@+ | [0 [(®Hal|o (13,(? ‘f) w
0 0 0 1

_ <7Arz' F(o+1)- w&f”bl)T -

Then, we use the facts that:

® v <y Zp such that v +1 # Omod p ~1 v <y Z, such that v +1 # 0 mod p and
v % 0 mod p.

e For any v € Z, such that v + 1 # Omodp and v # Omod p, V <5 GlLiia(p) is

ID 0 O -1
_ 1 kxk n
identically distributed than V- (2l [0} [~ g T |.(BlZl0)
0o |1 i 0o |1
0 [1]1+1

where V <5 GLy12(p), A, B < Dy, and at < orth(A) \ Span(B).
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Therefore, we can change the distribution of {C€pni, €m-; }ic[n],jem] as follows:

IDgyr | O 0 S;
e .=V. B|aj-i. OX 1] I ({J)
m+j 0 1 v Y;
0 [1]1+1 0

~ ( Blat |0 ) (0)
( 0 |1 (0)

Y;
v <st +(g)j(0)aj_>
Yj
and
T - —1
VYCn+i A'B 0 0 IDka 0 B‘aJ‘ 0 -1 B
cnri = | —vz” 0 [(bHTat|o |- 0 [1] 2 : ( o 1 ) v!
0 0 0 |1 0 [1]1+1
T
VYrn4i A™B 0 0 n -1
0 0 —(bH)Tat 1
VYln+i A™B 0 0 n -1
= |-+ 0 | (bHat|o |- ( B‘S‘ ; ) v
2\ 0 0 |1
rYArn+z (U+1)x£0)bj_ ' v—1
20 v

Finally, we use the fact that for any v € Z,: (v+1) where v < Z,, such that v+1 # 0 mod p
and v # 0 mod p =2 (v+ ), where v <—y Z,. Thus, we obtain, for all i € [n] and j € [m]:
p

T T
;= <7Ari + (vgv)xgmbj Wl ey = <’7Arn+i - (UO;r 7):c§0)bL> V-1,
L

N , B, L — {~Bs. 0,1
¢, =W vBs; +y;a , Cmtj =V vBs; 4 Y Ta , as in game Gg.
J 0 J y(O)
J

This proves |Advg, (A) — Advg, (A)| < 279N, O
Lemma 49: From game Gz to game Gy
There exists an adversary Bs such that:

|Advg, (A) — Advg, (A)| < 2- Adv%'g’%EH (A) + 279,

Here, we change the distribution of the challenge ciphertext, using the 3-PDDH assumption,
as for Lemma 47.

Proof of Lemma 49. Upon receiving a 3-PDDH challenge (PG, [a]1, [b]2, [c]1, [c]2, [2]1) (see Def-
inition 15), and the challenge messages (x(©,y©) (xM) yM) B samples A,B < Dy;
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b <x {0,1}; at < orth(A), bt «y orth(B), and sets [y]; := [c]; and [y]2 := [c]2. Then,
for i € [2n],j € [2m], By picks r; <—g Z}, s; < ZF and computes

It picks W, V GLg+2(p) and implicitly sets

—1 —1
& Bprat|o o Bjp-at|o
W.—W( 0 1) andV.-V( 0 1 .

Here we use the fact that (B|bal) is full rank with probability 1 — ﬁ over A,B < Dy,

at < orth(A), and b < Z, (see Definition 9).
Then, for i € [n],j € [m], it computes

T ' A'B 0 0\ (s
[eii:= || = xz(ﬂ) 0 |[(bDHTat|0 | W™ and = |W yg(‘ﬁ)
(8) (5)
K ! ! 1 Y; 2
1t \' [ A'B 0 (Smj
[Cn+i]1 = —z - 1‘50) 0 (bJ—)TaJ- 0 V 1 and [6m+J]2 = |V y](o)
0 0 0 1 0
1 2

By computes [col1 = [v]1, [co]2 := [7]2, gpk := PG, and ct := {[co]1, [Co]2, [ei]1, [€5]2 }iczn) je(2m)-
It returns (gpk, pk, ct) to A.

Then, it simulates OKeygen as in G4 (see Figure 7.7). Finally, if A outputs 8, By outputs
1if 8/ = 3, and 0 otherwise.

It can be seen that when [z]; is a real 3-PDDH challenge, i.e., [z]i = [abc]i, then Bs
simulates game Gy; whereas it simulates game G3 when [z]; <—x Gi. In particular, while this
is easy to see for the elements of the public key and for ciphertexts [C;l2, [Cm+jl2, for the
ciphertext elements [c;]1, [ch44i]1 We observe that they can be written as

T

’}/BT AI'Z'

-1 T
ci=|z- 28 . (bH)Tat ( Blo-a® | 0 ) w1l = <7Ari + Zb; : xz(B)bJ_> w-!
vBTAr, 4 T Blb.al 0\ L @ \T
Cogii= | —2- $§0) (bl)Tat < | O'a K > vl — <’yArn+i + zé) -z, b ) vl
0

So, if z = abc, then zb~' = avy and the ciphertexts are distributed as in Gy; otherwise, if
z is random, 2zb~! is identically distributed to (ay 4+ v) as in Gz. This proves |Advg,(A) —
Advg, (A)] < AdvBEBPH () + 2790, O

Lemma 50: From game G4 to game Gj

There exists an adversary By such that

|Advg, (A) — Advg, (A)| < 2- AdVEE_neS,%;IND()\)-
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Proof of Lemma 50. This transition is symmetric to that between Gy and Gi: we use the
selective, single-ciphertext security of the underlying private-key scheme (in Figure 7.2), to

switch: {[Ar; +2{Vbt], [Arny — 2", [Bs; + y{7a o, Bspys + u)”at ) bicjepm) to
Tay](-o) = 0, by definition of the security game.

{[Ari)1, [Bs;)2}ic(2n) jefzm) since x{7 T ay | —x(©
Thus, by Theorem 19 (one-SEL-IND security of FEgne), we obtain the lemma. O

Lemma 51: Game Gs:
Advg, (A) = 0.

Proof. This follows directly from inspection of game Gs in Figure 7.7, which does not depend
on the bit g < {0,1}. O
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Chapter 8

Conclusion

Summary of the Contributions

In this thesis, we presented a new public-key encryption that satisfies a strong security no-
tion, which prevents many users to collude and perform complex, large-scale attacks. Our
construction, which appeared in [GHKW16], was the first CCA-secure encryption scheme with
a tight security reduction from the DDH assumption, without using pairings. It also has short
ciphertexts (they only contain three group elements). Figure 1.1 gives the state of the art for
tightly CCA-secure encryption.

Our proof techniques depart from the long line of prior works [HJ12, LJYP14, LPJY15] that
uses non-interactive zero-knowledge proofs with tight simulation soundness, for which we have
no efficient construction from standard assumptions without pairings. Other works [HKS15,
AHY15a, GCD*16] first build a tightly-secure IBE to then obtain CCA-secure encryption.
However, IBE is notoriously hard to build without pairings in the standard model [BPRT08],
let alone with a tight security proof and short ciphertexts. To get rid of the pairings, we revisit
techniques from [CW13] together with the hash-proof system approach used in [CS98].

We address the major limitation of our construction in [GHK17], where the size of the
public key is reduced to a constant number of group elements, using techniques from [Hof17].
We chose to only present the predecessor [GHKW16] here.

We also presented new functional encryption schemes from standard assumptions. We
followed a bottom-up approach, where we explored new constructions for larger classes of
functions, with new features, starting from simple constructions, that rely on well-understood
assumptions. Namely, we extended the original functional encryption schemes for inner prod-
ucts from [ABDP15, ALS16] to a multi-input setting:

e in Chapter 4, we present a multi-input functional encryption scheme (MIFE) for inner
products based on the MDDH assumption in prime-order bilinear groups. Our construc-
tion works for any polynomial number of encryption slots and achieves adaptive security
against unbounded collusion, while relying on standard polynomial hardness assump-
tions. Prior to this work, which was published in [AGRW17], we did not even have a
candidate for 3-slot MIFE for inner products in the generic bilinear group model. Our
work is also the first MIFE scheme for a non-trivial functionality based on standard
cryptographic assumptions, as well as the first to achieve polynomial security loss for
a super-constant number of slots under falsifiable assumptions. Prior works required
stronger non-standard assumptions such as indistinguishability obfuscation or multilin-
ear maps. The construction presented in Chapter 4 improves upon [AGRW17] in that
security handles corruption of input slots, with no additional efficiency cost or extra
assumption.

e in Chapter 5, we present constructions of multi-input functional encryption (MIFE)
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schemes for the inner-product functionality that improve those from Chapter 4 in two
main directions.

First, we put forward a novel methodology to convert single-input functional encryption
for inner products into multi-input schemes for the same functionality. Our transforma-
tion is surprisingly simple, general and efficient. In particular, it does not require pairings
and it can be instantiated with all known single-input schemes. This leads to two main
advances. First, we enlarge the set of assumptions this primitive can be based on, no-
tably, obtaining new MIFEs for inner products from plain DDH, LWE, and Decisional
Composite Residuosity. Second, we obtain the first MIFE schemes from standard as-
sumptions where decryption works efficiently even for messages of super-polynomial size.
This work appeared in [ACFT18]. As for the pairing-based MIFE presented in Chapter 4,
the novelty of the work presented in Chapter 5 of this thesis is that its security handles
corruptions of input slots.

Then, we turned our attention to multi-client functional encryption for inner products,
which enhances multi-input functional encryption in the following way. In MCFE, the encryp-
tion algorithm takes as an additional input a label (typically a time-stamp), and ciphertexts
from different input slots can only be combined when they are encrypted under the same label.
This limits the leakage of information from the encrypted messages. Multi-input functional
encryption corresponds to the case where every message is encrypted under the same label.

In Chapter 6, we give the first MCFE for inner products from standard assumptions,
namely, bilinear groups. We first give a simple construction whose security is based on the De-
cisional Diffie Hellman assumption in the random oracle model, which only satisfies a somewhat
weak security model. This construction appeared in [CDG118a].

Then, we give several transformations to strengthen security, using a new primitive that we
called Secret Sharing Encapsulation; and an extra layer of single-input functional encryption on
top of the original scheme. The resulting scheme is fully secure, and relies on bilinear groups,
in the random oracle model. We also show a generic way to decentralize the generation of the
functional decryption keys, and the setup of the scheme. These can be performed independently
by all users, without interaction. We obtain a multi-client functional encryption where there is
no need for trusted authority holding any master secret key. These transformations appeared
in [CDG"18b].

Finally, in Chapter 7, we give the first functional encryption that supports the evaluation
of degree-2 polynomials on encrypted data, from standard assumptions. This work appeared
in [BCFG17]. The ciphertexts are succinct: their size only depends linearly on the encrypted
message, and not the functions for which functional decryption keys are generated. This is as
far as it goes in terms of functional encryption beyond predicate encryption, for constant de-
gree polynomials, from standard assumptions. Recall that in [LT17], it is shown that succinct
functional encryption which supports the evaluation of degree-3 polynomials on encrypted data
already implies indistinguishability obfuscation (together with the existence of block-wise 3-
local PRG), a powerful tool that has surprisingly many applications in cryptography, including
solving long standing open problems (see [SW14]). Unfortunately, there is no known construc-
tion of such functional encryption (with unbounded collusion) from standard assumptions.

Open Problems

Tight security. Can we exhibit tight security reduction for more advanced encryption
schemes, such as attribute-based encryption, or functional encryption? Even though tightly
secure identity-based encryption are known [CW13, HKS15, AHY15a, GCD*16], all of these
schemes have a large public key (it contains Q(\) group elements, where A denotes the security
parameter), or rely on composite-order pairings [CGW17], which are less efficient than their
prime-order counterpart. Current techniques, such as adaptive partitioning from [Hof17], have
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thus far been unsuccessful at providing a tightly-secure IBE with compact ciphertexts and
public key, in the prime-order setting.

More generally, we believe bridging the gap between currently known attacks against cryp-
tographic schemes and their security proof is a fruitful research agenda. Finding tighter se-
curity reductions is one way to bridge that gap, by ruling out more attacks than traditional,
asymptotic security reductions. Another approach consists of finding explicit attacks against
particular cryptosystems that match as much as possible the security proof. As far as we know,
there are no known attacks against concrete public-key encryption schemes which make use of
the fact that the security reduction is not tight. This deserves to be investigated.

Functional encryption. Interesting open problems include building functional encryption
that supports the evaluation of degree-2 polynomials on encrypted data with large messages.
Current constructions [BCFG17, DGP18] crucially rely on the use of pairings, which only allows
decryption to recover the value in the exponent of a group element. Since correctness involves
solving a discrete logarithm in this group, we require the size of the message to be bounded
by a polynomial in the security parameter (note that discrete logarithm should be hard to
compute for large values, for the security of the scheme). Because they would probably require
radically new techniques, and most likely avoid the use of pairings, such functional encryption
with large messages would be much insightful.

Besides, exploring larger classes of functions from standard assumptions, in particular get-
ting degree-3 succinct functional encryption from standard assumptions (and thereby, indis-
tinguishability obfuscation, given the result of [LT17]) would be a breakthrough.

On the more practical side, mitigating the reliance on trusted third party (which holds
a master secret key) would increase the practical relevance of functional encryption. Decen-
tralized multi-client functional encryption goes into that direction. We hope this work will
inspire further research following the same approach for other classes of functions, or predicate
encryption.
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RESUME

Nos travaux revisitent le chiffrement a clé publique de deux fagons : 1) nous donnons une
meilleure garantie de sécurité que les chiffrements a clé publique typiques, qui gére de nombreux
utilisateurs pouvant coopérer pour réaliser des attaques sophistiquées. Une telle sécurité est
nécessaire lorsque I'on considére des schémas de chiffrement largement déployés, ou de
nombreuses sessions ont lieu de maniére concurrentes, ce qui est le cas sur internet 2) nous
considérons le chiffrement fonctionnel, introduit en 2011 par Boneh, Sahai et Waters, qui permet
un acces fin aux données chiffrées. Il généralise le concept de chiffrement a clé publique
traditionnel : une clé secréte maitresse permet de générer des clés de chiffrement fonctionnelles,
qui sont chacune associées a une fonction particuliére. Le déchiffrement du chiffrement d'un
message m avec une clé de déchiffrement fonctionnelle associée a une fonction f obtiendra la
valeur f(m), et aucune autre information a propos du message chiffré m.
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ABSTRACT

Our work revisits public-key encryption in two ways: 1) we provide stronger security guarantee
that typical public-key encryption, which handles many users than can collude to perform
sophisticated attacks. This is necessary when considering widely deployed encryption schemes,
where many sessions are performed concurrently, as in the case on the Internet; 2) we consider
so-called functional encryption, introduced by Boneh, Sahai, Waters in 2011, that permits fine-
grained access to the encrypted data. It generalizes traditional public-key encryption is that a
master secret key is used to generate so-called functional decryption keys, each of which is
associated with a particular function. An encryption of a message m, together with a functional
decryption key associated with the function f, decrypts the value f(m), without revealing any
additional information about the encrypted message m.
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