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Executive Summary

In this deliverable D6.3 “Final Functional Encryption Toolset API”, we present a functional encryption
library that offers multiple schemes for attribute-based encryption, inner-product functional encryption,
and quadratic functional encryption. To support various use cases and to ease the integration, the library
comes in two flavors — in Go and C programming languages. We present the API of both flavors and give
examples of how the library can be integrated into real-world applications. The examples aim to showcase
the FENTEC toolset API and to simplify the adoption of libraries.
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1 Introduction

Functional encryption is a generalization of public-key encryption, which allows to delegate to third parties
the computation of certain functions of the encrypted data. This can be achieved by generating specific
secret keys for these functions. A functional encryption scheme is a set of four algorithms. The setup
algorithm takes as input a security parameter and generates a public key for the system together with a
master secret key. The key derivation algorithm generates a secret key sk for a particular function f. To
encrypt a message x, the encryption algorithm on input x is to be run. Then, given the encryption of a
message x, the holder of the secret key sk for the function f is able to compute the value of f(x) using
the decryption algorithm. Nothing else can be learned from the encrypted x.

This deliverable presents the functional encryption library developed in the FENTEC project. FENTEC
provides functional encryption library in two flavours: GoFE implemented in Go language, CiFEr in C
language. Both flavors contain a variety of inner-product, quadratic, and attribute-based encryption (ABE)
schemes. The document presents the API, as well as demonstrations and explanations on how to use
it.

1.1 Purpose of the Document

The goal of this deliverable is to present the readiness of the FENTEC library to be included in real-world
applications. The document can serve as a manual on how to use GoFE and CiFEr.

1.2 Structure of the Document

This deliverable is structured as follows. Section 2 presents the API for single-input inner-product schemes.
Section 3 presents the API for multi-input inner-product schemes. Section 4 presents the API for quadratic
polynomial schemes. Section 5 presents the API for decentralized inner-product schemes. Section 6
presents the API for function-hiding single-input inner-product schemes. Section 7 presents the API
for function-hiding multi-input inner-product schemes. Section 8 presents the API for attribute-based
encryption schemes. Section 9 presents real-world demonstrations on how to use the FENTEC library.
The deliverable concludes with a summary in Section 10.
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2 Single-Input Inner-Product Schemes

GoFE

Figure 1: GoFE logo

This section presents single-input inner-product schemes implemented in GoFE and CiFEr. It describes
the intended usage for single-input inner-product schemes and gives examples of how to use them with
GoFE and CiFEr APL

What are the subjects involved in the single-input inner-product schemes?
The subjects are:
» Users which encrypt their data and send encrypted data to the Data Analytics subject.

» Data Analytics collects encrypted data from Users and is able to compute some functions on the
encrypted data.

* Any subject which would like to compute functions on the encrypted data needs functional decryption
keys. These keys are provided by a Key Generator.

What do these schemes enable?

Pobticyknowny - 2,390 DATA ANALYTICS ~ KEY GENERATOR

Ieananmrutathmgsun I am to be totall trostu:l
atal However, I man! I
the guy on the right. distribute durgptmn keys!

x=1(,83) /’a
f1234.... obtained from User

f1234aBbalZed 12392131 23eece.. R“m"“’d from Key Generator

- publicly known y=(2, 3.9)

Hmllmnwm>=l*2+$*3+9*3=2+24+2?=53
1 know nothing else about x!

Figure 2: Simple inner-product

Given a publicly known vector y, Key Generator can provide a functional decryption key k,, which enables
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the key holder to compute the inner-product of x and y: < x,y >.
A subject having the encryption of x and a key ky can compute < x,y >.

Note that with &y, it is possible to compute < x,y > for every x. Also, if Data Analytics subject wants
to compute the inner-product for some other vector, let us say < x, z >, a new functional decryption key
k, needs to be generated by the Key Generator, however, the same encryption of x can be used for the
computation of < x,y > and < x, z >.

Is Key Generator really needed?

ncymomy-239 DATA ANALYTICS  KEV'GE RATOR

Now, I can “"",,%:2.‘522.“{‘.‘“9’ e
s enc OWEVEr,
generate keys! Inénd a guy on the left.

key to compute <x, y> out of
% er?crgptmre of x{tFul{')ang X n:

-FIES‘MBI?@!ZB? |'2392l3123mee_

EﬁZlﬂm;gdﬂaaalMFL

z=(2,1,%

Figure 3: Without Key Generator subject

Generally, it is good to avoid the need for a trusted third party, because it presents a single point of
failure.

We could pass the responsibility of key generation to one of the Users, but this would not solve the problem
— there would still be a single point of failure. Also, other Users might not want to tolerate one of them
having the power to decrypt all messages.

If there is only one User, the latter is not a problem. Indeed, if only one User is involved, an independent
Key Generator is not needed. But in this case, functional encryption is not needed — Users can, for example,
simply encrypt < x, y > using the Data Analytics public key (using traditional public-key encryption) and
send the ciphertext to Data Analytics.

So why not always use traditional public-key encryption? Because if Data Analytics later needs to compute
< x,y > for some other y, the Users will need to compute < x, y > again for the new y, encrypt it and send
it to the Data Analytics. By using functional encryption, no additional encryption and sending of data is
needed, Data Analytics just need to obtain a new functional decryption key.

One of the first practical functional encryption schemes was "Simple Functional Encryption Schemes for
Inner Products" by Abdalla et al. [11]. The paper presents instantiations from DDH and LWE. Additionally,
FENTEC partners designed a scheme based on RLWE which requires smaller parameters than the LWE
version and is thus significantly faster. In what follows we present the API for DDH, LWE, and RLWE
instantiations.
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Publicty knowny - 2.3.9 DATA ANALYTICS
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Figure 4: Without Key Generator subject

2.1 Simple Functional Encryption Schemes for Inner Products — DDH
based

2.1.1 GoFE API

Generator

Let us first show how to instantiate a sampler, which is used to generate random numbers, vectors, and
matrices. GoFE provides multiple samplers, all of them are provided in the sample package and all
implement sample.Sampler interface.

1 :=3

bound := new(big.Int).Exp(big.NewInt(2), big.NewInt(10), nil)

sampler := sample.NewUniformRange(new(big.Int).Add(new(big.Int).Neg(bound), big.
— NewInt(1)), bound)

Vector y is usually defined by Data Analytics (y determines the function — what kind of computation it will
be able to compute), however, for the demonstration purposes, here we generate a random vector y:

y, err := data.NewRandomVector(l, sampler)
if err !'= nil {
t.Fatalf("Error during random generation: %v", err)

The scheme is implemented in the innerprod/simple package. It can be instantiated using the sim-
ple.NewDDH or simple.NewDDH Precomp functions.

The difference between the two is that the latter uses a precomputed group (based on the precomputed
prime numbers and group generators). This allows a fast scheme initialization for realistic parameters, i.e.
prime numbers with bit length 2048 or more.
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var simpleDDH *simple.DDH
var err error
if param.precomputed {
simpleDDH, err = simple.NewDDHPrecomp(l, param.modulusLength, bound)
} else {
simpleDDH, err = simple.NewDDH(1l, param.modulusLength, bound)

}
if err != nil {

t.Fatalf("Error during simple inner product creation: %v", err)
}

What are the other parameters?
Parameter / specifies the length of vectors x and y.

Parameter modulusLength specifies the bit length of p (operations take place in Z,, group), it should be
one of the following values 1024, 1536, 2048, 2560, 3072, or 4096.

Parameter bound specifies the bound of the coordinates of the vectors x and y. Note that vector coordinates
need to be bounded, otherwise the scheme might not be sufficiently fast as the decryption phase requires
the computation of the discrete logarithm which is slow for big numbers.

Once the scheme is instantiated, the Key Generator can generate master keys:

masterSecKey, masterPubKey, err := simpleDDH.GenerateMasterKeys()

Note that masterSecKey will be needed only by the Key Generator to derive functional decryption keys.
On the other hand, masterPubKey will be needed by the User to encrypt vector x.

When asked for a functional decryption key for vector y, Key Generator executes:

funcKey, err := simpleDDH.DeriveKey(masterSecKey, y)
if err != nil {
t.Fatalf("Error during key derivation: %v'", err)

The funcKey is to be given to the requester (Data Analytics in our case). Checking whether a requester is
entitled to the key is different from use case to use case and is to be implemented separately.

User

Vector x might, for example, represent some ol measurements. Here, we generate a random vector x.
Note that the User needs to instantiate a sampler in the same way it was shown for the Key Generator.

x, err := data.NewRandomVector(l, sampler)
if err != nil {
t.Fatalf("Error during random generation: %v", err)

To encrypt vector x, User needs to instantiate DDH first. The same scheme parameters need to be used as
for the Key Generator. This can be done most easily by using one of the precomputed groups.
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encryptor := simple.NewDDHPrecomp(l, param.modulusLength, bound)
ciphertext, err := encryptor.Encrypt(x, masterPubKey)
if err !'= nil {

t.Fatalf("Error during encryption: %v", err)

The ciphertext is then sent to the Data Analytics subject.
Data Analytics

Data Analytics subject needs to instantiate the scheme with the same parameters as Key Generator and
User. Once it obtains the functional decryption key for y from Key Generator, it can pass ciphertext of x,
functional decryption key, and y to the Decrypt operation to compute the inner-product < x, y >.

decryptor := simple.NewDDHFromParams(simpleDDH.Params)
Xy, err := decryptor.Decrypt(ciphertext, funcKey, y)
if err !'= nil {

t.Fatalf("Error during decryption: %v", err)

2.1.2 CiFEr API

Generator

The scheme cfe_ddh is implemented in the innerprod/simple package. It can be instantiated using the
cfe_ddh_init or cfe_ddh_precomp_init functions.

As in GoFE, the difference between the two is that the latter uses a precomputed group (based on
the precomputed prime numbers and generators). This allows a fast scheme initialization for realistic
parameters, i.e. prime numbers with bit length 2048 or more.

size_t 1 = 3;

mpz_t bound, bound_neg;
mpz_inits(bound, bound_neg, NULL);
mpz_set_ui(bound, 2);

mpz_pow_ui (bound, bound, 10);
mpz_neg(bound_neg, bound);

cfe_ddh s;
cfe_error err;

size_t modulus_len;
const char *precomp = munit_parameters_get(params, "parameters");
if (strcmp(precomp, "precomputed") == 0) {
modulus_len = 2048;
err = cfe_ddh_precomp_init(&s, 1, modulus_len, bound);
} else if (strcmp(precomp, "random") == 0) {
modulus_len = 512;
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err = cfe_ddh_init(&s, 1, modulus_len, bound);
} else {
err = CFE_ERR_INIT;

What are the other parameters?
Parameter / specifies the length of vectors x and y.

Parameter modulus_len specifies the bit length of p (operations take place in Z,, group), it should be one
of the following values 1024, 1536, 2048, 2560, 3072, or 4096.

Parameters bound and bound_neg specifies the bound of the coordinates of the vectors x and y. Note
that vector coordinates need to be bounded, otherwise the scheme might not be sufficiently fast as the
decryption phase requires the computation of the discrete logarithm.

Vector y is usually defined by Data Analytics subject (y determines the function — what kind of computation
it will be able to compute), however, for the demonstration purposes, here we generate a random vector y
by using cfe_uniform_sample_range_vec:

cfe_vec y;
cfe_vec_inits(&y, 1);
cfe_uniform_sample_range_vec(&y, bound_neg, bound);

Once the scheme is instantiated, Key Generator can generate the master keys:

cfe_vec msk, mpk;
cfe_ddh_master_keys_init(&msk, &mpk, &s);
cfe_ddh_generate_master_keys(&msk, &mpk, &s);

Note that the master secret key msk will be needed only by the Key Generator to derive functional decryption
keys. On the other hand, the master public key mpk will be needed by the User to encrypt vector x.

When asked for a functional decryption key for vector y, Key Generator executes:

mpz_t fe_key;
mpz_init(fe_key);
err = cfe_ddh_derive_fe_key(fe_key, &s, &msk, &y);

The fe_key is to be given to the requester (Data Analytics subject in our case). Checking whether a requester
is entitled to the key is different from use case to use case and needs to be implemented separately.

User

Vector x might, for example, represent some IoT measurements. Here, we generate a random vector
X.

cfe_vec x;
cfe_vec_init(&x, 1);
cfe_uniform_sample_range_vec(&x, bound_neg, bound);
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To encrypt vector x, User needs to instantiate cfe_ddh first. The same scheme parameters need to be used
as for the Key Generator. This can be most easily achieved by using the same precomputed group for all
subjects.

cfe_ddh encryptor;
size_t modulus_len;
modulus_len = 2048;
err = cfe_ddh_precomp_init(&encryptor, 1, modulus_len, bound);

Vector x is then encrypted as:

cfe_vec ciphertext;
cfe_ddh_ciphertext_init(&ciphertext, &encryptor);
err = cfe_ddh_encrypt(&ciphertext, &encryptor, &x, &mpk);

The ciphertext is then sent to the Data Analytics subject.
Data Analytics

Data Analytics subject needs to instantiate the scheme with the same parameters as Key Generator and
User. Once it obtains a functional decryption key for y from the Key Generator, it can pass ciphertext of
x, functional decryption key, and y to the Decrypt operation to compute the inner-product < x, y >.

cfe_ddh decryptor;
err = cfe_ddh_precomp_init(&decryptor, 1, modulus_len, bound);

mpz_t Xxy;
mpz_init(xy);
err = cfe_ddh_decrypt(xy, &decryptor, &ciphertext, fe_key, &y);

2.2 Simple Functional Encryption Schemes for Inner Products — LWE
based

2.2.1 GoFE API

Generator

The scheme is implemented in the innerprod/simple package. It can be instantiated using the sim-
ple.New LWE function.

1 :=4
n := 128
b := big.NewInt(10000)

simplelLWE, err := simple.NewLWE(l, b, b, n)

Parameter / specifies the length of vectors x and y.

Parameter n is the main security parameter of the scheme.
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Parameter b specifies the bound of the coordinates of the vectors x and y.

Once the scheme is instantiated, Key Generator can generate master keys:

SK, err := simpleLWE.GenerateSecretKey()
PK, err := simpleLWE.GeneratePublicKey(SK)

Note that SK will be needed only by the Key Generator to derive functional decryption keys. On the other
hand, PK will be needed by the User to encrypt vector x.

When asked for a functional decryption key for vector y, Key Generator executes:

skY, err = simpleLWE.DeriveKey(y, SK)

The skY is to be given to the requester (Data Analytics in our case). Checking whether a requester is
entitled to the key is different from use case to use case and is to be implemented separately.

User

Vector x might, for example, represent some IoT measurements. To encrypt vector x, User needs to
instantiate LWE first.

cipher, err := simpleLWE.Encrypt(x, PK)

The ciphertext is then sent to Data Analytics.
Data Analytics

Once Data Analytics obtains functional decryption key for y from Key Generator, it can pass ciphertext of
x, functional decryption key, and y to the Decrypt operation to compute the inner-product < x, y >.

xyDecrypted, err := simpleLWE.Decrypt(cipher, skY, y)

2.2.2 CiFEr API

Generator

The scheme is implemented in the innerprod/simple package. It can be instantiated using the cfe_Ilwe_init
function.

size_t 1
size_t n

4;
128;

mpz_t B, B_neg;
mpz_init_set_ui(B, 10000);
mpz_init(B_neg);
mpz_neg(B_neg, B);

cfe_lwe s;
cfe_error err = cfe_lwe_init(&s, 1, B, B, n);
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Parameter / specifies the length of vectors x and y.
Parameter n is the main security parameter of the scheme.
Parameter B specifies the bound of the coordinates of the vectors x and y.

Once the scheme is instantiated, Key Generator can generate master keys:

cfe_mat SK, PK; // secret and public keys
cfe_lwe_sec_key_init(&SK, &s);
cfe_lwe_generate_sec_key(&SK, &s);
cfe_lwe_pub_key_init (&PK, &s);

err = cfe_lwe_generate_pub_key(&PK, &s, &SK);

Note that SK will be needed only by Key Generator to derive functional decryption keys. On the other
hand, PK will be needed by the User to encrypt vector x.

When asked for a functional decryption key for vector y, Key Generator executes:

cfe_vec fe_key;
cfe_lwe_fe_key_init(&fe_key, &s);
err = cfe_lwe_derive_fe_key(&fe_key, &s, &SK, &y);

The skY is to be given to the requester (Data Analytics in our case). Checking whether a requester is
entitled to the key is different from use case to use case and is to be implemented separately.

User

Vector x might, for example, represent some lol' measurements. To encrypt vector x, User needs to
instantiate LWE first.

cfe_lwe_ciphertext_init(&ct, &s);
err = cfe_lwe_encrypt(&ct, &s, &x, &PK);

The ciphertext is then sent to the Data Analytics subject.
Data Analytics

Once Data Analytics subject obtains functional decryption key for y from Key Generator, it can pass
ciphertext of x, functional decryption key, and y to the Decrypt operation to compute the inner-product
<X,y >

mpz_t res;
mpz_init(res);
err = cfe_lwe_decrypt(res, &s, &ct, &fe_key, &y);

2.3 Simple Functional Encryption Schemes for Inner Products - RLWE
based

2.3.1 GoFE API

Generator
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The scheme is implemented in the innerprod/simple package. It can be instantiated using the sim-
ple.NewRing LWE function.

1 := 100

n := 256

b := big.NewInt(1000000)

p, — := new(big.Int).SetString("10000000000000000", 10)

d, — := new(big.Int).SetString("903468688179973616387830299599", 10)

sigma := big.NewFloat(20)

Parameter [ specifies the length of vectors x and y.

Parameter n is the main security parameter of the scheme.

Parameter b specifies the upper bound for coordinates of input vectors x and y.
Parameter p specifies modulus for the resulting inner product.

Parameter g specifies modulus for ciphertext and keys.

Parameter sigma specifies standard deviation — settings for a discrete gaussian sampler.

Once the scheme is instantiated, Key Generator can generate master keys:

SK, err := ringLWE.GenerateSecretKey()
PK, err := ringLWE.GeneratePublicKey(SK)

Note that SK will be needed only by Key Generator to derive functional decryption keys. On the other
hand, PK will be needed by the User to encrypt vector x.

When asked for a functional decryption key for vector y, Key Generator executes:

skY, err := ringLWE.DeriveKey(y, SK)

The skY is to be given to the requester (Data Analytics in our case). Checking whether a requester is
entitled to the key is different from use case to use case and is to be implemented separately.

User

Vector x might, for example, represent some IoT measurements. To encrypt vector x, User needs to
instantiate LWE first.

cipher, err := ringLWE.Encrypt(X, PK)

The ciphertext is then sent to Data Analytics.
Data Analytics

Once Data Analytics subject obtains functional decryption key for y from Key Generator, it can pass
ciphertext of x, functional decryption key, and y to the Decrypt operation to compute the inner-product
<Xy >.

xyDecrypted, err := ringLWE.Decrypt(cipher, skY, y)
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2.3.2 CiFEr API

Generator

The scheme is implemented in the innerprod/simple package. It can be instantiated using the cfe_ring_Iwe_init
function.

size_t 1 100;
size_t n = 256;

mpz_t B, B_neg;
mpz_inits(B, B_neg, NULL);
mpz_set_si(B, 1000000);
mpz_neg(B_neg, B);

mpf_t sigma;
mpf_init_set_ui(sigma, 20);

mpz_t p, Q;
mpz_init_set_str(p, "10000000000000000", 10);
mpz_init_set_str(q, "903468688179973616387830299599", 10);

cfe_ring_lwe s;
cfe_error err = cfe_ring_lwe_init(&s, 1, n, B, p, q, sigma);

Parameter / specifies the length of vectors x and y.

Parameter n is the main security parameter of the scheme.

Parameter B specifies the bound of the coordinates of the vectors x and y.

Parameter p specifies modulus for the resulting inner product.

Parameter g specifies modulus for ciphertext and keys.

Parameter sigma specifies standard deviation — settings for a discrete gaussian sampler.

Once the scheme is instantiated, Key Generator can generate master keys:

cfe_mat SK, PK; // secret and public keys
cfe_ring lwe_sec_key_init(&SK, &s);
cfe_ring_lwe_generate_sec_key(&SK, &s);
cfe_ring_lwe_pub_key_init(&PK, &s);
cfe_ring_lwe_generate_pub_key(&PK, &s, &SK);

Note that SK will be needed only by Key Generator to derive functional decryption keys. On the other
hand, PK will be needed by User to encrypt vector x.

When asked for a functional decryption key for vector y, Key Generator executes:

cfe_vec fe_key;
cfe_ring_lwe_fe_key_init(&fe_key, &s);
err = cfe_ring_lwe_derive_fe_key(&fe_key, &s, &SK, &y);

Document name:|D6.3 Final Functional Encryption Toolset API Page: 18 of 80‘
Reference: D6.3 Dissemination:‘ PU‘ Version:‘ 1.0 Status: Final ‘




T FENTEC

The fe_key is to be given to the requester (Data Analytics in our case). Checking whether a requester is
entitled to the key is different from use case to use case and is to be implemented separately.

User

Vector x might, for example, represent some IoT measurements. To encrypt vector x, User needs to
instantiate LWE first.

cfe_mat CT;
cfe_ring_lwe_ciphertext_init(&CT, &s);
err = cfe_ring_lwe_encrypt(&CT, &s, &X, &PK);

The ciphertext is then sent to the Data Analytics subject.
Data Analytics

Once Data Analytics subject obtains functional decryption key for y from Key Generator, it can pass
ciphertext of x, functional decryption key, and y to the Decrypt operation to compute the inner-product
<Xy >.

cfe_vec res;
cfe_ring_lwe_decrypted_init(&res, &s);
err = cfe_ring_lwe_decrypt(&res, &s, &CT, &fe_key, &y);;

2.4 Fully Secure Functional Encryption for Inner Products, from Standard
Assumptions — DDH based

Qs it secore? )

©0
GoFE

Figure 5: GoFE — insecure schemes?

In the previous sections, we presented the first practical inner-product schemes: Simple Functional En-
cryption Schemes for Inner Products by Abdalla et al. [11].

Later on, further practical inner-product schemes have been designed, some of them being presented in a
paper "Fully Secure Functional Encryption for Inner Products, from Standard Assumptions" by Agrawal
et al. [15]. The paper presented multiple new schemes, in this section, we describe the API for the DDH
variant.

Why is it named fully secure? Does this imply schemes by Abdalla et al. [11] are not secure?
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Not really.

However, they are showed to be only selectively secure. That means, in the proof of the construction the
attacker must declare upfront, before seeing the public parameters, what the challenge ciphertexts will be.
On the other hand, achieving adaptive security (also called full security), where security is guaranteed
even for messages that are adaptively chosen at any point in time, is significantly more challenging.

But even if the scheme is proven to be only selectively secure, it might be adaptively secure as well. Still,
the selectively secure schemes are usually seen as an intermediary step. Thus, whenever inner-products
are needed, [15] API should be preferred over [11] APL.

We summarize the [15] API below. Note that the roles and workflow are the same as in [11] APL

2.4.1 GoFE API

Generator

The scheme is implemented in the innerprod/fullysec package. It can be instantiated using the fully-
sec.NewDamgard or fullysec. NewDamgardPrecomp functions.

The difference between the two is that the latter uses a precomputed group (based on the precomputed
prime numbers and generators). This allows a fast scheme initialization for realistic parameters, i.e. prime
numbers with bit length 2048 or more.

var damgard *fullysec.Damgard
var err error
if param.precomputed {
damgard, err = fullysec.NewDamgardPrecomp(l, param.modulusLength, bound)
} else {
damgard, err = fullysec.NewDamgard(l, param.modulusLength, bound)

}
if err != nil {

t.Fatalf("Error during simple inner product creation: %v", err)
}

Once the scheme is instantiated, Key Generator can generate master keys:

masterSecKey, masterPubKey, err := damgard.GenerateMasterKeys()

Note that masterSecKey will be needed only by the Key Generator to derive functional decryption keys.
On the other hand, masterPubKey will be needed by User to encrypt vector x.

When asked for a functional decryption key for vector y, Key Generator executes:

funcKey, err := damgard.DeriveKey(masterSecKey, y)
if err != nil {
t.Fatalf("Error during key derivation: %v'", err)

The funcKey is to be given to the requester. Checking whether a requester is entitled to the key is different
from use case to use case and is to be implemented separately.
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User

To encrypt vector x, User needs to instantiate Damgard first. The same scheme parameters need to be used
as for Key Generator.

encryptor, err = fullysec.NewDamgardPrecomp(l, param.modulusLength, bound)
ciphertext, err := encryptor.Encrypt(x, masterPubKey)
if err !'= nil {

t.Fatalf("Error during encryption: %v

, err)

The ciphertext is then sent to Data Analytics.
Data Analytics

Data Analytics needs to instantiate the scheme with the same parameters as Key Generator and User. Once
it obtains a functional decryption key for y from Key Generator, it can pass ciphertext of x, functional
decryption key, and y to the Decrypt operation to compute the inner-product < x, y >.

decryptor, err = fullysec.NewDamgardPrecomp(l, param.modulusLength, bound)
Xy, err := decryptor.Decrypt(ciphertext, funcKey, y)
if err !'= nil {

t.Fatalf("Error during decryption: %v", err)

2.4.2 CiFEr API

Generator

The scheme is implemented in the innerprod/fullysec package. It can be instantiated using the cfe_damgard_init
or cfe_damgard_precomp_init functions.

The difference between the two is that the latter uses a precomputed group (based on the precomputed
prime numbers and generators). This allows a fast scheme initialization for realistic parameters, i.e. prime
numbers with bit length 2048 or more.

cfe_damgard s;
cfe_error err;

const char *precomp = munit_parameters_get(params, 'parameters");
if (strcmp(precomp, "precomputed") == 0) {
modulus_len = 2048;
err = cfe_damgard_precomp_init(&s, 1, modulus_len, bound);
} else if (strcmp(precomp, "random") == 0) {
modulus_len = 512;
err = cfe_damgard_init(&s, 1, modulus_len, bound);
} else {
err = CFE_ERR_INIT;

Once the scheme is instantiated, Key Generator can generate master keys:
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cfe_vec mpk;

cfe_damgard_sec_key msk;
cfe_damgard_sec_key_init(&musk, &s);
cfe_damgard_pub_key_init (&mpk, &s);
cfe_damgard_generate_master_keys(&msk, &mpk, &s);

Note that msk will be needed only by Key Generator to derive functional decryption keys. On the other
hand, mpk will be needed by User to encrypt vector x.

When asked for a functional decryption key for vector y, Key Generator executes:

cfe_damgard_fe_key key;
cfe_damgard_fe_key_init(&key);
err = cfe_damgard_derive_fe_key(&key, &s, &msk, &y);

The funcKey is to be given to the requester. Checking whether a requester is entitled to the key is different
from use case to use case and is to be implemented separately.

User

To encrypt vector x, User needs to instantiate cfe_damgard first. The same scheme parameters need to be
used as for Key Generator.

cfe_damgard encryptor;

err = cfe_damgard_precomp_init(&encryptor, 1, modulus_len, bound);
cfe_vec ciphertext;

cfe_damgard_ciphertext_init(&ciphertext, &encryptor);

err = cfe_damgard_encrypt(&ciphertext, &encryptor, &x, &mpk);

The ciphertext is then sent to Data Analytics.
Data Analytics

Data Analytics needs to instantiate the scheme with the same parameters as Key Generator and User. Once
it obtains a functional decryption key for y from Key Generator, it can pass ciphertext of x, functional
decryption key, and y to the Decrypt operation to compute the inner-product < x, y >.

cfe_damgard decryptor;
err = cfe_damgard_precomp_init(&decryptor, 1, modulus_len, bound);
err = cfe_damgard_decrypt(xy, &decryptor, &ciphertext, &key, &y);

2.5 Fully Secure Functional Encryption for Inner Products, from Standard
Assumptions — DCR based

In the previous section, we presented the Decisional Diffie-Hellman based scheme from the paper "Fully
Secure Functional Encryption for Inner Products, from Standard Assumptions" by Agrawal et al. [15].
In this section, we describe the API for the scheme based on Decisional Composite Residuosity (DCR)
assumption.
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The API for both schemes is very similar. However, the DCR variant has the advantage of having a much
faster decryption operation. This is because there is no need to compute a discrete logarithm as part of the
decryption process. It needs to be noted that other operations, especially initialization, are slightly slower
in the DCR variant.

2.5.1 GoFE API

Generator

The scheme is implemented in the innerprod/fullysec package.

paillier, err := fullysec.NewPaillier(l, lambda, bitLength, boundX, boundY)

Parameter / specifies the length of data vectors.
Parameter lambda is a security parameter (the bigger it is, the more secure scheme is).

Parameter bitLength specifies the bit length of prime numbers to be used for a group where operations take
place.

It should be big enough so that factoring two primes with such a bit length takes at least 24?94 gperations.
For example, values bitLength = 1024 and lambda = 128 can be used.

Parameter boundX specifies a bound on the entries of the input vector.
Parameter boundY specifies a bound on the entries of y.

Once the scheme is instantiated, Key Generator can generate master keys:

masterSecKey, masterPubKey, err := paillier.GenerateMasterKeys()

Note that masterSecKey will be needed only by Key Generator to derive functional decryption keys. On
the other hand, masterPubKey will be needed by User to encrypt vector x.

When asked for a functional decryption key for vector y, Key Generator executes:

key, err := paillier.DeriveKey(masterSecKey, y)

The key is to be given to the requester. Checking whether a requester is entitled to the key is different from
use case to use case and is to be implemented separately.

User

To encrypt a vector x, User needs to instantiate Paillier first. The same scheme parameters need to be used
as for Key Generator.

encryptor := fullysec.NewPaillierFromParams(paillier.Params)
ciphertext, err := encryptor.Encrypt(x, masterPubKey)

The ciphertext is then sent to Data Analytics.

Data Analytics
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Data Analytics needs to instantiate the scheme with the same parameters as Key Generator and User. Once
it obtains a functional decryption key for y from Key Generator, it can pass ciphertext of x, functional
decryption key, and y to the Decrypt operation to compute the inner-product < x,y >.

decryptor := fullysec.NewPaillierFromParams(paillier.Params)
Xy, err := decryptor.Decrypt(ciphertext, key, y)

2.5.2 CiFEr API

Generator

The scheme is implemented in the innerprod/fullysec package.

cfe_paillier s;
cfe_error err = cfe_paillier_init(&s, 1, lambda, bit_len, bound_x, bound_y);

Once the scheme is instantiated, Key Generator can generate master keys:

cfe_vec msk, mpk;
cfe_paillier_master_keys_init(&msk, &mpk, &s);
err = cfe_paillier_generate_master_keys(&msk, &mpk, &s);

Note that msk will be needed only by Key Generator to derive functional decryption keys. On the other
hand, mpk will be needed by the User to encrypt vector x.

When asked for a functional decryption key for vector y, Key Generator executes:

mpz_t fe_key;
mpz_init(fe_key);
err = cfe_paillier_derive_fe_key(fe_key, &s, &msk, &y);

The fe_key is to be given to the requester. Checking whether a requester is entitled to the key is different
from use case to use case and is to be implemented separately.

User

To encrypt a vector x, User needs to instantiate cfe_paillier first. The same scheme parameters need to be
used as for Key Generator.

cfe_paillier encryptor;

cfe_error err = cfe_paillier_init(&encryptor, 1, lambda, bit_len, bound_x,
— bound_y);

cfe_vec ciphertext;

cfe_paillier_ciphertext_init(&ciphertext, &encryptor);

err = cfe_paillier_encrypt(&ciphertext, &encryptor, &x, &mpk);

The ciphertext is then sent to Data Analytics.
Data Analytics

Data Analytics subject needs to instantiate the scheme with the same parameters as Key Generator and
User. Once it obtains a functional decryption key for y from Key Generator, it can pass ciphertext of
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x, functional decryption key, and y to the cfe_paillier_decrypt operation to compute the inner-product
<X,y >.

cfe_paillier decryptor;

cfe_error err = cfe_paillier_init(&decryptor, 1, lambda, bit_len, bound_x,
— bound_y);

err = cfe_paillier_decrypt(xy, &decryptor, &ciphertext, fe_key, &y);

2.6 Fully Secure Functional Encryption for Inner Products, from Standard
Assumptions — LWE based

In the previous two sections, we presented the DDH and DCR based schemes from the paper "Fully Secure
Functional Encryption for Inner Products, from Standard Assumptions" by Agrawal et al. [15]. In this
section, we describe the API for the LWE based scheme.

2.6.1 GoFE API

Generator

The scheme is implemented in the innerprod/fullysec package.

l :=4
n := 64
boundX := big.NewInt(1000)
boundY := big.NewInt(1000)

fsSLWE, err := fullysec.NewLWE(l, n, boundX, boundY)

Parameter / specifies the length of data vectors.
Parameter # is the main security of the scheme.

Parameter boundX specifies a bound on the entries of the input vector. Parameter boundY specifies a bound
on the entries of y.

Once the scheme is instantiated, Key Generator can generate master keys:

fsSLWE.GenerateSecretKey ()
fsSLWE.GeneratePublicKey(Z)

Z, err :
U, err :

When asked for a functional decryption key for vector y, Key Generator executes:

zY, err := fsLWE.DeriveKey(y, Z)

The zY is to be given to the requester. Checking whether a requester is entitled to the key is different from
use case to use case and is to be implemented separately.

User

To encrypt a vector x, User needs to instantiate Paillier first. The same scheme parameters need to be used
as for Key Generator.
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cipher, err := fsLWE.Encrypt(x, U)

The ciphertext is then sent to Data Analytics.
Data Analytics

Data Analytics needs to instantiate the scheme with the same parameters as Key Generator and User. Once
it obtains a functional decryption key for y from Key Generator, it can pass ciphertext of x, functional
decryption key, and y to the Decrypt operation to compute the inner-product < x, y >.

xyDecrypted, err := fsLWE.Decrypt(cipher, zY, y)

2.6.2 CiFEr API

Generator

The scheme is implemented in innerprod/fullysec package.

size_t 1 = 4;

size_t n 64;

mpz_t bound_x, bound_x_neg, bound_y, bound_y_neg;
mpz_inits(bound_x, bound_x_neg, bound_y, bound_y_neg, NULL);
mpz_set_ui(bound_x, 1000);

mpz_set_ui(bound_y, 1000);

mpz_neg(bound_x_neg, bound_x);

mpz_neg(bound_y_neg, bound_y);

cfe_lwe_fs s;

cfe_error err = cfe_lwe_fs_init(&s, 1, n, bound_x, bound_y);

Once the scheme is instantiated, Key Generator can generate master keys:

cfe_mat SK;
cfe_lwe_fs_sec_key_init(&SK, &s);
cfe_lwe_fs_generate_sec_key(&SK, &s);

cfe_mat PK;
cfe_lwe_fs_pub_key_init(&PK, &s);
cfe_lwe_fs_generate_pub_key(&PK, &s, &SK);

When asked for a functional decryption key for vector y, Key Generator executes:

cfe_vec fe_key;
cfe_lwe_fs_fe_key_init(&fe_key, &s);
err = cfe_lwe_fs_derive_fe_key(&fe_key, &s, &y, &SK);

The fe_key is to be given to the requester. Checking whether a requester is entitled to the key is different
from use case to use case and is to be implemented separately.

User
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To encrypt a vector x, User needs to instantiate cfe_paillier first. The same scheme parameters need to be
used as for Key Generator.

cfe_vec ciphertext;
cfe_lwe_fs_ciphertext_init(&ciphertext, &s);
err = cfe_lwe_fs_encrypt(&ciphertext, &s, &x, &PK);

The ciphertext is then sent to Data Analytics.
Data Analytics

Data Analytics subject needs to instantiate the scheme with the same parameters as Key Generator and
User. Once it obtains a functional decryption key for y from Key Generator, it can pass ciphertext of
x, functional decryption key, and y to the cfe_paillier_decrypt operation to compute the inner-product
<xy>.

mpz_t res;
mpz_init(res);
err = cfe_lwe_fs_decrypt(res, &s, &ciphertext, &fe_key, &y);
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3 Multi-Input Inner-Product Schemes

Single-Input Inner-Product schemes enable analytics over the (encrypted) data of a single User. What if
Data Analytics subject is interested in computing the function that takes as an input data from multiple
Users?

"SYTEGS  DATA ANALYTICS — KEY GENERATOR

1 can compute things on Iamtobetvmll trmted
enc atal However. I man! I
the guy on the right. distribute decrgpbon keys!

xl=(,83 ""ﬁ k: tamm ol yl» + «x2, y2> + <x3, y3: out
zﬁ%ﬂhmm e i : !

2891 encryption of xI, X2, x3.

e rerasted X2
4a8bA123a12e89123921312..

x2=(3,1,3)

Yeah, by using key k and enc?ptlon of x1, x2, x3, I just computed

- xl, yb> + xZ, Y2> + x3,y3!
Pt Bot listen! The guus on the left and right made me know nothing else
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y2>, and «x3, y3>! I only know their bloody sum.
x3=(2,%5)

Figure 6: Multi-input inner-product

Such scenarios are addressed by multi-input inner-product schemes. Multiple Users send encrypted data
to Data Analytics. Let us say we have three Users. For publicly known vectors y;, y2, y3, Data Analytics
can compute < x1,y; > + < X3, y2 > + < X3, y3 > by having only a functional decryption key (for these
particular known vectors) and ciphertexts of xj, x2, and x3.

The important detail is that Data Analytics does not learn anything about < x1, y; >, < X9, y2 >, < X3, y3 >,
except their sum: < x1,y; > + < X9, y2 > + < X3, y3 >.

Multi-input inner product schemes enable mining encrypted datasets. For example, our three Users could
encrypt electricity consumption information and send it to Data Analytics. In this case, vector x; presents
electricity consumption of household appliances for i-th User (Home). Each User sends an encrypted
vector each hour.

For each hour, Data Analytics can compute the aggregated consumption of all Users (by simply using
yi = (1,1, 1)). Data Analytics can thus know the overall peak hours, but does not know, for example, the
peak hours for each particular User.

Private-key setting

Single-input inner-product schemes presented in the previous section are public-key schemes. For encryp-
tion, the Users use the master public key generated by Key Generator. On the contrary, all multi-input
inner-product schemes need to be private-key schemes —each User needs a private key to be able to encrypt
the messages.

Private-key setting is necessary as otherwise Data Analytics could use public key to encrypt, for example,
x1 and x3. By having a functional decryption key for yi, y2, y3, it could compute < x1, y1 > + < X9, y2 >
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Figure 7: Evil Data Analytics subject

+ < x3,y3 >= 04+ < x9,y2 > +0 =< x9,y9 >. This way, Data Analytics would be able to extract
information about each particular User, which it should not.

3.1 Multi-Input Functional Encryption for Inner Products: Function-Hiding
Realizations and Constructions without Pairings

One of the first practical multi-input inner-product schemes was designed in the paper "Multi-Input Func-
tional Encryption for Inner Products: Function-Hiding Realizations and Constructions without Pairings"
by Abdalla et al. [12]. The paper presented how different single-input inner-product schemes can be turned
into multi-input inner-product schemes. Similarly, GoFE and CiFEr implementation of the multi-input
scheme can be instantiated by using different underlying single-input inner-product implementations (sim-
ple. DDHMulti uses simple. DDH, fullysec. DamgardMulti uses fullysec.Damgard). As the API is almost
identical, we present only fullysec. DamgardMulti.

3.1.1 GoFE API

Generator

First, Generator needs to instantiate the scheme and generate the master keys:

var damgardMulti *fullysec.DamgardMulti

damgardMulti, err = fullysec.NewDamgardMultiPrecomp(numClients, 1, param.
< modulusLength, bound)

secKeys, err := damgardMulti.GenerateMasterKeys()

Note that secKeys contains secret keys for all Users. However, the i-th User should be given only the i-th
part: secKeys.Mpk[i] and secKeys.Otp[i].
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Vectors y; are to be represented in a matrix.

y, err := data.NewRandomMatrix(numClients, 1, sampler)

The functional decryption key is derived as:

derivedKey, err := damgardMulti.DeriveKey(secKeys, y)

User

User instantiates the scheme with the same parameters as Key Generator and encrypts vector x:

encryptor, err = fullysec.NewDamgardMultiPrecomp(numClients, 1, param.
< modulusLength, bound)
c, err := encryptor.Encrypt(x, secKeys.Mpk[i], secKeys.Otp[i])

Data Analytics

Data Analytics instantiates the scheme with the same parameters as Key Generator and User. It decrypts
value < x1,y1 > +... < Xp, ¥, > as:

encryptor, err = fullysec.NewDamgardMultiPrecomp(numClients, 1, param.
< modulusLength, bound)
Xy, err := decryptor.Decrypt(ciphertexts, derivedKey, y)

Note that ciphertexts contains all ciphertexts from all Users.

3.1.2 CiFEr API

Generator

First, Generator needs to instantiate the scheme and generate the master keys:

cfe_damgard_multi m;

err = cfe_damgard_multi_precomp_init(&m, num_clients, 1, modulus_len, bound);
cfe_mat mpk;

cfe_damgard_multi_sec_key msk;

cfe_damgard _multi_master_keys_init(&mpk, &msk, &m);
cfe_damgard_multi_generate_master_keys(&mpk, &msk, &m);

Note that msk contains secret keys for all Users. However, the i-th User should be given only the i-th
part.

Vectors y; are to be represented in a matrix.

cfe_uniform_sample_mat(&y, bound);

The functional decryption key is derived as:

cfe_damgard_multi_fe_key fe_key;
cfe_damgard_multi_fe_key_init(&fe_key, &m);
err = cfe_damgard_multi_derive_fe_key(&fe_key, &m, &msk, &y);

Document name:|D6.3 Final Functional Encryption Toolset API Page: 30 of 80‘
Reference: D6.3 Dissemination:‘ PU‘ Version: 1.0 Status: Final ‘




T FENTEC

User

User instantiates the scheme with the same parameters as Key Generator and encrypts vector x:

cfe_damgard_multi encryptor;

err = cfe_damgard_multi_precomp_init(&encryptor, num_clients, 1, modulus_len,
— bound) ;

err = cfe_damgard_multi_encrypt(&ciphertext, &encryptor, x, pub_key, otp);

Data Analytics

Data Analytics instantiates the scheme with the same parameters as Key Generator and User. It decrypts
value < x1,y1 > +... < Xp, ¥, > as:

cfe_damgard_multi decryptor;

err = cfe_damgard_multi_precomp_init(&decryptor, num_users, 1, modulus_len,
— bound) ;

err = cfe_damgard_multi_decrypt(xy, &decryptor, ciphertext, &fe_key, &y);

Note that ciphertexts contains all ciphertexts from all Users.
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4 Quadratic Schemes

Single-input inner-product and multi-input inner-product schemes have been presented in the previous two
sections. But — is inner-product all we can do with functional encryption?

It is not. Practical functional encryption schemes for quadratic polynomials exist too.
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Figure 8: Quadratic scheme
Inner-products are linear polynomials. We take a vector x and compute the function f(x) = y; - x1 + y2
X2 + y3 - x3, where y is a constant vector.

In the case of quadratic polynomials, we take a vector x and compute the function f(x) = 2 fij - x; - x;,
where f is a constant matrix.

Also, the function above can be generalized: we take vectors x and y, and compute the function f(x,y) =
2. fij - xi - yj, where f is a constant matrix.

In quadratic polynomial schemes, the holder of the functional decryption key can compute f(x,y) by
having encryptions of x and y.

4.1 Reading in the Dark: Classifying Encrypted Digits with Functional
Encryption

One of the first practical quadratic schemes was designed in the paper "Reading in the Dark: Classifying
Encrypted Digits with Functional Encryption" by Dufour Sans et al. [25]. The paper also presents how
to use the quadratic polynomial scheme for privacy-enhanced machine learning. In particular, how two-
layer neural network model can be applied on the encrypted data (we cover this later in the document,
see 9.4).
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4.1.1 GoFE API

Generator

First, Generator needs to instantiate the scheme and generate the master keys:

g := quadratic.NewSGP(n, bound)
msk, err := g.GenerateMasterKey()

The parameter n defines the length of vectors x and y. Matrix f is of dimensions nxn. The parameter
bound defines the value by which elements of vectors x, y, and matrix f are bounded.

Note that the scheme uses bilinear pairings and the same group is always used. Thus the subjects involved
in the protocol always use the same group and there is no need to take special care for specifying the
scheme group.

The functional decryption key is derived as:

key, err := ¢g.DeriveKey(msk, f)

User

User instantiates the scheme and encrypts vector x:

encryptor := quadratic.NewSGP(n, bound)
c, err := encryptor.Encrypt(x, y, msk)

Data Analytics

Data Analytics instantiates the scheme and decrypts the value < x1, y; > +... < X, y, > as:

decryptor := quadratic.NewSGP(n, bound)
dec, err := decryptor.Decrypt(c, key, f)

The value dec is f(x,y) = Y fij - xi - y;.

4.1.2 CiFEr API

Generator

First, Generator needs to instantiate the scheme and generate the master keys:

cfe_sgp s;

err = cfe_sgp_init(&s, 1, b);
cfe_sgp_sec_key msk;
cfe_sgp_sec_key_init(&msk, &s);
cfe_sgp_generate_sec_key(&msk, &s);

The parameter / defines the length of vectors x and y. Matrix f is of dimensions [x/. The parameter b
defines the value by which elements of vectors x, y, and the matrix f are bounded.
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Note that the scheme uses bilinear pairings andthe same group is always used. Thus the subjects involved
in the protocol always use the same group and there is no need to take special care for specifying the
scheme group.

The functional decryption key is derived as:

cfe_mat f;

cfe_mat_init(&f, 1, 1);
cfe_uniform_sample_range_mat(&f, b_neg, b);
ECP2_BN254 key;

err = cfe_sgp_derive_fe_key(&key, &s, &msk, &f);

Note that for demonstration purposes a random matrix f is used.
User

User instantiates the scheme and encrypts vector x:

cfe_sgp encryptor;

err = cfe_sgp_init(&encryptor, 1, b);

cfe_sgp_cipher cipher;

cfe_sgp_cipher_init(&cipher, &encryptor);

err = cfe_sgp_encrypt(&cipher, &encryptor, &x, &y, &msk);

Data Analytics

Data Analytics instantiates the scheme and decrypts the value < x1, y1 > +... < X, y, > as:

cfe_sgp decryptor;

err = cfe_sgp_init(&decryptor, 1, b);

mpz_t dec;

mpz_init(dec);

cfe_sgp_decrypt(dec, &decryptor, &cipher, &key, &f);

The value decis f(x,y) =3 fij - Xi - yj.

4.2 A New Paradigm for Public-Key Functional Encryption for Degree-2
Polynomials

A New Paradigm for Public-Key Functional Encryption for Degree-2 Polynomials by Gay [20] exhibits
a new paradigm to build quadratic schemes. It introduces and uses partially function-hiding schemes
for inner-products, a primitive that bypasses impossibility results of public-key function-hiding functional
encryption schemes. This gives stronger, desirable security guarantees that were previously not achieved.
Also, partially function-hiding schemes can be used in GOFE and CiFEr as standalone schemes too.

4.2.1 GoFE API

Generator

First, Generator needs to instantiate the scheme and generate the master keys:
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q, err := quadratic.NewQuad(n, m, bound)
pubKey, secKey, err := q.GenerateKeys()

The parameter n defines the length of vectors x, m defines the length of vectors y. Matrix f is of dimensions
nxn. The parameter bound defines the value by which elements of vectors x, y, and the matrix f are
bounded.

The functional decryption key is derived as:

f, err := data.NewRandomMatrix(n, m, sampler)
feKey, err := g.DeriveKey(secKey, f)

User

User instantiates the scheme and encrypts the vector x:

encryptor := quadratic.NewQuadFromParams(q.Params)
c, err := encryptor.Encrypt(x, y, pubKey)

Data Analytics

Data Analytics instantiates the scheme and decrypts the value < x1, y; > +... < X, y, > as:

decryptor := quadratic.NewQuadFromParams(q.Params)
dec, err := decryptor.Decrypt(c, feKey, f)

The value decis f(x,y) = 3 fij - Xi - yj-
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5 Decentralized Inner-Product

In Section 2, we briefly discussed why Key Generator is needed and some ways to avoid the necessity of
it. In particular, we could delegate Key Generator responsibility to one of the Users. However, this might
not be accepted by the other Users. Could the responsibility be divided among all Users?

In fact, it can be. The two papers presented below apply the techniques to enable Users to generate key
shares by themselves. Only a subject which obtains key shares from all Users can combine them into
a functional decryption key. Thus, the authority is removed and the Users work together to generate
appropriate functional decryption keys. Note that the authority is not simply distributed to a larger number
of parties, but that the resulting protocol is indeed decentralized: each User has complete control over their
individual data and the functional keys they authorize the generation of.
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Figure 9: Decentralized scheme

5.1 Decentralized Multi-Client Functional Encryption for Inner Product

One of the first practical decentralized schemes was designed in the paper "Decentralized Multi-Client
Functional Encryption for Inner Product" by Chotard et al. [16].

A special technique enables the generation of key shares without heavy communication between the
involved Users. Users only need to know public keys of each other and then use their own secret keys to
generate the shares.
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Figure 10: Generation of key shares

5.1.1 GoFE API

User

User first instantiates the DMCFEClient. Note that each Users has its own index i, which is passed into
the constructor.

c, err := fullysec.NewDMCFEClient(i)

When the scheme is instantiated, a public key is generated as well. Each User needs to collect all public
keys.

Public keys are passed into SetShare method to prepare the parameters that will be needed to compute the
key shares for different vectors y.

err := c.SetShare(pubKeys)

User then encrypts the vector x under some label (of type string) and derives the key share for vector y (to
compute the inner-product of x and y) to be passed to Data Analytics.

c, err := c.Encrypt(x, label)
keyShare, err := c.DeriveKeyShare(y)

Data Analytics

Data Analytics calls the function DMCFEDecrypt. All ciphertexts and key shares need to be passed in.
Also, the label under which the vectors have been encrypted is needed.

d, err := fullysec.DMCFEDecrypt(ciphers, keyShares, y, label, bound)

5.1.2 CiFEr API

User

User first instantiates cfe_dmfce_client. Note that each Users has its own index i.

cfe_dmcfe_client c;
cfe_dmcfe_client_init(&c, i);
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Public keys are passed into the cfe_dmcfe_set_share method to prepare the parameters that will be needed
to compute the key shares for different vectors y.

cfe_dmcfe_set_share(&c, pub_keys, num_clients);

User then encrypts the vector x under some label (of type string) and derives the key share for vector y (to
compute the inner-product of x and y) to be passed to Data Analytics.

cfe_dmcfe_encrypt (&cipher, &clients, x, label, label_len);
cfe_dmcfe_fe_key_part_init(&fe_key);
cfe_dmcfe_derive_fe_key_part(&fe_key, &c, &y);

Data Analytics

Data Analytics calls the function cfe_dmcfe_decrypt. All ciphertexts and key shares (fe_key) need to be
passed in. Also, the label under which the vectors have been encrypted is needed.

cfe_error err = cfe_dmcfe_decrypt(xy, ciphers, fe_key, label, label_len, &y,
— bound) ;

5.2 Decentralizing Inner-Product Functional Encryption

In this section, we present a scheme designed in the paper "Decentralizing Inner-Product Functional
Encryptiont" by Abdalla et al. [10]. This scheme does not require bilinear pairings and is thus faster than
the scheme described in the previous section.

5.2.1 GoFE API

User

First, the DamgardMulti needs to be instantiated.

damgardMulti, err = fullysec.NewDamgardMultiPrecomp(numOfClients, 1, param.
< modulusLength, bound)

DamgardMulti represents a multi-input variant of the underlying scheme based on [12].

User then instantiates the DamgardDecMultiClient. Note that each Users has its own index i, which is
passed into the constructor.

c, err = fullysec.NewDamgardDecMultiClient(i, damgardMulti)

Each User prepares a key share out of the public keys and creates its own secret key for the encryption of
a vector.

err = c.SetShare(pubKeys)
secKey, err = c.GenerateKeys()

User then encrypts the vector x and derives the key share for vector y (to compute the inner-product of x
and y) to be passed to Data Analytics.
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c, err := c.Encrypt(x, secKey)
partKey, err = c.DeriveKeyShare(secKey, y)

Data Analytics

Data Analytics instantiates DamgardDecMultiDec. All ciphertexts and key shares need to be passed in the
decryption method.

decryptor := fullysec.NewDamgardDecMultiDec(damgardMulti)
Xy, err := decryptor.Decrypt(ciphertexts, partKeys, y)

5.2.2 CiFEr API

User

First, damgard_multi needs to be instantiated:

cfe_damgard_multi damgard_multi;
err = cfe_damgard_multi_precomp_init(&damgard multi, num_clients, 1, modulus_len
— , bound);

Struct damgard_multi represents a multi-input variant of the underlying scheme based on [12].

User then instantiates cfe_damgard_dec_multi_client. Note that each Users has its own index i, which is
passed into the constructor.

cfe_damgard_dec_multi_client c;
cfe_damgard_dec_multi_client_init(&c, &damgard_multi, i);

Each User prepare a share key out of the public keys and creates its own secret key for the encryption of a
vector.

cfe_damgard_dec_multi_client_set_share(&c, pub_keys);
cfe_damgard_dec_multi_generate_keys(&sec_key, &c);

User then encrypts the vector x and derives the key share for vector y (to compute the inner-product of x
and y) to be passed to Data Analytics.

err = cfe_damgard_dec_multi_encrypt(&cipher, &x, &sec_key, &c);

cfe_damgard_dec_multi_fe_key_share_init(&fe_key);

err = cfe_damgard_dec_multi_client_derive_fe_key_part(&fe_key, &y, &sec_key, &c)
oy -

Data Analytics

Data Analytics instantiates cfe_damgard_dec_multi_dec. All ciphertexts and key shares need to be passed
in the decryption method.

cfe_damgard_dec_multi_dec decryptor;
cfe_damgard_dec_multi_dec_init(&decryptor, &damgard multi);
err = cfe_damgard_dec_multi_decrypt(xy, ciphers, fe_key, &y, &decryptor);
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6 Function-Hiding Single-Input Inner-Product

Message confidentiality is not always sufficient. Sometimes, functions contain sensitive information and
require to be hidden too.

An example scenario could be a hospital that uses an external cloud server for storing medical records
of the patients. To enable computations on the records, the hospital can delegate functional decryption
keys to the cloud server. Thus, the data remains confidential. But what about the confidentiality of the
function? The function could reveal sensitive data too. For example, the function could compute the list of
all patients who are receiving treatment for a certain disease. Without function confidentiality, the cloud
server could see the list in the clear.

Function-hiding schemes guarantee the privacy of the function as well as the privacy of the data. In what
follows, we present one of the first practical function-hiding schemes.
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Figure 11: Function-Hiding scheme

6.1 Function-Hiding Inner Product Encryption is Practical

The paper "Function-Hiding Inner Product Encryption is Practical" by Kim et al. [22] presents a practical
function-hiding single-input inner-product scheme. That means, vector y that defines the function remains
hidden to the Data Analytics subject.

6.1.1 GoFE API

Key Generator
Key Generator first instantiates the scheme.

The parameter / presents the length of vectors.
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The parameters boundX and boundY define the bounds of vector coordinates.

Key Generator then establishes the master keys.

fhipe, err := fullysec.NewFHIPE(l, boundX, boundY)
masterSecKey, err := fhipe.GenerateMasterKey()

Finally, it derives the functional key for vector y:

key, err := fhipe.DeriveKey(y, masterSecKey)

User

User instantiates the scheme and encrypts the vector x:

encryptor := fullysec.NewFHIPEFromParams(fhipe.Params)
ciphertext, err := encryptor.Encrypt(x, masterSecKey)

Data Analytics

Data Analytics decrypts the inner-product of x and y without knowing x and y:

decryptor := fullysec.NewFHIPEFromParams(fhipe.Params)
Xy, err := decryptor.Decrypt(ciphertext, key)

6.1.2 CiFEr API

Key Generator

Key Generator first instantiates the scheme.

The parameter / presents the length of vectors.

The parameters bound_x and bound_y define the bounds of vector coordinates.

Key Generator then establishes the master keys.

cfe_fhipe fhipe;

cfe_error err= cfe_fhipe_init(&fhipe, 1, bound_x, bound_y);
cfe_fhipe_sec_key sec_key;
cfe_fhipe_master_key_init(&sec_key, &fhipe);

err = cfe_fhipe_generate_master_key(&sec_key, &fhipe);

Finally, it derives the functional key for vector y:

cfe_fhipe_fe_key FE_key;
cfe_fhipe_fe_key_init(&FE_key, &fhipe);
err = cfe_fhipe_derive_fe_key(&FE_key, &y, &sec_key, &fhipe);

User

User instantiates the scheme and encrypts the vector x:

Document name:|D6.3 Final Functional Encryption Toolset API

Page:

41 of 80|

Reference: D6.3 Dissemination:‘ PU‘ Version: 1.0

Status:

Final




T FENTEC

cfe_fhipe encryptor;

cfe_fhipe_copy(&encryptor, &fhipe);
cfe_fhipe_ciphertext cipher;
cfe_fhipe_ciphertext_init(&cipher, &encryptor);

err = cfe_fhipe_encrypt(&cipher, &x, &sec_key, &encryptor);

Data Analytics

Data Analytics decrypts the inner-product of x and y without knowing x and y:

cfe_fhipe decryptor;
cfe_fhipe_copy(&decryptor, &fhipe);

err = cfe_fhipe_decrypt(xy, &cipher, &FE_key, &decryptor);
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7 Function-Hiding Multi-Input Inner-Product

The number of possible applications of functional encryption greatly increases if functions over data from
multiple Users are enabled. This way, different aggregation functions over multiple Users are enabled for
Data Analysis and at the same time, the privacy of each particular User is provided.

The previous section presented a function-hiding single-input inner-product scheme. In what follows, we
present a multi-input function-hiding scheme.
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Figure 12: Function-Hiding Multi-Input scheme

7.1 Full-Hiding (Unbounded) Multi-Input Inner Product Functional En-
cryption from the k-Linear Assumption

The paper "Full-Hiding (Unbounded) Multi-Input Inner Product Functional Encryption from the k-Linear
Assumption” by Datta et al. [18] presents two non-generic and practically efficient private key multi-input
functional encryption (MIFE) schemes for the multi-input inner-product functionality that are the first to
achieve simultaneous message and function privacy.

7.1.1 GoFE API

Key Generator
Key Generator first instantiates the scheme.
The parameter secLevel defines the level of security.

The parameter numClient defines the number of Users.
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The parameter vecLen defines the length of the vectors.
The parameters boundX and boundY define the bounds of vector coordinates.

Key Generator then establishes the master keys.

fhmulti := fullysec.NewFHMultiIPE(secLevel, numClient, vecLen, boundX, boundY)
masterSecKey, pubKey, err := fhmulti.GenerateKeys()

A functional key for y is then derived which stores the vectors defining the function:

key, err := fhmulti.DeriveKey(y, masterSecKey)

User

Each Users has its own index i. User instantiates the scheme and encrypts the vector x:

encryptor = fullysec.NewFHMultiIPEFromParams (fhmulti.Params)
cipher, err = encryptor.Encrypt(x, masterSecKey.BHat[i])

Data Analytics

Data Analytics decrypts the inner-product by passing the ciphertexts from all Users (contained in matrix
cipher) to the Decrypt method.

decryptor := fullysec.NewFHMultiIPEFromParams(fhmulti.Params)
Xy, err := decryptor.Decrypt(cipher, key, pubKey)

7.1.2 CiFEr API

Key Generator

Key Generator first instantiates the scheme.

The parameter sec_level defines the level of security.

The parameter num_clients defines the number of Users.

The parameter vec_len defines the length of the vectors.

The parameters bound_x and bound_y define the bounds of vector coordinates.

Key Generator then establishes the master keys.

cfe_fh multi_ipe fh_multi_ipe;
cfe_error err= cfe_fh multi_ipe_init(&fh_multi_ipe, sec_level, num_clients,
< vec_len, bound_x, bound_y);

Finally, it derives the functional key for y which stores the vectors defining the function:

cfe_fh multi_ipe_sec_key sec_key;

cfe_fh multi_ipe_master_key_init(&sec_key, &fh_multi_ipe);

FP12_BN254 pub_key;

err = cfe_fh multi_ipe_generate_keys(&sec_key, &pub_key, &fh multi_ipe);
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User

Each Users has its own index i. User instantiates the scheme and encrypts the vector x. Note that the
parameters used for instantiation need to be the same as for Key Generator. If both subjects run in the
same process, cfe_fh_multi_ipe_copy can be used.

cfe_fh_multi_ipe c;
cfe_fh_multi_ipe_copy(&c, &fh_multi_ipe);
err = cfe_fh multi_ipe_encrypt(&cipher, &x, &sec_key.B_hat[i], &c);

Data Analytics

Data Analytics decrypts the inner-product by passing the ciphertexts from all Users (contained in matrix
ciphers) to the cfe_fh_multi_ipe_decrypt method.

cfe_fh_multi_ipe decryptor;
cfe_fh multi_ipe_copy(&decryptor, &fh multi_ipe);
err = cfe_fh multi_ipe_decrypt(xy, ciphers, &FE_key, &pub_key, &decryptor);
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8 Attribute-Based Encryption

Attribute-based encryption (ABE) extends the concept of public-key cryptography. In traditional public-
key cryptography, a message is encrypted for a specific receiver using the receiver’s public-key. ABE
defines identity as a set of attributes and messages can be encrypted with respect to subsets of attributes.
A subject should be able to decrypt a ciphertext only if it holds a key with "matching attributes". User
keys are always issued by some trusted party.

There are two types of ABE. In Key-Policy ABE (KP-ABE), the ciphertexts are associated with sets of
attributes, whereas user secret keys are associated with policies. In Ciphertext-Policy ABE (CP-ABE),
user keys are associated with sets of attributes, whereas ciphertexts are associated with policies.

The next two subsections present the implementation of a KP-ABE and a CP-ABE scheme in GoFE
and CiFEr. The last subsection presents the implementation of the multi-authority policy-hiding ABE
scheme.

8.1 Attribute-Based Encryption for Fine-Grained Access Control of En-
crypted Data (KP-ABE)

BROADCASTER

Monty Python and the Holy Grail: Family  The Lord of the Rings: Co
The Lor of the Rings. Cmed.Family e Godatar 507 comady KEY GENERATOR
1'I1caGi Gmhes m_ﬁ’ﬁ: @%edg Casablanea. Action, Comedy Tam o b ttahy ruted
iator: Drama, $ci- M
ima, distribute e keys!
Casablanca: Action, Comedy k key B0 ey | noryption keys
%
- % K: key to decrypt (Co Family)
Mmtzolzthon and the Holy Grail: Family k- key to pt (Comedy and Family)
The of the Rings: Comedy, Family
The Godfather: Sci-Fi, Come

Casablanca: Action, Comedy

R

The Lord of the Rings: Comedy, Family

Figure 13: KP-ABE scheme

The paper "Attribute-Based Encryption for Fine-Grained Access Control of Encrypted Data" by Goyal et
al. [21] presented a first KP-ABE scheme. Also, the paper demonstrates the applicability of the scheme
to broadcast encryption. There, a Broadcaster broadcasts a sequence of different items (like movies),
each one labeled with a set of attributes describing the item. For instance, movies might be labeled with
attributes such as "Family", "Drama", "Comedy", "Action".

Each User is subscribed to a different “package”. The package describes an access policy, which along
with the set of attributes describing any particular item being broadcast, determines whether or not the
User should be able to access the item. For example, a User may want to subscribe to a package that
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allows to view movies (“Crime” and (“Action” or “Sci-Fi”’)). That means the User can view movies that
are labeled with either "Crime, Action" or "Crime, Sci-Fi".

8.1.1 GoFE API

Key Generator

Key Generator first instantiates the scheme. The parameter / defines the number of attributes. Each
attribute needs to bo mapped to a number between 0 and [ — 1.

Key Generator then establishes the master keys.

1 :=10
a := abe.NewGPSW(1)
pubKey, secKey, err := a.GenerateMasterKeys()

Let us say that User paid to watch movies "Drama or Comedy". If attribute "Drama" is mapped to 1 and
attribute "Comedy" is mapped to 3, Key Generator executes the following:

msp, err := abe.BooleanToMSP("(1 OR 3)", true)
abeKey, err := abe.GenerateKey(msp, secKey)

BooleanToMSP takes as an input a boolean expression (without a NOT gate) and outputs a MSP (Monotone
Span Program) structure representing the expression. The MSP structure is then passed to the GenerateKey
function.

The User is then given the abeKey.
Encryptor

Encryptor instantiates the scheme and encrypts the item. For example, Broadcaster encrypts the movie
using the attributes describing it (3 = "Comedy", 4 = "Sci-Fi")

1l :=10

a := abe.NewGPSW(1)

gamma := []int{3, 4}

cipher, err := a.Encrypt(movie, gamma, pubKey)

User

User decrypts the item using the key obtained from Key Generator. For example, the User that possesses
the key for "Drama or Comedy" can decrypt the movie that was encrypted by attributes "Drama", "Sci-
Fi".

1 :=10

a := abe.NewGPSW(1)

movie, err := a.Decrypt(cipher, abeKey)
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8.1.2 CiFEr API

Key Generator

Key Generator first instantiates the scheme. The parameter / defines the number of attributes. Each
attribute needs to bo mapped to a number between 0 and [-1.

Key Generator then establishes the master keys.

cfe_gpsw gpsw;

cfe_gpsw_init(&gpsw, 10);

cfe_gpsw_pub_key pk;

cfe_vec sk;

cfe_gpsw_master_keys_init(&pk, &sk, &gpsw);
cfe_gpsw_generate_master_keys(&pk, &sk, &gpsw);

Let us say that User paid to watch movies "Drama or Comedy". If attribute "Drama" is mapped to 1 and
attribute "Comedy" is mapped to 3, the Key Generator executes the following:

cfe_gpsw_cipher cipher;

cfe_gpsw_cipher_init(&cipher, 10);

char bool_exp[] = "(1 OR 3)";

size_t bool_exp_len = 8; // length of the boolean expression string
cfe_msp msp;

cfe_error err = cfe_boolean_to_msp(&msp, bool_exp, bool_exp_len, true);

cfe_gpsw_keys abe_key;
cfe_gpsw_keys_init(&abe_key, &msp);
cfe_gpsw_generate_key(&abe_key, &msp, &sk);

The User is then given the abe_key.
Encryptor

Encryptor instantiates the scheme and encrypts the item. For example, Broadcaster encrypts the movie
using the attributes describing it (3 = "Comedy", 4 = "Sci-Fi")

cfe_gpsw gpsw;

cfe_gpsw_init(&gpsw, 10);

cfe_gpsw_cipher cipher;
cfe_gpsw_cipher_init(&cipher);

int gammal[] = {3, 4};

cfe_gpsw_encrypt(&cipher, &gpsw, &movie, gamma, &pk);

User

User decrypts the item using the key obtained from Key Generator. For example, the User that possesses
the key for "Drama or Comedy" can decrypt the movie that was encrypted by attributes "Drama", "Sci-
Fi".

cfe_gpsw gpsw;
cfe_gpsw_init(&gpsw, 10);
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FP12_BN254 decrypted;
cfe_error check = cfe_gpsw_decrypt(&decrypted, &cipher, &abe_key, &gpsw);

8.2 FAME: Fast Attribute-based Message Encryption (CP-ABE)

In CP-ABE schemes, the policy who can decrypt the item is set on a ciphertext. Imagine an Army
encrypting a message that is intended only for soldiers that are either Lieutenants or they served in Atropia.
Such a message is encrypted with a policy "Lieutenant or Atropia". Only persons who possess keys with
attributes "Lieutenant” or "Atropia" (or both) can decrypt the message.

Or, an Army could encrypt a message with a policy "General and Gorgas". This would mean only generals
that served in Gorgas can decrypt the message.

Lievtenant

40 /¢ Yeah. 1 can decrypt mi!

. =———___ KEY GENERATOR

ko or Lootoai? 1ottty s

distribute encryption keys!

mmw

Figure 14: CP-ABE scheme

ARMY

0
-

Meieotenant or Riropia:  0€neral, served in Gorgas

message m2 enc as
'Gegeral and m

Yeah, I can decrypt m2!

The paper "FAME: Fast Attribute-based Message Encryption" by Agrawal et al. [14] proposed the first
fully secure CP-ABE and KP-ABE schemes based on a standard assumption on pairing groups, which do
not put any restriction on policy type or attributes. GoFE and CiFEr offers API to the CP-ABE FAME
version.

8.2.1 GoFE API

Key Generator

Key Generator first instantiates the scheme and generates the master keys.

a := abe.NewFAME(Q)
pubKey, secKey, err := a.GenerateMasterKeys()

It then generates keys for the Users. For example, if User possesses attributes 2 and 5:

gamma := []int{2, 5}
abeKey, err := a.GenerateAttribKeys(gamma, secKey)
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Encryptor

Encryptor creates a msp structure out of a boolean expression representing the policy specifying which
attributes are needed to decrypt the ciphertext. It then encrypts the message with the decryption policy
specified by the msp structure.

a := abe.NewFAME(Q)
msp, err := abe.BooleanToMSP("((® AND 1) OR (2 AND 3)) AND 5", false)
cipher, err := a.Encrypt(msg, msp, pubKey)

User

User holding a proper key can decrypt the message:

a := abe.NewFAME(Q)
msg, err := a.Decrypt(cipher, abeKey, pubKey)

8.2.2 CiFEr API

Key Generator

Key Generator first instantiates the scheme and generates the master keys.

cfe_fame fame;

cfe_fame_init(&fame);

cfe_fame_pub_key pk;

cfe_fame_sec_key sk;
cfe_fame_sec_key_init (&sk);
cfe_fame_generate_master_keys(&pk, &sk, &fame);

It then generates keys for the Users. For example, if User possesses attributes 2 and 5:

int owned_attrib[] = {2, 5};

cfe_fame_attrib_keys keys;

cfe_fame_attrib_keys_init(&keys, 2); // the number of attributes needs to be
<— specified

cfe_fame_generate_attrib_keys(&keys, owned_attrib, 2, &sk, &fame);

Encryptor

Encryptor creates a msp structure out of a boolean expression representing the policy specifying which
attributes are needed to decrypt the ciphertext. It then encrypts the message with the decryption policy
specified by the msp structure.

cfe_fame fame;

cfe_fame_init(&fame);

char bool_exp[] = "(5 OR 3) AND ((2 OR 4) OR (1 AND 6))";

size_t bool_exp_len = 36; // length of the boolean expression string
cfe_msp msp;

cfe_error err = cfe_boolean_to_msp(&msp, bool_exp, bool_exp_len, false);
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cfe_fame_cipher cipher;
cfe_fame_cipher_init(&cipher, &msp);
cfe_fame_encrypt(&cipher, &msg, &msp, &pk, &fame);

User

User holding a proper key can decrypt the message:

cfe_fame fame;

cfe_fame_init(&fame);

FP12_BN254 decryption;

err = cfe_fame_decrypt(&decryption, &cipher, &keys, &fame);

8.3 Decentralized Policy-Hiding Attribute-Based Encryption with Receiver
Privacy

What if multiple subjects share the items and each of them wants to manage the keys and policies?

For example, what if two intelligence agencies, like CIA and MI6, agreed on sharing some of the files, but
they both want to control who is being given the keys and what these keys enable to decrypt?

= §| =|  encrypted file I want those files!

{”P“"”* " Shared storage Now

R

MI6 Good! Having k! and k2, I
can decry ﬁies from

key part k2 for User vector vl $hared stora e for which

X =Ei <pl,vi> = 0!

= |

Figure 15: MA-ABE Policy-Hiding scheme

This could be solved by using "Decentralized Policy-Hiding Attribute-Based Encryption with Receiver
Privacy" by Michalevsky and Joye [23].

Only User that obtains key parts from all of the authorities (CIA and MI6) can decrypt the file. Also, each
key is generated using a policy which specifies the items that can be decrypted. In particular, the policy
in [23] is given by a vector. User is assigned another vector (User’s vector) when the key is derived; User
is then able to decrypt only the items for which the policy vectors are orthogonal to User’s vector. For
example, by applying the policy, CIA and MI6 can control which files can be decrypted by the key.

Furthermore, by observing the ciphertext, it is not possible to determine what was the policy used when
encrypting. That means, unauthorized parties cannot extract meta information, for example, for whom the
item is intended or what it is about.
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8.3.1 GoFE API

Authority

First, Authority instantiates the scheme. For each item to be encrypted, Authority defines the policy
vector.

d, err := abe.NewDIPPE(3) // 3 is security parameter

auth, err = d.NewDIPPEAuth(i)

pubKeys = &auth.Pk

policyVec := data.Vector([]*big.Int{big.NewInt(1l), big.NewInt(-1),
big.NewInt(1l), big.NewInt(®), big.NewInt(0)})

cipher, err := d.Encrypt(msg, policyVec, pubKeys)

When deriving the key for User, a unique ID needs to be chosen. To control which items will be decryptable
by this key, User’s vector is defined: only the items with policy vector orthogonal to the User’s vector can
be decrypted.

userGID := "someGID"

userVec := data.Vector([]*big.Int{big.NewInt(®), big.NewInt(l),
big.NewInt(1l), big.NewInt(-3), big.NewInt(4)})

userKey := make([]data.VectorG2, vecLen)

userKey, err = auth.DeriveKeyShare(userVec, pubKeys, userGID)

Note that User needs to obtain such a key (userKey) from each Authority.
User

The User possessing keys from all Authorities, can decrypt the item:

dec, err := d.Decrypt(cipher, userKeys, userVec, userGID)

8.3.2 CiFEr API

Scheme [23] can be transformed into an ABE scheme with the conjunction policy, where User must have
all the specified attributes to be able to decrypt the item. In what follows, we give an example how to do it
in CiFEr.

Authority

First, Authority instantiates the scheme.

cfe_dippe dippe;
cfe_dippe_init(&dippe, 2);

cfe_dippe_pub_key pk;

cfe_dippe_sec_key sk;

cfe_dippe_pub_key_init(&(pk), &dippe);
cfe_dippe_sec_key_init(&(sk), &dippe);
cfe_dippe_generate_master_keys(&(pk), &(sk), &dippe);
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The length of attribute and policy vectors needs to be defined (vlen). Vector defining the conjunction
policy needs to be defined. For example, pattern = 0, 1, 4 means 0-th, 1-st, and 4-th attributes are required.
Policy vector is generated by using the pattern.

size_t vlen = 6;

size_t pattern[] = {0, 1, 4};

cfe_vec pv;

err = cfe_dippe_conjunction_policy_vector_init(&pv, &dippe, (vlen - 1), pattern,
< (sizeof(pattern) / sizeof(size_t)));

The item is encrypted with the chosen conjunction policy:

cfe_dippe_cipher cipher;
cfe_dippe_cipher_init(&cipher, &dippe, pv.size);

err = cfe_dippe_encrypt(&cipher, &dippe, pks, (sizeof(pks) / sizeof(
— cfe_dippe_pub_key *)), &pv, &msg);

Finally, the key is generated. Note that keys derived by patterns like O, 1, 3, 4 and 0, 1, 4 will decrypt the
message, while patterns like 0, 4 will not.

cfe_dippe_user_sec_key key;
cfe_dippe_user_sec_key_init(&sec_key, &dippe);
cfe_vec av;
size_t ap = {0, 1, 3, 4}
err = cfe_dippe_attribute_vector_init(&av, (vlen - 1), ap, aps_len[i]);
char gid[9];
printf(gid, "TESTGID%zu", i);
size_t gid_len = 8;
err = cfe_dippe_keygen(&ey, &dippe, j, pks, (sizeof(pks) / sizeof(
— cfe_dippe_pub_key *)), &sk[(j & 1)], &av, gid, gid_len);

Note that User needs to obtain such a key (userKey) from each Authority.
User

The User possessing keys from all Authorities, can decrypt the item:

err = cfe_dippe_decrypt(&result, & dippe, (cfe_dippe_user_sec_key *) &usks, (
< sizeof(usks) / sizeof(cfe_dippe_user_sec_key)), &cipher, &av, gid,
< gid_len);
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9 Showcases

In this section, we give real-world examples of how to build privacy-friendly services by using the FENTEC
library.

9.1 Privacy-Friendly Prediction of Cardiovascular Diseases

Let us say Jim Edmonds would like to know how likely it is for him to develop cardiovascular diseases
in the next thirty years. The risk can be computed by the Framingham Heart Study algorithm [19].
The Framingham algorithm takes parameters like sex, age, total cholesterol, high-density lipoprotein
cholesterol, systolic blood pressure, treatment for hypertension, smoking, and diabetes status.

However, Jim does not want to reveal any of these parameters to some external services running the
Framingham algorithm.

But there is a Company which offers all kinds of privacy-friendly prediction services. By connecting to
their services, Jim can send his encrypted health status and obtain the risk evaluation. The Company never
sees Jim’s health parameters in the clear.

The source code of the demonstrator can be found at [1].
# Jim Edmonds

p 0 Encrypts the user's data, sends it to the service, and
obtains a risk evaluation

(® Male () Female

Systolic blood pressure Age
120 43
Total cholesterol HDL cholesterol
180 66

Diabetes |:| Smoker |:| Treated hypertension |:|

SUBMIT

Figure 16: Parameters for cardiovascular disease risk computation

The demonstrator comprises the following components:
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* Key Generator: central authority component which executes the setup procedure and generates
functional keys.

» Company: running privacy-friendly prediction services: User sends encrypted data to the Company
and obtains the risk of CVD. The Company obtains functional decryption keys from the Key
Generator.

» User: obtains the public key from the Key Generator, encrypts parameters with the public key and
sends it to the Company.

The Framingham heart study [19] followed roughly 5,000 patients from Framingham, Massachusettes,
for many decades starting in 1948. In 1971, their offspring and spouses were included in the study, and
several other cohorts of 5,000 since then. The risk models they computed are publicly available. These
are multivariable risk algorithms used to assess the risk of specific atherosclerotic cardiovascular disease
events, i.e., coronary heart disease, cerebrovascular disease, peripheral vascular disease, and heart failure.
Algorithms most often estimate the 10-year or 30-year CVD risk of an individual. If a group of 100 persons
all have a 20% 10-year risk of CVD it means that we should expect that 20 of these 100 individuals will
develop CVD (for example coronary heart disease or stroke) in the next 10 years.

The demonstrator uses a functional encryption scheme based on the Paillier cryptosystem [15] due to its
fast decryption operation. This way, Company is able to compute the risk score using only the encrypted
values of the input parameters. User specifies the parameters, these are encrypted and sent to Company.
Company computes the 30-year risk [24] and returns it to User.

Jm Company Key Generator

functional encryption key k, for vector y

encrypts vector T containing health status
—_—
A

JI—

sends encrypted ©

compuies < T,y > by using only a ciphertert and k,
_—

computes risk score by using <z, y >
~y
A

———

sends risk score
Jim Company Key Generator

Figure 17: Computation of cardiovascular disease risk

Key Generator

The scheme parameters and master keys are generated by Key Generator at the setup phase:

1l :=38

boundX := new(big.Int).Exp(big.NewInt(2), big.NewInt(64), nil)

boundY := new(big.Int).Exp(big.NewInt(2), big.NewInt(64), nil)
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bitLength := 512
lambda := 128

paillier, err := fullysec.NewPaillier(l, lambda, bitLength, boundX, boundY)
if err != nil {
fmt.Errorf("Error during simple inner product creation: %v

, err)

masterSecKey, masterPubKey, err := paillier.GenerateMasterKeys()
if err !'= nil {
fmt.Errorf("Error during master key generation: %v'", err)

serialization.WriteGob("secKey.gob", masterSecKey)
serialization.WriteGob("pubKey.gob", masterPubKey)

serialization.WriteGob('"'paillier.gob", paillier.Params)

The same scheme parameters need to be used by all three components (Key Generator, Company, User)
and thus need to be made public (below serialized in a file by using Golang encoding/gob package).

params := new(fullysec.PaillierParams)
err := serialization.ReadGob('"paillier.gob", params)
if err !'= nil {
fmt.Errorf("Error during Paillier params reading: %v'", err)

}

paillier := fullysec.NewPaillierFromParams(params)

The Key Generator demonstrator code provides the REST API function which takes one parameter — vector
y. It returns the functional decryption key which enables to compute the inner-product of x and y for an
arbitrary vector x.

package keys

import (
"encoding/json"
"fmt"
"net/http"

"github.com/fentec-project/gofe/data"
"github.com/fentec-project/gofe/innerprod/fullysec”
"github.com/fentec-project/private-predictions/serialization'
"github.com/go-chi/chi"

"github.com/go-chi/render"

func Routes() *chi.Mux {
router := chi.NewRouter()
router.Post("/paillier", DerivePaillierKey)
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return router

func DerivePaillierKey(w http.ResponseWriter, r *http.Request) {
params := new(fullysec.PaillierParams)
err := serialization.ReadGob("paillier.gob", params)
if err !'= nil {
fmt.Errorf("Error during Paillier params reading: %v", err)
}

paillier := fullysec.NewPaillierFromParams(params)

masterSecKey := new(data.Vector)
err = serialization.ReadGob("secKey.gob", masterSecKey)
if err != nil {

fmt.Errorf("Error during key reading: %v", err)

yl new(data.Vector)
err = json.NewDecoder(r.Body) .Decode(&y1l)
if err !'= nil {

panic(err)

keyl, err := paillier.DeriveKey(*masterSecKey, *yl)
if err !'= nil {
fmt.Errorf("Error during key derivation: %v", err)

render.JSON(w, r, keyl)

For the demonstrator, the Paillier scheme is used. However, Key Generator might provide key derivation
functions for other schemes if needed. Also, note that the authentication and authorization process is not
included — in real-world applications, this would need to be added to check whether an entity asking for
the functional keys is entitled to them.

User

The component that runs on User’s device prepares vector x which contains eight input parameters, encrypts
it, and sends it to the privacy-friendly service:

var age, systolicBP, totalCh, hdlCh, factor float64
factor = 100000
factorInt := 100000

age = 43

systolicBP = 120 // systolic blood pressure
totalCh = 180 // total cholesterol

hdlCh = 66 // HDL cholesterol
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ageLog := math.Log(age)

systolicBPLog := math.Log(systolicBP)
totalChLog := math.Log(totalCh)
hdlChLog := math.Log(hdlCh)

agelLog *= factor

systolicBPLog *= factor

totalChLog *= factor

hdlChLog *= factor

isMale :=1

smoker := 0

treatedBP := 0 // treated blood pressure
diabetic := 0

ageInt := big.NewInt(int64 (math.Round(agelLog)))

systolicBPInt := big.NewInt(int64(math.Round(systolicBPLog)))
totalChInt := big.NewInt(int64(math.Round(totalChLog)))
hdlChInt := big.NewInt(int64 (math.Round(hdlChLog)))

isMaleInt := big.NewInt(int64(isMale * factorInt))
smokerInt := big.NewInt(int64(smoker * factorInt))
treatedBPInt := big.NewInt(int64(treatedBP * factorInt))
diabeticInt := big.NewInt(int64(diabetic * factorInt))

x := data.NewVector([]*big.Int{isMaleInt, ageInt, systolicBPInt, totalChInt,
< hdlChInt, smokerInt, treatedBPInt, diabeticInt})

params := new(fullysec.PaillierParams)
err := serialization.ReadGob("paillier.gob", params)
if err !'= nil {

fmt.Errorf("Error during Paillier params reading: %v", err)
}
paillier := fullysec.NewPaillierFromParams (params)
masterPubKey := new(data.Vector)
err = serialization.ReadGob("pubKey.gob", masterPubKey)
if err != nil {

fmt.Errorf("Error during key reading: %v'", err)
}
ciphertext, err := paillier.Encrypt(x, *masterPubKey)
if err !'= nil {

fmt.Errorf("Error during encryption: %v", err)
}
jsonValue, _ := json.Marshal(ciphertext)

response, err := http.Post("http://localhost:8081/v1/api/framingham/30", "
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< application/json", bytes.NewBuffer(jsonValue))

Note that the parameters have been multiplied by a factor — this is due to the fact that the risk computation
uses vector y which contains real numbers (not integers). More details follow in the next section.

Company

Framingham risk score algorithms are based on Cox proportional hazards model [17]. Part of it is a
multiplication of the input parameters by regression factors which are real numbers. In the 30-year
algorithm, the vector x containing the user’s health parameters is multiplied by two vectors (scalar or
inner-product):

yl = (0.34362, 2.63588, 1.8803, 1.12673, -0.90941, 0.59397, 0.5232,
0.68602)

y2 = (0.48123, 3.39222, 1.39862, -0.00439, 0.16081, 0.99858,
0.19035, 0.49756)

Regression factors need to be converted into integers because cryptographic schemes operate with integers.
This is straight-forward in functional encryption schemes: we multiply factors by a power of 10 to obtain
whole numbers. A factor of 100 000 is used in our case. Consequently, we multiply the input parameters
by the same factor (see the previous section). For example, boolean parameters which are presented as 1
(true) or O (false) thus become 100 000 or O.

Company needs to obtain two functional decryption keys from the Key Generator: a key to compute the
inner-product of x and y1, and a key to compute the inner-product of x and y2:

r2 := big.NewInt(34362)
r3 := big.NewInt(263588)
r4 := big.NewInt(188030)
r5 := big.NewInt(112673)
r6 := big.NewInt(-90941)
r7 := big.NewInt(59397)
r8 := big.NewInt(52320)
r9 := big.NewInt(68602)
yl := data.NewVector([]*big.Int{r2, r3, r4, r5, r6, r7, r8, r9})

jsonValue, _ := json.Marshal(yl)

response, err := http.Post("http://localhost:8080/vl/api/paillier",
"application/json", bytes.NewBuffer(jsonValue))

if err !'= nil {
fmt.Printf£f("The HTTP request failed with error %s\n", err)

}
datal, err := ioutil.ReadAll(response.Body)
if err !'= nil {
fmt.Printf("Accessing response body failed with error %s\n", err)
}

keyl := string(datal)

t2 := big.NewInt(48123)
t3 := big.NewInt(339222)
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t4 := big.NewInt(139862)

t5 := big.NewInt(-439)

t6 := big.NewInt(16081)

t7 := big.NewInt(99858)

t8 := big.NewInt(19035)

t9 := big.NewInt(49756)

y2 := data.NewVector([]*big.Int{t2, t3, t4, t5, t6, t7, t8, t9})

jsonValue, _ = json.Marshal(y2)

response, err = http.Post("http://localhost:8080/vl/api/paillier",
"application/json", bytes.NewBuffer(jsonValue))

if err !'= nil {
fmt.Printf("The HTTP request failed with error %s\n", err)

}
data2, err := ioutil.ReadAll(response.Body)
if err != nil {
fmt.Printf("Accessing response body failed with error %s\n", err)
}

key2 := string(data2)

keyl = strings.TrimSpace(keyl)
key2 = strings.TrimSpace(key2)

keylInt, _ :
key2Int

new(big.Int).SetString(keyl, 10)
new(big.Int).SetString(key2, 10)

serialization.WriteGob("framingham30-FE-yl-key.gob", keylInt)
serialization.WriteGob("framingham30-FE-y2-key.gob", key2Int)

Once Company gets the encrypted parameters, it can compute the risk:

func Risk(w http.ResponseWriter, r *http.Request) {
ciphertext := new(data.Vector)
err := json.NewDecoder(r.Body) .Decode(&ciphertext)
if err !'= nil {
panic(err)

y1lKey := new(big.Int)
err = serialization.ReadGob("framingham30-FE-yl-key.gob", ylKey)
if err != nil {

fmt.Errorf("Error during key reading: %v", err)

y2Key := new(big.Int)
err = serialization.ReadGob("framingham30-FE-y2-key.gob", y2Key)
if err != nil {

fmt.Errorf("Error during key reading: %v", err)
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}
// paillier.gob generated by key-server needs to be used
params := new(fullysec.PaillierParams)
err = serialization.ReadGob("paillier.gob", params)
if err !'= nil {
fmt.Errorf("Error during Paillier params reading: %v'", err)
}
paillier := fullysec.NewPaillierFromParams(params)

r2 := big.NewInt(34362)

r3 := big.NewInt(263588)

r4 := big.NewInt(188030)

r5 := big.NewInt(112673)

r6 := big.NewInt(-90941)

r7 := big.NewInt(59397)

r8 := big.NewInt(52320)

r9 := big.NewInt(68602)

yl := data.NewVector([]*big.Int{r2, r3, r4, r5, r6, r7, r8, r9})

t2 := big.NewInt(48123)

t3 := big.NewInt(339222)

t4 := big.NewInt(139862)

t5 := big.NewInt(-439)

t6 := big.NewInt(16081)

t7 := big.NewInt(99858)

t8 := big.NewInt(19035)

t9 := big.NewInt(49756)

y2 := data.NewVector([]*big.Int{t2, t3, t4, t5, t6, t7, t8, t9})

xyl, err := paillier.Decrypt(*ciphertext, ylKey, yl)
if err !'= nil {
fmt.Errorf("Error during decryption")

xy2, err := paillier.Decrypt(*ciphertext, y2Key, y2)
if err !'= nil {
fmt.Errorf("Error during decryption")

var factor float64
factor = 100000

xylActual := float64(xyl.Int64())
xylActual xylActual / (factor * factor)

xy2Actual := float64(xy2.Int64())
xy2Actual = xy2Actual / (factor * factor)
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w2 := 21.29326612
w5 := math.Exp(xylActual - w2)

x2 = 20.12840698
x5 := math.Exp(xy2Actual - x2)

F := make([]float64, 1340)

G := make([]float64, 1340)

K := make([]float64, 1340)

M := make([]float64, 1340)

for i :=0; i < len(E); i++ {
F[i] = math.Pow(E[i], w5)

}

for i := 0; i+l < len(E); i++ {
G[i] = math.Log(E[i]) - math.Log(E[i+1])

}

for i :=0; i < len®); i++ {
K[i] = math.Pow(J[i], x5)

}

M[0] = w5 * (-math.Log(E[®]))
for i := 0; i+l < len(M); i++ {

M[i+1] = F[i] * K[i] * w5 * G[i]
}

var fullRisk = 0.0
for i :=0; i < len); i++ {
fullRisk = fullRisk + M[i]

risk := math.Round(100.0 * fullRisk)

fmt.Println("risk:")
fmt.Println(risk)

render.JSON(w, r, risk)

Note that the computation of the two inner-products is only a small part of the risk algorithm. To obtain
the risk score, the algorithm computes e raised to the inner-product value (for both inner-products). In the
next step, 1340 * 1340 power functions, 1340 * 3 multiplications, and 1340 additions are computed using
the values derived from both inner-products by an exponential function. For details please refer to [24].
These operations are executed by Company and the result is returned to User.
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User thus does not need to know anything about the algorithm to obtain the personal CVD risk score and
at the same time, Company does not know anything about User’s parameters (except the inner-products of
x with vectors y1 and y2).

9.2 Underground Anonymous Heatmap

The demonstrator in the previous section uses a centralized Key Generator. In this section, we show
how such a centralized trustworthy component can be avoided by using the usage of a decentralized
scheme.

Let us say Ljubljana has a brand new metro. A mayor would like to collect some traffic data by using a
metro app. Well, citizens do not want to reveal their data. Luckily, there are types of encryption that allow
to run statistical analyses on the encrypted data. The goal is to protect (encrypt) Users’ paths and still
being able to compute some statistics on the mayor’s side.

n Mary Brown
0 Tracks the user's path, encrypts it, sends it
to the mayor's servers.

EmamaGon 2

=
Simarna Gora 3 Crrata 3

Figure 18: App following the User’s path

We demonstrate how traffic heatmap can be generated based on the encrypted data. Given the encrypted
information about Users of the underground, the mayor’s Service can measure the traffic density at each
particular station. Thus, congestions and potential increases in traffic can be detected while the User data
is encrypted and remains private.

The demonstrator [2] uses "Decentralized Multi-Client Functional Encryption for Inner Product scheme" [16].
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This scheme allows each User to encrypt the data in a decentralized way. Neither Service nor the other
individuals know anything about the location or private key of the User. The only information that Service
can obtain is how many Users traveled through each particular station in a given time frame, thus preserving
the privacy of each individual.

Mary Agatha Senice
encrypts 1 or 0 for each station : e, = (enc(1/D), ..., enc{1,/0])
-
sends ¢, |
encrypts 1 or [ for each station © ¢, = [enc(1/D), ...,enc(1/0))
-
sends o,

All other users
send their infio toa.

collect s a vector for stafion i: (e, [i],c.0i]. .. el[f])
—
e .
compufes number of Users for stafion ¢ : maryl0 + agathald + ... + wreulald
.,
Mary Agatha Senice

Figure 19: Users sending encrypted paths to the Service

Each User encrypts the vector specifying the path that was traveled. The length of the vector is the same as
the number of stations. It consists of Os and 1s: 1s for the stations were the User traveled. More precisely,
each coordinate (0 or 1) is encrypted separately to provide an encryption vector. In GoFE the code looks
as presented below. First, path vectors are loaded — note that the paths have been generated randomly
and are stored in one file. In a real-world application, the app of each User would generate the path and
encrypt it locally. Just for demonstration purposes, the code below performs all the computations in a
single execution.

pathVectors, stations, err := readMatFromFile("london_paths.txt")
numClients := len(pathVectors)

vecDim := len(pathVectors[0])

fmt.Println("reading the data; numer of clients:", numClients)

clients := make([]*fullysec.DMCFEClient, numClients)
pubKeys := make([]*bn256.G1l, numClients)

Each User needs to instantiate the DMCFEClient, and then the secret keys are generated.

// create clients and make a slice of their public values

for i := 0; i < numClients; i++ {
c, err := fullysec.NewDMCFEClient(i)
if err != nil {

panic(errors.Wrap(err, "could not instantiate fullysec™))
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}
clients[i]
pubKeys[i]

C
c.ClientPubKey

// based on public values of each client create private matrices T_i summing to
— 0
for i := 0; i < numClients; i++ {
err = clients[i].SetShare(pubKeys)
if err '= nil {
panic(errors.Wrap(err, "could not create private values"))

}

fmt.Println("clients agreed on secret keys'")

Finally, each User encrypts the path:

// pathVec[i] is the value of i-th station, label its name,
// cl[i] is its encryption

label = station[i]

c[i], _ := client.Encrypt(pathVec[i], label)

In the decentralized scheme [16], the functional decryption keys are generated by Users (no trusted authority
is needed). Users thus provide a functional key to a central service component. In our case, a functional
key for a vector y of 1s is provided (the vector length is the number of users). This is because the central
authority will decrypt the sum of all the Users that traveled through that station, i.e., a value that can be
represented as an inner-product of y and a vector x of Os and 1s indicating which Users traveled through
that station. Each User provides a key share.

The subject that gets all the secrets can thus combine them to obtain a functional key and then decrypt the
heatmap.

// each client gives his key share corresponding to the vector of
// ones; only knowing all the key shares one can decrypt the

// sum of all locations of the clients

keyShares := make([]data.VectorG2, numClients)

oneVec := data.NewConstantVector (numClients, big.NewInt(1))
for k := 0; k < numClients; k++ {
keyShare, err := clients[k].DeriveKeyShare(oneVec)
if err !'= nil {

panic(errors.Wrap(err, "could not generate key shares"))

}
keyShares[k] = keyShare

}
fmt.Println("clients created keys for decrypting heatmap")

heatmap := make([]*big.Int, vecDim)

for i := 0; i < vecDim; i++ {
label := stations[il]
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heatmap[i], err = fullysec.DMCFEDecrypt(ciphers[i], keyShares, oneVec,
< label, big.NewInt(int64(numClients)))
if err !'= nil {
panic(errors.Wrap(err, "could not decrypt"))

Note that the subject holding the functional key could decrypt only the heatmap (density for each station)
and no other information (like individual paths).

While we use randomly generated User data for this demonstration, one can easily imagine a smartphone
app which tracks the User’s path, generates a vector, encrypts it (all operations performed locally), and
finally sends it to Service.

Note that the computed value for the i-th station represents
x-y=x1-1+x0-1+...+x¢-1,

where xy, is ether O or 1 depending if the k-th User traveled through it and y the vector of 1s. Thus, the
number of all Users that traveled through a particular station is computed.

Using the described approach, a variety of other analysis services can be built on the encrypted data, for
example, the power consumption of a group of houses in a neighborhood, measurements from IoT devices,
etc. In the former case, the power consumption could be encrypted for each hour and sent to the central
component. The Service could then compute (decrypt) the overall consumption (across all houses) for
each particular hour. Based on such privacy-enhanced computations, various prediction services can be
built using only encrypted data.

9.3 Selective Access to Clinical Data

One of the main advantages of attribute-based encryption (ABE) schemes is the ability to manage who
can access each particular set of data. In the following demonstration, we follow the typical functional
encryption deployment with a central authority as a Key Generator, an Encryptor which possesses data
and encrypts it, and a Decryptor which decrypts some parts of the data (according to its role).

Patients are owners of their clinical histories, therefore clinical services such as hospitals should provide
tools to manage them according to privacy policies. To this end, the Encryptor component is a tool that
enables clinical services to set policies to access clinical histories. Later, the personnel of a hospital will
use the Decryptor component to get access to clinical histories.

Key Generator is similar to the demonstrators in the previous sections — a trustworthy component which
at the setup phase generates master keys and is later able to derive functional keys for each of the
Decryptors.

The source code at [3] provides a demonstrator from health domain where clinical histories are encrypted to
enable privacy for patients while clinical personnel still have access to the data needed for their work.

The demonstrator comprises the following components:

» Key Generator: central authority component which generates keys.
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The output is those pieces of information for
which the attributes used to generate the
private key satisfies the policy included in

the cyphertext document

Figure 20: Interactions between clinical data components
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* Decryptor: this component is used by the hospital personnel; doctors, nurses, etc. The component
obtains functional decryption keys from the Key Generator according to the profile of the requester.
It decrypts only those pieces of information that have a policy which matches with the attributes of
the key.

* Encryptor: this component is used by the hospital to encrypt the clinical history according to access
policies.

The Health Level Seven International (HL7, [4]) provides a set of standards and framework for the man-
agement of health information. "Level Seven" refers to the seventh level of the International Organization
for Standardization (ISO) seven-layer communications model for Open Systems Interconnection (OSI) -
the application level. One of the resources provided by HL7 is Fast Health Interoperability Resource
(FHIR, [5]), which provides a set of data structure in several formats (JSON,cXML, etc) to represent
different types of clinical information. For instance, sickness and the process of diagnosis and treatment
for a patient is defined by the structure "Condition" [6]. This labeled format is perfectly suitable to be
encrypted by pieces as each label of the document can constitute a piece of information.

The demonstrator manages a set of diseases expressed as FHIR Conditions, although in this case each
of them is managed through an Excel table (Figure, 22) to provide the information in a more readable
format. Each row of the table corresponds to a patient, and each column corresponds to different levels of
confidentiality.

The demonstrator uses the CP-ABE [13] scheme which allows to encrypt a message based on a boolean
expression, defining a policy with the attributes needed for the decryption. The scheme uses positive
integer numbers as attributes, which makes it necessary to associate each meaningful attribute with a
number.

number 0 and 1: attribute values corresponds to clinical service (0=Saint
< Charles Hospital, 1=Ramon y Cajal Hospital).

numbers 2 up to 4: attribute values corresponds to departments in a hospital (2=
<— emergency, 3=administration, 4=cardiology).

numbers 5 and 6: attribute values corresponds to personnel roles (5=doctors, 6=
< nurses).

Key Generator

The Key Generator creates a master secret key which is used to generate functional decryption keys for
each of the Decryptors based on their attributes. The keys are stored in files which are later used by
Decryptors.

In this demo we have three Decryptors:

Decryptor 1: it works in Saint Charles Hospital, emergency and administration
— departments (0, 2, 3)

Decryptor 2: it works in Saint Charles Hospital, cardiology department (0, 4)

Decryptor 3: it works in Saint Charles Hospital, emergency department and is a
— doctor (0, 2, 5)

// generate a public key and a secret key for the scheme
abe.GenerateMasterKeys(path)
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/¥ Decryptor 1: it works in Saint Charles Hospital, emergency and administration
— departments*/

if debug {fmt.Println("Key for decryptor 1: {0, 2, 3}'")}

// define a set of attributes (a subset of the universe of attributes)

// that an entity possesses

gamma := []int{0®, 2, 3}

// generate keys for decryption for an entity with

// attributes gamma

abe.GenerateAttribKeys(path, "keyDecryptorl.gob", gamma)

/* Decryptor 2: it works in Saint Charles Hospital, cardiology department*/
if debug {fmt.Println("Key for decryptor 2: {0, 4}'")}

// define a set of attributes (a subset of the universe of attributes)

// that an entity possesses

gamma = []int{0®, 4}

// generate keys for decryption for an entity with

// attributes gamma

abe.GenerateAttribKeys(path, "keyDecryptor2.gob", gamma)

/* Decryptor 3: it works in Saint Charles Hospital, emergency deparment and is a
<— doctor*/

if debug {fmt.Println("Key for decryptor 3: {0, 2, 5}'")}

// define a set of attributes (a subset of the universe of attributes)

// that an entity possesses

gamma = []int{®, 2, 5}

// generate keys for decryption for an entity with

// attributes gamma

abe.GenerateAttribKeys(path, "keyDecryptor3.gob", gamma)

Encryptor/Hospital The Encryptor uses a predefined set of policies in the form of boolean expre-
sions.

mspl, _ := abe.BooleanToMSP("(® AND 2) OR 6", false)
msp2, _ := abe.BooleanToMSP("(® AND 4) OR 5", false)
msp3, _ := abe.BooleanToMSP("(® AND 2) AND 5", false)

The msp structure represents the policies which will be used to encrypt each column. They can be translated
as:

* Column one can be seen by anyone in the emergency department of the Saint Charles Hospital, or
by any nurse.

* Column two can be seen by anyone in the cardiology department of the Saint Charles Hospital, or
by any doctor.

* Column three can be only seen by doctors working in the emergency department of the Saint Charles
Hospital.

Decryptor The Decryptor uses the functional decryption keys created by the Key Generator to decrypt
the clinical history file. Each of the Decryptors will only get the pieces of information which could be
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decrypted with the key provided.

For the test, the Decryptor provides a command line interface to choose between the three Decryptors
which correspond to three decryption keys created before.

package main

import (
"fmt"
"bufio”
"og"
"strings"
"io/ioutil"
"encoding/base64"
"github.com/fentec-project/gofe-v2/abe"

"github.com/tealeg/x1sx"

)
func main(Q) {
keyPath := ""
outputFile := ""
J¥**%%% SELECT DECRYPTQR **¥*%*%*/
menu :=

‘Select decryptor

[1] Decryptorl - {0, 2, 3}
[2] Decryptor2 - {0, 4}

[3] Decryptor3 - {0, 2, 5}¢

fmt.Println(menu)

reader := bufio.NewReader(os.Stdin)
in, _ := reader.ReadString(’\n’)
selection := strings.TrimRight(in, "\r\n'")

switch selection{

case "1":
fmt.Println("Decryptorl - {0, 2, 3}')
keyPath = "keyDecryptorl.gob"
outputFile = "decryptorl_data.xlsx"

case "2":
fmt.Println("Decryptor2 - {0, 4}")
keyPath = "keyDecryptor2.gob"
outputFile = "decryptor2_data.xlsx"

case "3":
fmt.Println("Decryptor3 - {0, 2, 5}")
keyPath = "keyDecryptor3.gob"
outputFile = "decryptor3_data.xlsx"
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default:
fmt.Println("ERROR: Undefined decryptor™)

}
/***** SELECT DECRYPTOR *****/

path := "key-material/"

var outputExcelFile *xlsx.File
var sheet *xlsx.Sheet

var row *xlsx.Row

var cell *xlsx.Cell

outputExcelFile = xlsx.NewFile()

inputExcelFileName := "data/encryptor_data.xlsx"
inputExcelFile, _ := xlsx.OpenFile(inputExcelFileName)
for _, _sheet := range inputExcelFile.Sheets {
sheet, _ = outputExcelFile.AddSheet("1")
for _, _row := range _sheet.Rows {
row = sheet.AddRow()
i:=0
for _, _cell := range _row.Cells {
cell = row.AddCell()
encoded_enc_text := _cell.String() // information to

— be decrypted
//Columns whose data will be encrypted. In this case: 1, 2 and 3 (
< starting from 0)
if i == [] i == [| i ==3{
enc_text, _ := base64.StdEncoding.
< DecodeString(encoded_enc_text)
ioutil.WriteFile(path+"aux_encrypt.gob", []
— byte(enc_text), 0644)
// decrypt the ciphertext with the keys of an entity
// that has sufficient attributes
err := abe.Decrypt(path, keyPath)
if err != nil {
//fmt .Printf("Failed to decrypt: %v\n", err)
text := _cell.String(Q)
cell.vValue = text
}else {
text, _ := ioutil.ReadFile(path+"
— aux_decrypt.gob")
cell.Value = string(text)
}
}else{
text := _cell.String(Q)
cell.Value = text
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i++;

}
break

outputExcelFile.Save("data/"+outputFile)
fmt.Println("\n---------—- DECRYPTOR finished ---------- \n")

Select decryptor
[1] Decryptorl - {B, 2, 3}
[2] Decryptor2 - {8, 4}
[3] Decryptor3 - {@, 2, 5}
becr‘yptu:ur‘l - 18, 2, 3}

---------- DECRYPTOR finished ----------

Figure 21: Decryptor module execution

Once the Encryptor has encrypted the clinical history, doctors and nurses can fetch the data they are
permitted to see. For the demonstrator, the clinical history file is a table, where each cell contains a piece
of information of a FHIR conditions structure:

Access level: Clinical org 0 and Department 2, or

Access level: Clinical org 0 and Department 4, or

Access level: Clinical org 0 and Department 2 and

Patient
personnel level 6 personnel level 5 personnel level 5
<coding> «t - « -
arge arge
<system value="http://snomed.info/sct"/> & N N & N " N
. B <reference value="Procedure/f201"/> <reference value="Condition/f205"/>
Thomas =code value="38266002"/> i . N - N o -
~ . Y <display value="TPF chemokuur"/> <display value="bacterial infection"/>
<display value="Entire body as a whole"/>
) <[target> <[target>
</coding>
<coding= <detail= <coding=
<system value="http://snomed.info/sct"/> <reference value="DiagnosticReport/f201"/> <system value="http://snomed.info/sct"/>
James <code value="24484000"/> <display value="Erasmus' diagnostic report of <code value="361355005"/>
<display value="Severe"/> Roel's tumor"/> <display value="Entire head and neck"/>
<fcoding> </detail> <fcoding=
<coding> <detail>
" : " ury : " <target>
<system value="http://snomed.info/sct"/> <reference value="DiagnosticReport/f202"/> N .
. . i - i A <reference value="Substance,/f202"/>
Martha <code value="371924009" /> <display value="Diagnostic report for Roel's B N .
. " . n <display value="Staphylococcus Aureus"[>
<display value="Moderate to severe"/> sepsis"/= <Jtargat>
arge
<fcoding> <fdetail> B
<coding> <coding> <target>
<system value="http://snomed.info/sct"/> <system value="http://snomed.info/sct"/> <reference value="Procedure/f201"/>
Julia <code value="14803004"/> <code value="24484000" /> <display value="TPF chemotherapy for the
<display value="Temporary"/> <display value="Severe"/> sphenoid bone"/>
</coding> </coding> <[target>
<coding> <coding> <coding=
<system value="http://snomed.info/sct"/> <system value="http://snomed.info/sct"/> <system value="http://snomed.info/sct"/>
Robert <code value="368009"/> <code value="6736007"/> <code value="40763004" />

<display value="Heart valve disorder"/>
<fcoding>

<display value="Moderata"/>
</coding>

<display value="Left thorax"/>
</coding>

Figure 22: Clinical history file example

Once the file is encrypted, it looks like in Figure 23.

When a Decryptor decrypts the clinical history file, it will only obtain the information that it is allowed to
see according to its attributes (role, department).

According to the Decryptor roles (attributes sets) and the policies, Decryptor role 1 (a person who works
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Access level: Clinical org 0 and Department 2, or

Access level: Clinical org 0 and Department 4, or

Access level: Clinical org 0 and Department 2 and

Patient
personnel level 6 personnel level 5 personnel level 5
F/+BAWEBCKZETUVaXBaZ< I8/ 1 AA00BADNDMAH [ AABAKNOATUAA |F/+BAWEBCKZETUVDaXEoZXIE/2IAALOEADNOMAH /JAABAKNDAT-UAA |F/+BAwEBCKZETUVDaXEoZXIB/4IAAGOEADNOMAH JAABAKNCAF-UAR
EHO3RGCm tZ0H/IZABAD 1zcAH/ nAARAB iwEBADxBM10qYm4yNTYu |EHOIRGemItZOH,|ZABAD 2cAH/nAAAAR3/iwEBAQxbM10qYm4yNTYu | EHO3RGemItZaH | gABAD 1zcAH /nAAAAB3 fiwEBAQXbIM106YmAyNTYu
RzlB/: VAABF/ s FOA n |RelB/ YAABF/g FOA n |RaiBy. YASBF/g FOM n
Thomas R3sXNOUGSPENQR)4TAAQQBAVEB 45AAQFZAT| AAEBWEH/iA4BAVOR | R3ZXNOUGS b QB /4YAAGNBAVEE, 4 gAA0FZATH ARSI 5H) A48 AVQR | R3=XNOUGSpon QB 4TAAQTBAVER) $gAAQFZAR- AAEBgH/1AABAVCR,
/AgAAAAE/4cDAQEEZ2Z0MgH/ i AABAZEBWAH fiZABAVKE/4 fak (/4 e DADEEZZZOMEH i AABAZEEWAH i gABAVKE /4 Kiak | /4 /4cDAQEEZ2ZOMEH i AABAZEBWAHigABAVKE /40 ARAAK/ 2k
FAQL/pAAAARS low| BAQSEXVSZXSpibjl INISHMOH/1AAB/SIAAR//KOEB | FAQL/pAAAAB kvl BAQSEXVSzXSpibjl INISHMOH/|AAB/SIAAA//KE | FAQL/pAAAABS/low|BAOSEXVSzXSpib] INISHMOH/IAAR/SIAAA]
Av+SAAH jEEGAAAT/400AOL/jABAQEBUAH kAAAADT/jwMBACD]dXI2 | Av+SAAH/|ZEGAAAT/40DAOL/|ZABAGEBUAH kARAADT jwMBAQD|dXI2 | Av+SAAH/|sEGAAAT/40DAOL s ABADERUAH /KAAAADT[wMBAQp|dX12
F/+BAWEBCKZETUVDaXBaZX I8/ 21 AA00BADNDMAH [AABAKNOAT+UAA |P/+BAWEBCKZETUVDaXBoZXIE/2IAAQ0BADNOMAH /JAABAKNDAF+UAA | P/+BAWEBCKZETUVDaXBoZXIB /4 AAQOBADNOMAH [[AABAKNOAFUAA
EHO3ROCMItZ0H/IZABAD 12cAH N AAAABS/ |wEBAQ:<bM1:)qu4vNTYu EHO3RGCMIZOH/IABADL2cAH/nAAAAB3,/iwEBAQXbM10gYm4yNTYu |EHO3R0cmILZOH/1gABAD 1zcAH /nAAAAR 3 /iwEBAQXbM10gYm4yNTYu
RzIB/! AABF/E FOA RzlB/: YARBF/g FOA n |Rzigy YASBF/E FOM n
James RSaKNDUGprnDB_.4\‘AAGQBAV;B_.‘4;AAQEANIAAEBW;H_.'|AABAVQB R3aXNOUGIpbnOE,/4YAAQOBAVEE /4ZAAGFZAT AAEBW gH/iAABAVOE | R3aXNOUGS pbnOE/4YAAGOBEAVER, 4 gAAOFZAR ASEBWEH IARBAVOE
/4ghAARe 4 DAOEEZ2ZOMEH, | AABASEBWAH izABAVKE, 40AAARK 2k |/4sARAAZ/4cDAEEZ2ZOMEH iAABAZEBWAH/iZABAVKE/40ARAAK 2k |/4gAAAAZ/4cDAQEEZZZOMEH IAABASEBWAH/iZABAVKE/S0ARAMK/ Sk
FAOL/pAAAAB3 k| BAQSEXVS2XSpibjl INISHMQH 1 AAE, FAQL/pAAAAB3 k| BAQSEXVS2XSpibjl INISHMOH /| AAB,51AA4//kOEB | FAQL/pAAAAES k| BAQSEXVSZXSpibjl INISHMOH/IAAB/SIAAA/ [KOER
Av+SAAH |ZEGAAAT/40DANL [z ABAOEBUAH [AAAADT/jwMBAOD]dXI2 | Av+SAAH/|ZEGAAAT/40DAOL |z ABAGEBUAH kARAADT/jwiMBAOD|dX)2 | Av+SAAH/|sEGAAAT/0DAOL /|sABAOEBUAH KAAAADT/[WMBAOp]dX12
F/+BAwEBCKZETUVD:aXBaZX I8/ 21 AAQ0BADNDMAH [AABAKNOAT+UAA |F/+~BAWEBCKZETUVDaXBoZXIB/2IAAQOBADNOMAH jAABAKNDATUAA | F/+BAWEBCKZETUVDaXBoZXIB/4IAAQOBADNOMAH jAABAKNOAFUAA
EHO3ROCmItZON fl,Amajz[AH.-nAAAAaa.-'inBAQmMmq‘rma\me EHO3ROCmITZOH "I,ABA-DI:[AH."nAAAABE."\wEBAERxBM13qu4\rNTYu EHO3ROCMItZOH/IZABAD12CAH /nAKARES iwEBANXBIM10gYmAyNTYu
RzIB/: YAREF/ g FOAf RzlB/: YAREF/g FOA RalB/! YAREF/g FOA n
Martha R2aXNOUGSpbnOE/ 4\’AAQQBAU=B 4,AAQ!—2AMAAEBW=H-.AAEAVQB R2aXNOUGIpbnaE/ 4YAAQQBAV=B 4,AAQ;—2AMAAEB\\I=H-.AA&AVQB R2aXNOUGSphnaB/4YAALOEAVEE /4 AAFTATH ABEEW EH/ IAABAVOR
J4gAAAAE /4cDAQEEZ2ZOMEH i AABAZEBWAH/iZABAVKE/40AAAAK 2k | /4ZAAAAL/4cDAOEEZZZOMEH iAABAZEBWAH/iZABAVKE/40AAMAK/ Sk |/4gARAR/4cDADEEZ2ZOMEH/| ARBAZEBWAH igABAVKB, 40 ARAAK 4k
FAOL/pAAAARS /low| BAOSBXVszKSpibjI INISHMOH/1AAE, FAOL/pAAAABS flowl BAOSEXVszXSpibjl INISHMOH | AAB/51A44//kOEB | FAOL/pAAAAES lw| BAOSEKVs2KSpibjl INISHMOH/IAAB/SIAAA/KOEE
Av+SAAH [ZEGARAT/40DAQL |ZABAEBUAH /KAAAADT/jwMBAGp[dXI3 | Av+SAAH/| EEGAAAT/40DAOL /|2ABAGEBUAH kAAAADT/[wMBAQD|dX)2 | Av+SAAH | EEGAAAT/40DAL /| EABAQEBUAH KAAAADT/wMBAOp|dXI2)
F/+BAWEBCKZBTUVDaXBoZX I8/ I AA00BADNDMAH [ AABAKNDAT+UAA |F/+BAWEBCIZETUVDaXBoZXIE/2IAANOBADNOMAH jAABAKNOATUAA | F/+BAwEBCIZETUVDaXEoZXIB /4 AAOOBADNOMEH | AABAKNOAFUAR
EHOZROCM ItZ0H IZABAD 12cAH N AARABS iwEBADXBM10gYmAyNTYu | EHOZROcmItZOH/1gABAD 2cAH/NAARAR S IWEBAQXbM10GYmayNTYu |EHO3ROEmItZOH/1 gABAD 12cAH /nAAAABS [iwEBAQKEI10GYmAyNTYu
RelB/AwAAFEAQYARBP /EwMBAEAAERAGFOAF NPSFAWEBCr | RelB/4wAAF-EAQYARRP/swMBAV-EAAEBAQFOAF NPSFAWEBCH | RelB/dwARF-EAQYAREP /swMBAV-EAAEBAQFOAF NP+FAWEBCn
Julia R3sKNOUGIpbnOR4VAAQOBAVEE, 45AA0FZAfH | AAEBWeH/iAABAVOR | R3=XNOUGI pbin QB /4YAAGOBAVED /45340 ZAFH AAEDIY EHAABAVOR  R3=XNOUGIpon OB/ 41AAQUBAVER 4EAAQFZAFH AAEBWEH/iAABAVCD)
JagAnAAg /4cDAQEEZZZOMEH)i ifi y /4 /4cDAQEEZZZOMEH/i JERCELEVE et AQEEZ2Z0MeH) 4/ [ 30ARAAK Bk
FAOL/pAAAARS /low| BAOSBXVEzKSpibjI NS HMOH/1AAE, FAOL/pAAAABS flowl BAQSEXVE2XSpibjl INISHMOH | AAB//51444//kOEB. |FAQL)| pAAAABg flow | BAQS XV 2K Spibj| 1NISHMOH 1AAB/51 444 kOEB
Av+SAAH [EEGAAAT/40DAQL/jEABAOEBUAH [KAAAADT/jwMBAOD]dXI2 | Av+SAAH/|EEGAAAT/40DAOL/|ZABAGEBUAH KARAADT/[wiMBAQD|dXJ2 | Av+SAAH/|SEGAAAT/S0DAOL /|gABAGERUAH /KAAAADT/[WMBAQpdX12
F/+BAWEBCKZETUVDaXBOZXI8/31AA00BA0NDOMAH | AABAKNOAT+UAA |F/+~BAWEBCIKZETUVDaXB0ZXIB/4IAAQ0BADNOMAH JAABAKNOAT+UAA |P/+BAWEBCKZBTUVDaXBOZXIB/4IAAQOBAONOMAH [AABAKNOAT-UAS
EHOZROCM ItZOH IZABAD 12cAH/ N AARABS,iwEBAQKBM10gYm4yNTYu | EHOZROcmItZOH,1gABAD 2cAH/NAAAAR S IWEBAQKBM10gYm4yNTYu | EHOZROEmItZOH/1gABAD 12cAH /nAAAABS [iwEBAQKEM10GYmAyNTYu
Rzl B /4w ARFEAQYAARP 2w MBAv+ EAAEBAQFOAF-GAARANP+FAWEBCn | RzIB/4wAAF-EAQYAABP /swMBAEAAEBAQFOAF-GAAAANP+FAWEBCN | RzlB/4wAAF-EAQYAABP gwMBA+EAAEBAOFOAF+GAAAANP+FAWEECn
Robert R3sKNOUGSpbnQR/4VAAGOBAVER, 45AA0FZAT | AAEBWEH/iAABAVR | R33XNOUGS pbinQB/4YAAGOBAVEE) 4 gAAQ ZAMAAERIV EHAABAVOB | R33XNOUGSpon QB 41AAQUBAVER 4 AAQFZATH AAEBWEH/1ARBAVCE)
/8gAAARS 4 DAOEET2ZOMEHi / 4c DAQEEZ2ZOMEH/i J Jak | 4c DAQEEZ2ZOMEH I AABAZEBW AH/ | ZABAVKE/ S0 AMAAK/ Sk
FaQL/pAnaaR3) kwlBAQEbIVsz‘(Splb]llNlEHMQH 11885148 /KOEB |FAQL/paraARS kwlBﬂGbeVszISpleIIMEHMQH /1ARB/51AAA//KOER | FAQL/pAAAARS,lowl BAQS BXVSzXSpibj| NISHMOH /1AAS/51AAA/KQER
Au+SAAH (jZEGAAAT/40DADL/ABAQEBUAH /kAAAADT/jwhMBAQD{dXI2 | Av+SAAH/{zEGAAAT/A0DACL /= ABAGEBUAH kAAAADT/iwMBAQD|dX12 | Av+SAAH/|sEGAAAT/40DACL /j2ABADERUAH KAAAADT jwMBADpdX12
Figure 23: Clinical history encrypted file
patient Access level: Clinical org 0 and Department 2, or  |Access level: Clinical org 0 and Department 4, or  |Access level: Clinical org 0 and Department 2 and
aten personnel level 6 personnel level 5 personnel level 5
<coding> P/ -BAWEBCKZETUVD=XBaZXIB/21A400BAONOMAH AABAKNOAT:UAA, P/<BAw ERCIZBTUVDSXEGT B/ 41 AA0BAONOMAH [AADAKNOATF UAA
EHO3RGCMIZOH/IABADL2cAH/nAAAAB3,/iwEBAQXbM10gYm4yNTYu |EHO3R0cmILZOH/1gABAD 1zcAH /nAAAAR 3 /iwEBAQXbM10gYm4yNTYu
<system value="http://snomed.info/sct"/> RzIB/: YARBF g FOA n [Raigy ARBP/E FOA n
Thomas <code value="38266002"/> R3sXNOUGSpbNQE /4 ARQOBAVEE, 4gAA0FZAT- ASEBWEH/iAABAVOE | R3SXNOUGS P on OB /41AADBAVER /2 gARIFZAF+ AAEBI gH 1A4BAVOR
. T " e DADEEZZZOMEH/iAABAZEEWAH i gABAVKE/4 Kiak |4 /4cDAQEEZ2ZOMeH i AABAZEBWAHigABAVKE /40 ARAAK/ 2k
<display value="Entire body as a whole"/> FAQL/pAAAAB3 k| BAQSEXVS2XSpibjl INISHMQH/ | AAB," //%QEB | FAQL/pAAAARS k| BAQSEKVsZXSpibjl INISHMOH/IAAB/SIAAA/KOER
</coding> A+SAAH | EEGAAAT/40DAL /£ ABAOEBUAH IcAAAADT/jwiMBAOD]dXI2 | Av+SAAH/|ZEGAAAT/40DAQL |z ABAGEBUAH /KAARADT/jwMBAOp|dX)2
<coding> P/+BAWEBCIZETUVD=XBoZXIB/21A400BAONOMAR [44BAKNOATUAA, | P/<BAw ERCIZBTUVDSXBGTH B/ 41 AAQ0BACNOMAH [AABAKNOATUAA
EHEBRQ[m\tZQH'I,ABA-DlztAH.'nAAAABE.'\wEBAERxBMquYm‘I\rNTYu EHO3ROCMItZOH/IZABAD12CAH /nAKARES iwEBANXBIM10gYmAyNTYu
<system value="http://snomed.info/sct"/> RalB/. YARBF g Foa RalB/ ARBF g FOsf n
James <code value="24484000"/> R2aXNOUGIpbnaE/ 4YAAQQEAV=B 4,AAQEANIAAEBW=H-|AAEAUQB R2aXNOUGSpbnQB,4VAAQOBAVER/4ZAADFZAF AAEBWEHi
<display value="Severe"/> [4g4AAAE/4CDAQEEZ2ZOMEH iAABASEBWA/igABAVKE) 40ARAAK /4K |/4gARAAS/4cDATEEZ2ZOMEH/IAABAEEBWAH iEABAVKD/40ARAAK 3k
FAOL/pAAAABS flowl BAOSEXVszXSpibjl INISHMOH | AAB/51A44//kOEB | FAOL/pAAAAES lw| BAOSEKVs2KSpibjl INISHMOH/IAAB/SIAAA/KOEE
</eoding> Av+SAAH ([ eEGAAAT/40DAAL | sABAGEBUAH /kARAADT/jwiMBAQP|dX)2 | Av+SAAH /| SEGAAAT/40DAOL /|2 ABAQEBUAH /KAAAADT jwMBAQp|dX2)
<coding> F/+BAwEBCKZBTUVDaXBoZXIE/ 31 AA00BADNOMAHjAABAKNOAF+UAA |F/+BAwEBCIZBTUVDaXBoZX B3I AAQOEADNDMAH /jAABAKNOAT+UAR
EHO3RACMItZOH IgABADL2CAH/NAARABS, IwEBAQXBM10gYmAyNTYy | EHOZROCMItZOH/1gABAD 12cAH /nAAAAES iWEBAQXbIM10GYmayNTYu
<system value="http://snomed.info/sct"/> RzIB/: YAABP g FOA n [Raigy APBF/g FOA n
Martha <code value="371924009"/> R38KNOUGIpbnQE/4VAAQOBAVEE, 45AAQFZAfH AERWSH/iAABAVOR | RIXNOUGI pbn OB/ 1AMRBAVED /4 SARQIZAF+ AAEBIEH 1AABAVOD
. , " /4 /4cDAQEEZZZOMEH/i 40 /2 4cDAQEEZ2ZOMEH) i/ [A0ARAAK/ Sk
<display value="Moderate to severe”/> FAOL/pARAABS flowl BAOSEXVEZXSpibjI INISHMOH | AAB,51444//kOEB | FAOL/pAAAAES lw| BAOSBXVs2XSpibj| INISHMOH/IAAB/SIAAAKOEE
<{coding> A+SAAH [EEGAAAT/40 DAL/ ABAOEBUAH IAAAADT/jwIMBAOD]dXI2 | Av+SAAH/| EEGAAAT/40DAQL|gABAGEBUAH KAAAADT/jwMBAGp|dX)2
<coding> F/+BAwWEBCKZBTUVDaXBOZXIE/ 3| AA00BADNOMAH [AABAKNOAT+UAA |F/+BAWEBCKZBTUVDaXBOZX B/3IAAQOBADNDMAH /JAABAKNOAT+UAR
EHOZROCMItZOH IgABADL2CAH/NAARABE, iwEEAQXBM10gYmayNTYu | EHOZROCmItZOH/IgABAD 12cAH /nAAAAE S [iWEBAQXbIM10gY mayNTYu
<system value="http://snomed.info/sct"/> RelB/ 4wAAF-EAQYAARP /5w MBAv+ EAAEBAGFOAFGAAAANP+FAWEECn | RelB/4wAAF-EAQYAABP/ swMBA+EAAEBAQFOAT-GAAAANP+FAWEBCn
Julia <code value="14803004"/> R3sKNOUGSpbnQE/4AAQOBAVEE, 4gAAQFZAT AAEBWEH/iAABAVR | R3aXNOUGS pbn OB/4VAAROBAVER /4 ARQFZATIAAEBI EH 1AABAVOE
_ n " / 4c DAQEEZ2ZOMEH/i J Jak | 4c DAQEEZ2ZOMEH I AABAZEBW AH/ | ZABAVKE/ S0 AMAAK/ Sk
<display value="Temporary"/> Fa0L/panasa3) kwlBﬂGbeVszISpleIIMEHMQH /1ARB/51AAA//KOER | FAQL/pAAAARS,lowl BAQS BXVSzXSpibj| NISHMOH /1AAS/51AAA/KQER
<{coding> Av+SAAH [EEGAAAT/40 DAL/ [sABAGEBUAH [kAAAADT jwMBAQD] dXI2 | Av+SAAH/|ZEGAAAT/40DADL (jzABAGEBUAH /KAARADT jwMBAQp|dX12
<coding> P[~BAwEBCKZETUVDaXBoZXI B3I AAGOBADNOMAR /[AABAKNDAFUAA | P/+BAwEBCKZETUVD=XBoZX /21 AAGUBACNOMAH [[AABAKNOAF-UAA
. EHO3RGCMItZOH/IABADL2cAH/ nAAAAB, iwEEADKBM10gYm4yNTYu | EHOZROcmItZOH/1gABAD 1zcAH /nAAAAB S fiwEBAOXbM100Ym 4yNTYu
<system value="http://snomed.info/sct"/> RelB/4wAAF-EAQYAARP 2w MBAv+ EAAEBAGFOAFGAAAANP+FAWEECn | RelB/4wAAF-EAQYAABP/ EwMBA+EAAEBAQFOATGAAAANP+FAWEBCn
Robert <code value="368009"/> R35XNOUGIpbnR/4TAAQOBAVEE 4,AAQ!—2AMAAEBW=H [iAABAVOR | R3aXNOUGIpbnOB/4YAALNBAVER/ 4,AAQ!—2AMAAEBW:H [iAABAVOR

<display value="Heart valve disorder"/>
<fcoding>

DAQEEZ2ZZOMEH/i Jak

DAQEEZ2ZZOMEH, fak

FAQL /pAAAABRS/| MIEAQEDKVSZKSPID]IINIEHMQH \AAB /S1AAAKQER
| Av+SAAH [jzEGAAAT/40DAGL /|sABAQEBUAH [kAAAADT /jwMBAQpidX)2

FADL [ELLE:ER kw\BAQEbKVsZXSpID]\lNIEHMDH fIAAR/SIAAAS [KOEB
A +SAAH [[eEGAAAT/40DATL /|2 ABAQEBUAH [kAAAADT jwMBAQpidX) 2|

Figure 24: Data fetched by a doctor
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in emergency and administration departments of the Saint Charles Hospital) will only obtain information
from the column 1.

9.4 Neural Networks on Encrypted MNIST Dataset

We saw above how to implement privacy-friendly predictive services using inner-product schemes. Using
inner-products (linear functions) many efficient machine learning models can be built based on linear
regression or linear logistic.

However, linear models in many cases do not suffice. One of such tasks is image classification where
linear classifiers mostly achieve significantly lower accuracy compared to the higher-degree classifiers. For
example, classifiers for the well-known MNIST dataset where handwritten digits need to be recognized.
A linear classifier on MNIST dataset is reported to have 92% accuracy (TensorFlows tutorial [7]), while
more complex classifiers achieve over 99% accuracy.

N B

Figure 25: Can you classify encrypted digits?

GoFE and CiFEr include a scheme [25] for quadratic multi-variate polynomials which enables computation
of quadratic polynomials on encrypted vectors. This enables richer machine learning models and even
basic versions of neural networks. We provided a code [8] to demonstrate how an accurate neural network
classifier can be built on the MNIST dataset and how functional encryption can be used to apply a classifier
on the encrypted dataset. This means that a subject holding a function decryption key for a classifier can
classify encrypted images, i.e., can classify each image depending on the digit in the encrypted image, but
cannot see anything else within the image (for example, some characteristics of the handwriting).

Input Hidden Output
layer layer layer
Pixel 1 —
Pixel 2
— Qutput 0
Pixel 3
— Qutput 1
Pixel 4 —
Output 2
Pixel 5 —
Pixel 6

Figure 26: Two-layer neural network

The demonstrator uses the GoFE library and the widely-used machine learning library Tensor-Flow [9].
MNIST dataset consists of 60 000 images of handwritten digits. Each image is a 28x28 pixel array, where
each pixel is represented by its gray level. The model we used is a 2-layer neural network with quadratic
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function as non-linear activation function. Training of the model needs to be done on unencrypted data,
while prediction is done on encrypted images. The images have been presented as 785-coordinate vectors
(28 - 28 + 1 for bias). We achieved the accuracy of 97%. The decryption of one image (applying the
trained model on the encrypted image) takes under 20 seconds.

First, the machine learning model for recognizing the digits needs to be trained on the data in the clear.
For this, mnist.py can be run. The model parameters are stored in mat_diag.txt and mat_proj.txt. File
mat_valid.txt contains the vector to be encrypted.

proj, err := readMatFromFile("testdata/mat_proj.txt")
if err !'= nil {
panic(errors.Wrap(err, "error reading projection matrix"))

}
nVecs := proj.Rows()
vecSize := proj.Cols(Q)

// Diagonal matrix
// number of rows of this matrix represents the number of classes.
// The function will predict one of these classes.
diag, err := readMatFromFile('"testdata/mat_diag.txt")
if err !'= nil {
panic(errors.Wrap(err, "error reading diagonal matrix"))
}
nClasses := diag.Rows()
if diag.Cols() != nVecs {
panic(fmt.Sprintf("diagonal matrix must have %d columns™, nVecs))

// Valid matrix
// number of rows of this matrix represents the number of examples.
valid, err := readMatFromFile("testdata/mat_valid.txt")
if err != nil {

panic(errors.Wrap(err, "error reading valid matrix"))
}
if valid.Cols() != vecSize {

panic(fmt.Sprintf("valid matrix must have %d columns", vecSize))

The scheme is then initialized and a vector encrypted:

// We know that all the values in the matrices are in the
// interval [-bound, bound].
bound := big.NewInt(100)

// q is an instance of the FE scheme for quadratic multi-variate
// polynomials constructed by Sans, Gay, Pointcheval (SGP)
q := quad.NewSGP(vecSize, bound)

// Wwe generate a master secret key that we will need for encryption
// of our data.

Document name:|D6.3 Final Functional Encryption Toolset API Page: 75 of 80‘

Reference: D6.3 Dissemination:‘ PU‘ Version: 1.0 Status: Final ‘




T FENTEC

fmt.Println("Generating master secret key...")
msk, err := q.GenerateMasterKey()
if err != nil {

panic(errors.Wrap(err, "error when generating master keys'"))

// First, we encrypt the data from mat_valid.txt
// with our master secret key.
// x = first row of matrix valid
// y = also the first row of matrix valid
fmt.Println("Encrypting...")
c, err := q.Encrypt(valid[0], valid[0], msk)
if err != nil {
panic(errors.Wrap(err, "error when encrypting'))

// Then, we manipulate the encryption to be the encryption of the
// projected data.

// Note that this can also be done without knowing the secret key.
fmt.Println("Manipulating encryption...")

projC := projectEncryption(c, proj)

fmt.Println("Manipulating secret key...")
projSecKey := projectSecKey(msk, proj)

The subject that holds a functional decryption key can then compute the classification of the encrypted
vector (image):

// We create a new (projected) scheme instance for decrypting

newBound := big.NewInt(1500000000)

fmt.Println("Creating new (projected) scheme instance for decrypting...")
gProj := quad.NewSGP(nVecs, newBound)

res := make([]*big.Int, nClasses)
maxValue := new(big.Int).Set(newBound)
maxValue = maxValue.Neg(maxValue)

fmt.Println("Predicting...")

predictedNum := 0 // the predicted number

for i := 0; i < nClasses; i++ {
// We construct a diagonal matrix D that has the elements in the
// current row of matrix diag on the diagonal.
D := diagMat(diag[i])

// We derive a feKey for obtaining the prediction from the encryption.
// We will use this feKey for decrypting the final result,

// e.g. XAT * D * y.

feKey, err := gProj.DeriveKey(projSecKey, D)
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if err !'= nil {
panic(errors.Wrap(err, "error when deriving FE key"))

// We decrypt the encryption with the derived key feKey.
// The result of decryption holds the value of xAT * D * vy,
// which in our case predicts the number from the handwritten

// image.
dec, err := gProj.Decrypt(projC, feKey, D)
if err '= nil {

panic(errors.Wrap(err, "error when decrypting'))
}
res[i] = dec
if dec.Cmp(maxValue) > 0 {

maxValue.Set(dec)

predictedNum = i

fmt.Println("Prediction vector:", res)
fmt.Println("The model predicts that the number on the image is", predictedNum)
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10 Conclusions

In this deliverable, we presented the API of the FENTEC library. We gave a brief overview of the intended
usage for each of the schemes. Finally, we demonstrated using four real-world applications how to use the
FENTEC library. Soon, a website will be released which will contain similar content as this document,
but with much more interactivity and visual representations. Hopefully, the website will help to bring the
exciting, but still somewhat lesser-known techniques of functional encryption closer to the developers’ and
IT architects’ communities.
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